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In 1973, NIST published a request for proposals for a
national symmetric-key cryptosystem. A proposal from
IBM, a modification of a project called Lucifer, was
accepted as DES. DES was published in the Federal
Register in March 1975 as a draft of the Federal
Information Processing Standard (FIPS).
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Over at Stanford University... Ralph Merkle, Marty Hellman, Whitfield Diffie




New Directions in Cryptography

Invited Paper

Whitfield Diffie and Martin E. Hellman

Abstract Two kinds of contemporary developments in cryp-
tography are examined. Widening applications of teleprocess-
ing have given rise to a need for new types of cryptographic
systems, which minimize the need for secure key distribution
channels and supply the equivalent of a written signature. This
paper suggests ways to solve these currently open problems.
It also discusses how the theories of communication and compu-
tation are beginning to provide the tools to solve cryptographic
problems of long standing.

1 INTRODUCTION

We stand today on the brink of a revolution in cryptography.
The development of cheap digital hardware has freed it from
the design limitations of mechanical computing and brought
the cost of high grade cryptographic devices down to where
they can be used in such commercial applications as remote
cash dispensers and computer terminals. In turn, such applica-
tions create a need for new types of cryptographic systems
which minimize the necessity of secure key distribution chan-
nels and supply the equivalent of a written signature. At the
same time, theoretical developments in information theory and
computer science show promise of providing provably secure
cryptosystems, changing this ancient art into a science.

The development of computer controlled communication net-
works promises effortless and inexpensive contact between peo-
ple or computers on opposite sides of the world, replacing most
mail and many excursions with telecommunications. For many
applications these contacts must be made secure against both
eavesdropping and the injection of illegitimate messages. At
present, however, the solution of security problems lags well
behind other areas of communications technology. Contempo-
rary cryptography is unable to meet the requirements, in that
its use would impose such severe inconveniences on the system
users, as to eliminate many of the benefits of teleprocessing.

The best known cryptographic problem is that of privacy:
preventing the unauthorized extraction of information from

Manuscript received June 3, 1976. This work was partially supported by
the National Science Foundation under NSF Grant ENG 10173. Portions of

communications over an insecure channel order to use cryptog-
raphy to insure privacy, however, it currently necessary for the
communicating parties to share a key which is known to no
one else. This is done by sending the key in advance over some
secure channel such a private courier or registered mail. A
private conversation between two people with no prior acquain-
tance is a common occurrence in business, however, and it is
unrealistic to expect initial business contacts to be postponed
long enough for keys to be transmitted by some physical means.
The cost and delay imposed by this key distribution problem
is a major barrier to the transfer of business communications
to large teleprocessing networks.

Section III proposes two approaches to transmitting keying
information over public (i.e., insecure) channel without compro-
mising the security of the system. In public key cryptosystem
enciphering and deciphering are governed by distinct keys, E
and D, such that computing D from Eis computationally infeasi-
ble (e.g., requiring 10'% instructions). The enciphering key
E can thus be publicly disclosed without compromising the
deciphering key D. Each user of the network can, therefore,
place his enciphering key in a public directory. This enables
any user of the system to send a message to any other user
enciphered in such a way that only the intended receiver is
able to decipher it. As such, a public key cryptosystem is
multiple access cipher. A private conversation can therefore be
held between any two individuals regardless of whether they
have ever communicated before. Each one sends messages to
the other enciphered in the receiver public enciphering key
and deciphers the messages he receives using his own secret
deciphering key.

We propose some techniques for developing public key crypt-
osystems, but the problem is still largely open.

Public key distribution systems offer a different approach to
eliminating the need for a secure key distribution channel. In
such a system, two users who wish to exchange a key communi-
cate back and forth until they arrive a key in common. A third
party eavesdropping on this exchange must find it computation-
ally infeasible to compute the key from the information over-
heard. A possible solution to the public key distribution problem
1s o1ven in Section I11. and Merkle 11 has a partial solution of
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A Method for Obtaining Digital
Signatures and Public-Key Cryptosystems

R.L. Rivest, A. Shamir, and L. Adleman*

Abstract

An encryption method is presented with the novel property that publicly re-
vealing an encryption key does not thereby reveal the corresponding decryption
key. This has two important consequences:

1. Couriers or other secure means are not needed to transmit keys, since a
message can be enciphered using an encryption key publicly revealed by
the intended recipient. Only he can decipher the message, since only he
knows the corresponding decryption key.

2. A message can be “signed” using a privately held decryption key. Anyone
can verify this signature using the corresponding publicly revealed en-
cryption key. Signatures cannot be forged, and a signer cannot later deny
the validity of his signature. This has obvious applications in “electronic
mail” and “electronic funds transfer” systems.

A message is encrypted by representing it as a number M, raising M to a
publicly specified power e, and then taking the remainder when the result is
divided by the publicly specified product, n, of two large secret prime numbers
p and q. Decryption is similar; only a different, secret, power d is used, where
e-d=1 (mod (p—1)-(¢g—1)). The security of the system rests in part on
the difficulty of factoring the published divisor, n.

Key Words and Phrases: digital signatures, public-key cryptosystems, pri-
vacy, authentication, security, factorization, prime number, electronic mail,
message-passing, electronic funds transfer, cryptography.

CR Categories: 2.12, 3.15, 3.50, 3.81, 5.25

*General permission to make fair use in teaching or research of all or part of this material is









At a Starbucks one
day...

 Man: “Hey, is that plate
about math?”

* Me (excited): “Well, yes, it
is!”
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* Man: “Let me guess... you
got divorced, had to divide
everything, and that car is
all you had left?”
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about math?”
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Me (disappointed): “Um,
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iy He must have been a divorce
— | R lawyer.
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1984: A few hires, a chip is designed, a funding round, a move west.
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Beginnings — 1982-1990

A start and restart. Products and deals. Obstacles.
Stability?

1982: R, S, and A incorporate in Belmont MA; Len Adleman is president.
1983: MIT gets a patent; the new company gets an exclusive license.
1984: A few hires, a chip is designed, a funding round, a move west.
1985: The market is not as ready as thought. Money running out, investors unhappy.
1986: A new person. A new Plan. B formally joins in January. A product launch.
A deal just in time. Venture Capital not available. (Didn’t want it anyway.)
Unexpected competition appears. Investor impatience turns to ire.
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First Shipments
of MailSafe

July 1986

RSA Data SEcurITY, INC.

TELEPHONE DIGITAL SIGNATURES FOR DATA ASSURANCE
1440 Re-aree 10 TWIN DOLPHIN DRIVE
Repwoop Crty, CALIFORNIA 94065
FOR IMMEDIATE RELEASE CQNTAQT:
RSA-4 Jim Bidzos

RSA DATA SECURITY, INC.
415/595-8782

Simone' Otus

BLANC & OTUS
415/421-2392

RSA DATA SECURITY MAKES FIRST COMMERCIAL SHIPMENTS
OF SOFTWARE FOR THE IBM PC
Redwood City, CA 10 July, 1986 -- RSA Data Security, Inc., a
developer and marketer of products based on the RSA Public Key
Cryptosystem, today announced the first commercial deliveries of
Mailsafe (tm), a data encryption software program for the IBM
PC and compatibles. Mailsafe is a-menu-driven security utility
program designed to facilitate secure networking and
communications environments for microcomputer users.

Mailsafe wuses the public key approach in its encryption
system which utilizes both the data encryption standard (DES) and
the RSA Encryption algorithm. The public key system serves as
the building block of its data authentication, user verification
and key management features.

Public Key Systems

In public key systems, each user owns a pair of keys which
have a special mathematical relationship. One key is kept by
each user (the "private" key) and the other is made available to
anyone wishing to communicate securely with that user (the

“public" key). Any data encrypted with a public key can only be
decrypted by the corresponding private key.
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NSA'’s STANDARD PRODUCT LINE TEPACHE
standard embeddable communication security (COMSEC) Data Encryption for Computers

transparent, and cost effective COMSEC
I'he standard module

Sk {\l:mn,t,‘ Security Agency's family of
[ UUCIS bas been developed specifically to provide a compact

"".";;‘x-;;‘: ‘{u the demanding telecommunication and information processing market

St Will support a wide varicty of system topologies by acting as an ntelligent slave to the host cquipment
'€ Microprocessorcompatible interface and control structure is highly flexible. Also the powerful command 1

S¢t wWill offer the host equipment developer the most cfficient alternatives fo salisfy unique system -

i Each module is a general purpose cryptographic device capable of providing COMSEC Ly |~

A3
&7

Ay

MINI COMPUTERS MODEMS WORD PROCESSORS

nents
'unctions of digital data at all classification levels

Standard Features The TEPACHE product line of embeddable modules is designed D Poranis TR
1o be embedded within a wide variety of commercial and military
computer equipment and to encrypt byte/word oriented digital data
* Standard Interface al rates up to 10 Mb/s. Protection is provided for all levels of traffic * Fite Enctyption
* LSTTL 1/0 ranging from sensitive corporate transactions to highly classified . o
* Common Command Language government communications. The TEPACHE modules feature a
* 5 Volt Operation number of unique approaches to information security, including an * Byre/Word Processi
* Command/Status Bus advanced system which allows communications protocols such as RGO e
* Crypio Ignition Key headers to be passed in unencrypted form while the rest of the
MESsage remains ;ncrynlrd This bypass provides auditing to monitor * Half Duplex Operation
the correct use of the encryption process. Selectable features provide = SR R
* Tamper Resistance addressable key storage, Six cryptographic modes, message authenti-
cation and self test. The modules are user friendly and report status Selects B
information to the host when operations are completed or when St i
system/protocol errors are encountered. These modules are for use
in systems such as local area networks, modems, facsimiles. word 5 ¢
processors. and personal computers Gnto ELCRStES

* Proven Algo.
Ay * Micro/Min/Mainframe Compatbility

* Speed w 10 Mb/s
* Message Authentication Code
* Packet Switching

* Electronic Rekeying

* Enhanced Transmission—
Error Detection

* Six Cryptographic Modes

WINDSTER
FORESEE

Voice And Low Speed Data Encryption
High Speed Digital Data Encryption
=z
\ N]\ D ” !
/y) W AN \ \
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HANDHELD RADIO POCKET PAGER SATELLITE MICROWAVE MAIN FRAME
The WINDSTER product line of embeddable modules provides The FORESEE product line of embeddable modules provides
eneryption of digitized voice and low speed dara signals for securin P Y un..»_”wu‘?:\ of high figital data streams at all classification Performance Feaj
classified/sensitive information for both the government and govein e 5 levels, The modules have be operate over a wide
ment contractors. The modules operate over a wide temperature y temperature range and 1 I or environments. Full duplex * Speed 10 20 Mb/s
range and accommodate high error rate environments. Commonly § ‘L“l-llh\l‘. IS provic etely independent transmitter o Sevaity
used voice coding schemes such as CVSD, LPC. and PCM are fully . 1d receiver sectl en i
supported by the modules. The WINDSTER modules interoperate different cry I * Seven graphic Mod
with many of the current inventory COMSEC equipment. including I ced by £ ch per e e
KG-84 and KY-57. This feature will allow new host equipment e o u a unigl W | A
products to communicate directly with existing communication ORESEE modul Cr mn
systems. These modules are compact, low power, can be keyed i nCthoRk eatry ol % R Danler Of
remotely by existing over-the-air techniques and provide authentica- . Ce na u:n\*l_\ of transmissio 10¢ ¢
tion in the data mode. Micro-level control is available to the for synchronization via the ! ine nique Module
cquipment designer through an extended set of command functions p S detailed status reporting 1o the bost operat . -the-air Rek
and status information. These modules are designed for embedding * Oper = mamtenance engineer 1n analyzing error o I ditions SO St
Crit designed for use in satellite, microwave, fiber optic and other high

Device data rate applications

within low speed digital telephone modems, mobile telephones,
paging equipment. and hand-held/portable radios



FURTHER INFORMATION ON MODULES, SEE THE COMPANY POINTS

OF CONTACT LISTED BELOW.
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Beginnings — 1982-1990

A start and restart. Products and deals. Obstacles.
Stability?

1982: R, S, and A incorporate in Belmont MA; Len Adleman is president.

1983: MIT gets a patent; the new company gets an exclusive license.

1984: A few hires, a chip is designed, a funding round, a move west.

1985: The market is not as ready as thought. Money running out, investors unhappy.

1986: A new person. A new Plan. B formally joins in January. A product launch.
A deal just in time. Venture Capital unavailable. (Didn’t want it anyway:.)
Unexpected competition appears. Investor impatience turns to ire.

1987: RSA announces BSAFE. Much missionary work. First lawsuit. Steve Dusse hired.
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BSAFE Crypto
Toolkit Available for
Integration

July 1987

RSA DaTta SECurITY, INC.

TELEPHONE DIGITAL SIGNATURES FOR DATA ASSURANCE
i ongin 10 TWIN DOLPHIN DRIVE
Repwoop City, CALIFORNIA 94065

FOR IMMEDIATE RELEASE CONTACT:

RSA-10 Jim Bidzos
RSA DATA SECURITY, INC.
(415) 595-8782

RSA DATA SECURITY TO LICENSE CRYPTOGRAPHIC TOOLKIT
TO SOFTWARE DEVELOPERS AND END USERS

Redwood City, California, July 30, 1987 -= RSA Data Security, Inc., a
developer and marketer of products based on its patented RSA public-
key cryptosystem, today announced the availability of BSAFE™,
embeddable cryptographic routines for software developers. BSAFE has
already been licensed to several companies, including Lotus
Development, BSAFE will also be licensed to end users who develop

systems for in-house use.

BSAFE is a general purpose '"cryptographic toolkit" of high
performance, highly portable C language subroutines that implement
cryptographic primitives which can be used by software developers to
incorporate a variety of encryption and authentication capabilities

into their products or systems.

Included as standard features of BSAFE are high speed implementationms

of several algorithms, including the National Bureau of Standards' DES

(Data Encryption Standard), DESX (an extended DES algorithm), the RSA

public-key cryptosystem, an algorithm to produce
Authentication Codes,

Message
and routines to produce user-generated keys.

Fills Void in Marketplace

BSAFE is designed to accommodate future algorithms, so that no system

redesign is necessary; new algorithms can be easily added as they are

available, "Whatever new standards may emerge, licensees will have

their investments in BSAFE protected," said Jim Bidzos, RSA's

president., "However, it is difficult to envision any future standard

beyond the combination of the DES and the RSA algorithms. Both are

over ten years old and have withstood extensive public scrutiny; there
is a tremendous amount of trust in these algorithms.™



Standards compliant (Later)
All IP licensing included

* Encryption algorithm suite
* Public Key
* D-H
* RSA
* DSA (Later)
* ECC (Later)
* Symmetric Ciphers (Block + Stream)
* DES
e 3DES
* AES (Later)
* RCn
* MDn
* PRNG
* Public keys and certs
* Cert processing

“Cryptographer in a Box”
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Beginnings — 1982-1990

A start and restart. Products and deals. Obstacles.
Stability?

1982: R, S, and A incorporate in Belmont MA; Len Adleman is president.

1983: MIT gets a patent; the new company gets an exclusive license.

1984: A few hires, a funding round, a move west.

1985: The market is not as ready as thought. Money running out, investors unhappy.

1986: A new person. A new Plan. B formally joins in January. A product launch.
A deal just in time. Venture Capital not available. (Didn’t want it anyway.)
Unexpected competition appears. Investor impatience turns to ire.

1987: RSA announces BSAFE. Much missionary work. First lawsuit. Steve Dusse hired.

1988: MIT doubles down on RSA. DEC becomes a customer. B believes a separate company
will be needed for certificate services, and it will need to be bigger than RSA.



WHY A SEPARATE COMPANY?

* RSA was 100% focused on being an encryption technology & tools provider; Verisign
would need to be a services company, entirely different

* |t was anticipated that Verisign would go public, raising substantial funds to build secure
facilities to protect signing keys

* Verisign needed to be transparent, independent, and not controlled by RSA or any single
entity, in order to maintain public trust
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A start and restart. Products and deals. Obstacles.
Stability?

1982: R, S, and A incorporate in Belmont MA; Len Adleman is president.
1983: MIT gets a patent; the new company gets an exclusive license.
1984: A few hires, a funding round, a move west.
1985: The market is not as ready as thought. Money running out, investors unhappy.
1986: A new person. A new Plan. B formally joins in January. A product launch.
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1988: MIT doubles down on RSA. DEC becomes a customer. B believes a separate company
will be needed for certificate services, and it will be bigger than RSA. Morris worm.
1989: “Internet” & endorses RSA algorithm. Novell signs up with RSA. Burt Kaliski hired.



WUl COMPULEL  anu - suware
vendors, was formally launched
last week. The chief goal of the
46-member outfit is seeing
AT&T's Unix System V adopted
as the industry-standard open-
system environment.
Corporate members pay from
$10,000 to $500,000 a year, de-
ing upon level of participa-
tion. At the top end, so-called
principal members get earliest ac-
cess to new source code. Be-
tween $7.5 million and $8 million
has been raised by Unix Interna-
tional to date.

Prompted by OSF

The organization was an-
nounced amid growing publicity
for the competitive Open Soft-
ware Foundation. Formed last
year, the 45-member OSF has
its own version of Unix, OSF/1,
based on IBM’s AIX-3 operat-
ing system. OS/1 is currently in
development and should be
completed before the end of the
year.

he chief goal of

Unix International
is seeing System V
adopted as the indus-
try-standard open-
system environment.

@ revamp Uyswan v.oIUs 10U
our function either to develop
new releases or to act as a licens-
ing body for the operating sys-
tem,” said Donald J. Herman, or-
ganizing chairman of the
consortium. A working alliance is
in place between Unix Interna-
tional and AT&T, which recently
split off its Unix group into the
Unix System Operation. The
USO is independent of other
AT&T computer business (see
Jan. 23, page 14).

Looking further

AT&T plans to go outside for
technology in the future. “Unix
System V has come to the point
where [AT&T] recognizes that

Ur's Peter Cunningham

we don’t have a lock on the bright-
est minds in the industry,” said
Robert M. Kavner, president of
AT&T’s Data Systems Group.
According to Kavner, AT&T is
currently working with Sun Mi-

ona quarer . F— _—
TU}’“ Mace, newly named di- requirements for @ C::“ "n
rector of marketing and promo- Applications ,;,,th [Unig
tions for Unix International, dis X/Open will work wnre el
closed that a group in the steering  International] to ens¥ e pors
committee will be looking at tech applications continue ‘f’ e
nology outside of AT&T. Its job table [at the source-€0

will be to find ways of working
with AT&T to recommend new
directions and ideas.

Links with X/Open

He was reluctant to elaborate
saying, “It's a very delicate area
since we don’t want to pn-)udnf
any possible negotiations with
anyone that may have technol-
ogy.”

Mace, Unix strategy manager
at Unisys, is also on indefinite

el],” said Cunningham-

national and USO will
techmical, business an
tional matters

ese
on Unix International, a SP¢
woman for the Open
Foundation said, “There s %%
a lot of news that came O!

visory board
the spec

ix Inter-
Herman noted that l,:.?:rac‘ o
pr

When contacted for comﬂl:""‘
Software

ut. The

ad-
anization is still basically@n 2
iory board. AT&T still €ontrols
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NATIONAL SECURITY AGENCY HAD OPPOSED IT

Internet endorses RSA public-key

By LORING WIRBEL

Redwood City, Calif. — The In-
ternet Activities Board has en-
dorsed the Rivest-Shamir-Adle-
man algorithm for public-key
cryptography as the “key man-
agement” portion of Internet E-
mail. The endorsement is good
news for its exclusive licensee,
RSA Data Security Inc., and also
represents tacit government ap-
proval for the RSA algorithm, de-
spite numerous attempts by the
National Security Agency to limit
the algorithm’s u:

At a press conference to in-
troduce key executives of Unix
International and discuss its
charter, officials tried to em-
phasize that the consortium will
speak for computer users in or-
der to determine the future of
Unix System V. Peter Cunning-
ham, formerly manager of of-
fice systems strategy for ICL
Ltd. and now president and
chief executive officer of Unix

se.

In the late 1970s, then-NSA
director Bobby Ray Inman at-
tempted to cut off research on

of Technology by Ron Rivest,
Adi Shamir and Leonard Adle-
man. It uses a public key that
can be distributed openly, and
factors that number into a pri-
vate key held by the senders
and receivers of data.

behind the promotion of the Na-
tional Bureau of Standards’ Data
Encryption Standard (L in the
late 1970s and early 1980s, Bid-
zos said it “was never really a
DES versus public key issue.’
There are many instances where

he Internet endorsement of RSA will help
attract OEMs and hardware manufacturers
who may wish to license the algorithm for en-

cryption products.

Because public-key systems
li NSA's i i

RSA and other public-key algo-
rithms. Although NSA backed
off on attempts to halt publica-
tions on the algorithms during
the Reagan years, RSA Data
president Jim Bidzos said NSA
“never really stopped its oppo-
sition” to the use of public-key
algorithms.

task signals, the agency tried in
1979 and 1980 to set pre-review
standards under which it could
analyze any grant requests from
the three researchers who devel-
oped RSA. The efforts were
widely publicized at the time, and
the NSA backed off in the wake of

RSA was developed in 1977

International, pledged “to help

at the Massachusetts Institute

O
Although the NSA was solidly

DES and public-key methods can
be used jointly, he said. Rather,
NSA wanted to discourage corpo-
rate use of public-key encryption
in general. Bidzos said Internet's
approval of the DES for initial E-
mail encryption, along with RSA
algorithms for digital signatures
and key management, endorses
his company’s own position that
the two algorithms can coexist.

Internet’s Privacy Task Force

been W
cryption for the last two yearsy but
its job has been waylaid since No-
vember due to the intrusion Of @
virus (see Nov. 7, page 1)-

algorithm

cng on E-mail en-

Although Internet is not a goveﬂ;
ment-run institution, the partici:
tion of such nets as ARPANET,
MILNET and NSENET gives the
RSA endorsement the flavor of be-
ing a “strongly implied government
endorsement,” Bidzos said-

Bidzos added that the Intémet
endorsement of RSA will help attract
OEMs and hardware manufacturers
who may wish to license the algo-
rithm for encryption products, as
well as bring in second-tier end us-
ers who want a higher level of net=
work seauity. He sad that RSA
Data Security was already attracting
interest from several major corpora-
tions using publickey encryption

methods.

“The last couple vears have
seen a lot of growth in publickey

interest,” Bidzos said. “We have
been able to enter into strategi
business interests with some ven
large companies in recent months.

Design

Your ASIC
Today, Get
Prototypes Back
Tomorrow

The Lasarray ASIC Center’s silicon
compiler workstation opens up the world of 3
ASIC design to every system designer. After you've

979-3112 for details.

3184-H Airway Avenue
Costa Mesa, CA 92626

(714) 979-3112

f LasQArrQy ascessesmmmmss

you're only one or two days away from packaged,
tested CMOS arrays using Lasarray’s new, proven
fabrication process. )
Lasarray’s integrated ASIC design and
fabrication capabilities make it so efficient,
we'll build your first six prototypes free
with the purchase of a compiler work-
station. Call the Lasarray ASIC Center at (714)

IAB/IETF endorses RSA
algorithm as part of

PEM (Privacy Enhanced

Mail) spec.

January 1989

completed the design (typically one to two weeks),

Circle Reader Service No. 14

14 February 6, 1959 Electronic Engineering Times
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Beginnings — 1982-1990

A start and restart. Products and deals. Obstacles.
Stability?

1982: R, S, and A incorporate in Belmont MA; Len Adleman is president.
1983: MIT gets a patent; the new company gets an exclusive license.
1984: A few hires, a funding round, a move west.
1985: The market is not as ready as thought. Money running out, investors unhappy.
1986: A new person. A new Plan. B formally joins in January. A product launch.
A deal just in time. Venture Capital not available. (Didn’t want it anyway.)
Unexpected competition appears. Investor impatience turns to ire.
1987: RSA announces BSAFE. Much missionary work. First lawsuit. Steve Dusse hired.
1988: MIT doubles down on RSA. DEC becomes a customer. B believes a separate company
will be needed for certificate services, and it will be bigger than RSA. Morris worm.
1989: “Internet” & endorses RSA algorithm. Novell signs up with RSA. Burt Kaliski hired.
1990: Despite much progress, ominous beginnings for the new decade: An uneasy
patent peace and a hearing.
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US Agency Stélﬁdé n Way

Of Computer-Security Tool

By G. PASCAL ZACHARY
Staff Reporter of Trx WALL STAXET JOURNAL

REDWOOD CITY, Calif.—A tny soft-
ware company has developed what is prob-
ably the best defense yet against cornputer
snoops, hackers and viruses, but the Na-
tional Security Agency is blocking etforts

to expand the technology's use.

RSA Data Security Inc.'s  approach is
2lready widely used in Europe. In the U.S.,
2 number of companies, including Novell
Inc., Lotus Development Corp. and Digital
Equipment Corp., have licensed the tech-
nology for use in their products. A Penta-

logistics agency and InterNet, the na-
tion's premier computer network for re-
searchers, also use the technology. And
now. based on the premise that private in-
cusiry won't adopt a computer-security
stzndard until government does, the U.S. is
considering endorsing RSA Data's ap-
proach. If that happzns, computer compa-
nies will have a greater incentive to invest
in the technology.

But according to government officials,
th2 National Security Agency—the govern-
ent’s largest intelligence agency and
t skilled cede breaker—is objecting to
ihe choice of RSa Data’s technology and
is generally reluctant to move forward on
2ny standard in the field known as public-
cryptography. The probable reason,

the officials say: The RSA system is too ef-
fective. The snoopers blocked by the sys-
tem could include the NSA itself.

Some see the RSA case as a classic ex-
ample of domestic companies being de-
prived of ready access to a valuable prod-
uct by national security interests. “The un-
intended effect is that the most interesting
cryptographic research is going on outside
of the U.S..” says John Glimore, a com-
puter consultant in San Francisco. Adds
Martin Hellman, 2 Stanford University
professor: “"NSA has a vested interest in
not getting all the knowledge (about secu-
rity] applied.”

An Economic Price

The NSA won't comment on Its role, but
there's no doubt that not adopting a stan-
dard is costly. Hackers appear to have Iit-

& penetrating many compater net-
eaving . -

ricelli, chairman of a House subcommittee
that will hold 2 hearing tomorrow on com-
puter security. “‘We are accomplishing.
nothing but losing a foreign market."

RSA Data’s products are generally.
praised by security experts because they
are an advance over traditional “‘one-way"*
encryption. Each user has a secret key, or
code, and a public key published in a di-
rectory, and both keys are produced—and
linked—by a mathematical formula.
Senders use the addressee’s public key to
route their messages, and recipienis use
their secret key for deciphering. M ver,
the messages bear *“digital signaiures,”
imprinted with the sender’s secrei ey,
which provide proof of the sender’s iden-
tity.

RSA Data was founded by thres Massa-
chusetts Institute of Technology professors
who invented the approach in 1977. Be-
cause a description of the company”s chief
invention was [irst published in 21 aca-
demic journal, RSA Data’s most important
patent isn’t enforceable outside the U.S.
The company’s revenue, which is lass than
$5 million annually, has also been limited
by customer unwillingness to s money
on security and pericdic quest about
whether RSA Data’s codes can be
cracked.

A Superior Approach

But many security experts say RSA
Data’s solution is superior to any of the
alternatives. “From a technology prspec-
tive, there really isn't an alternative,”
says Robert Schleelein, Digital's manager
of strategic relations.

It is unusual for the government to en-
dorse a standard that requires royalty pay-
ments. But such a move may be justified
in this case because “RSA is closs (o being
a de facto standard,” says Dennls Bran-
stad, a computer scientist at the National
Institute of Standards and Technology, the
Commerce Department agency that cre-
ates technical standards. .

An NSA spokeswoman denies the
agency harbors any Il will toward the
company. In fact, some experts believe the
NSA uses RSA Data's technology. itself,

- and the spokeswoman sdys:that *NSA:

would never go out and say-we don't like*
RSA's products."
But James Bldzos, RSA Data’s chlef ex-*

* ecutlve, Isn't 5o 'sure; He says that In 1582

the & _Department :began, coasid-

cal Information and did so,-but It never
heard anything from the departmeat.

The NSA was hahind tha envermmant's

firms Mr. Bidzos's story. ““The project was
put on_the back burner™ because it was
“‘unclear-who was.really responsible for
deveioping standards—the NSA or us.” the
official says.

The NSA has long influenced the civil-
ian use of electronic security measures.
partly by intense political lobbying and
partly through federal limits on the export
of cryptographic products. In 1387, a report
by the Office of Technology Asse:
criticized the NSA's sway ov
uses of cryptography. saying the agency’s
actions had been
raised questions about >
tween civilian and military zuthorities.

Seeking 1o shift some conirol of com-
puter security, including cryptography.
back to civilians, Congress sz2veral years
ago approved a law giving the Commerce
Department’s Institute of Siandards and
Technology the power to sei commercial,
non-military standards in the area. Last
year, Rep. Torricelli's subcommittee told
the institute to develop 2 standard for pubd-
lic-key cryptography but allowed the NSA
1o help.

More than a year later. th2 two agen-
cies still haven't produced 2 draft stan-
dard. The NSA spokeswomaa says ths
agency is “cooperating” with the institute,
bui Rep. Torricelli thinks the to are dead-
locked. “"There are conflicting interests ba-
tween a perceived need to allow intelli-
gence agencies Lo operate fresly and [pro-
viding ] sufficient protection for our private
businesses,” he says.

Complicating matters further, the insti-
tute seems ill-equipped to handle the task
of forging a new standard. which is likely
to consist of a series of highly technical
proposals. Even the institute’s Mr.Bran-
slad concedes that the department’s work
has been hampered by a severely re-
stricted budget.

The obstacles to progress have made
some of the institute’s advisers in private
industry despair.that a federal standard
will ever emerge: But even without one, in-
dustry execulives believe that RSA Data's
products will catch on_as customers be-
e g
2 - for. - a 3
Data's approach last Mmmlé
move, $ays Richard Kirig; vice president of

soltware development;- U you
-walt around for committees' to make

a decision, you'll £0 out-of- busthess.™
=

“But according to government
officials, the National Security
Agency — the government’s
largest intelligence agency and
most skilled code breaker — is
objecting to the choice of RSA
Data’s technology.”

“The probable reason, the
officials say: The RSA system is
too effective. The snoopers
blocked by the system could
include the NSA itself.”
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Resistance —1991-1994

Big wins, bigger challenges. Cause and effect?

1991: RSA signs Microsoft (barely), Apple, Sun Microsystems, and more.
PKCS Consortium formed. RSA Factoring Challenge. S266. DSA plans
announced by NIST, designed by NSA. First RSA Conference.



MORE INFORMATION:

TWIN DOLPHIN DRIVE RSA Data Security, Inc. Microsoft Corporation

iDWOOD CITY,

BT i s B 20635286 “RSA’s technology will allow

RSA AND MICROSOFT IN TECHNOLOGY LICENSING PACT

Redwood City, Calif., and Redmond, Washington, (June 3, 1991): RSA Data Security, Inc. US to i n CO r p O r a te a dvan CEd

and Microsoft Corporation announced today that Microsoft had acquired a license to RSA's
technology. The license, to RSA's BSAFE and TIP i i , gi ' ;
B e i B o security f eatures In our
Microsoft will also provide key development assistance to RSA for future products RSA may
develop. The terms or value of the agreement were not disclosed.
products and t
"This relationship with Microsoft, clearly the software leader in the desktop computing Crea e a Secure
market, is further evidence that RSA is a de facto standard in the marketplace," said Jim d o
gl vyt computing environment for

"RSA's technology will allow us to incorporate advanced security features in our products

” .
and create a secure computing environment for our customers," said Bill Gates, Microsoft O ur CUS tom erS — B I I | G a te S
Chairman. "In addition to providing for the privacy and authentication of sensi er data * ]

world, and it's a very important part of our future. Now we can provide protectec

we can apply RSA's technology to such areas as virus detection and se
distribution. RSA is undoubtedly the best choice for security in today's net

authenticated information at your fingertips," he said.

Also announced was Microsoft's participation in and endorsement of RSA's effort to
establish interoperability. An effort sponsored by RSA, which includes Novell, Inc., Lotus
Development Corporation, and Digital Equipment Corporation, among others, has
completed development of an interoperable standard for the use of RSA's technology.
"Interoperability between products incorporating RSA, including products from different
vendors, is important if users are to realize the true value of this technology," said Mr. Gates.
"We are working with RSA and we support its efforts to achieve interoperability, and we
encourage other vendors to adopt and support those efforts."

---more---
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Personal-Computer Makers Join Forces
In Move to Prevent Tampering, Forgery

By G. PASCAL ZACHARY
Staff Reporter of THE WALL STREET JOURNAL

REDWOOD CITY, Calif.—A half-dozen
leading personal-computer companies are
working on a common approach to keeping
electronic documents safe from tampering
and forgery.

The group, which is nearly finished with
its technical work, includes Apple Com:
puter Inc., Novell Inc., Lotus Development
Corp. and Microsoft Corp.: Sun Microsys-
tems Inc. and Digital Equipment Corp.,
both of which make high-powered desktpp
computers called workstations, also are in-
volved, as are several small computer-se-

rity companies.

s Tt)lle effogt is aimed atdmak'mg ite so:;id
to electronically sen messag
lc)ll:cu:%enfs that can't be altered and that
automatically identify the s(?,nder through
a unique “digital signature. Such a fea-
ture, some believe, is essential if electronic
documents are to passdmuster as contracts
nent records.
andE%egtx;Lz;ic documents currently have
limited value in such areas as procure-
ment, record-keeping a_nd even messaging
because, under conventional computer net-
works, senders and recipients are never
certain that their documents haven't been
forged or altered. This undermines confi-
dence in computer communications and
can allow parties to break cqntracts or
promises entered into electronically.

A Data’s Approach
RSThe new group is moving to address
this shortcoming by agreeing {0 use these
curity approach 'of RSA Data Security Inc.,
a closely held concern based here. RSA
Data ploneered an approach to encrypting

ey

ctory. Both keys are produced,
‘;‘nf l?ringid. l;oyy a mathematical formula.
Senders use the addressee’s public key to
Toute their messages, and recipients use

their secret key for deciphering.
Digital Equipment, Lotus and Novell
have already incorporated RSA Data's
in their products. Microsoft, the

) supplier of per soft-
‘v’,‘ff:‘“ and Sun Microsystems are each ne-

tiating for rights to RSA Data’s tech-
Riques in future products. Apple Computer

JONE2 o0 noT MARK REPRINTS

= AEPRINT SERVICE ® P.0. BOX300 ® PRINGE

e oy ST

won't comment on its plans with RSA Data
but says it is considering adding security
features to its Macintosh line.

Brownell Chalstrom, an executive with
Lotus, said the group is developing com-
mon ways to ensure that RSA Data’s tech-
niques work for documents sent between
different software applications and operat-
ing systems. Without such standards, each
company might devise its own, incompati-
ble way of using RSA Data’s techniques.

Industry support for RSA Data is signif-
icant because the company’s technology is
seen as something of a hot potato by the
National Institute of Standards and Tech-
nology, a Commerce Department agency
that was empowered by Congress in 1987
to set standards for computer security.

‘Digital Signature’ Search

In crafting security standards, the insti-
tute works with the National Security
Agency. The institute's initial goal is to
produce a standard for digital signature.
But last summer, government officials
charged that the NSA was blocking pro-
gress on digital signature because it feared
the technology was too effective in ensur-
ing privacy. To defuse complaints it had
caved in to the NSA, the institute promised
a c(;ggresslonal panel last July that jt
would deliver a draft standard for at least
digital signature by October.

The institute still hasn’ ¥

€ t delive;

A1 s oy g
(‘)ﬁ e{nbarras‘sment." sa)f\svimnﬁ srgurce
oSt st drectr o coe
T myihmg‘_prefer not to commit

Mr. McNulty sa;

andable because t)i,ls e

. ‘mhsays the institute s
that the two agencies
tives to RSA Data’
Part of the reason
the U.S.
dﬁﬁ; fli rapidly embra.clni ggr:p’gter o
' o Wt A
e ':pgroach that will set
Several internatj

The PKCS (Public Key Cryptography
Standards) consortium is launched,
April 1991, with Apple, Novell,
Lotus, and Microsoft

“Industry support for RSA Data is
significant because the company’s
technology is seen as something of
a hot potato by the National

Institute of Standards and
Technology.”
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MORE INFORMATION:

TWIN DOLPHIN DRIVE RSA Data Security, Inc. Microsoft Corporation

iDWOOD CITY,

BT i s B 20635286 “We are working with RSA,

RSA AND MICROSOFT IN TECHNOLOGY LICENSING PACT

Redwood City, Calif., and Redmond, Washington, (June 3, 1991): RSA Data Security, Inc. an d We S up p Or t i tS e f f O r ts to

and Microsoft Corporation announced today that Microsoft had acquired a license to RSA's
technology. The license, to RSA's BSAFE and TIPEM cryptographic toolkit products, gives

[ J [ ] [ [
Microsoft the capability to incorporate advanced security features into its products. aCh I eve I n ter O p er ab I I I ty, an d
Microsoft will also provide key development assistance to RSA for future products RSA may
develop. The terms or value of the agreement were not disclosed.
we encourage oth d
"This relationship with Microsoft, clearly the software leader in the desktop computing er ven Ors
S : ; ¢ Selaco dadih
I};ilardz;t: ::SA-S Pi;ci:;;i?ce that RSA is a de facto standard in the marketplace," said Jim to adop t an d Support th ese

“RSA's technology will allow us to incorporate advanced security features in our products

and create a secure computing environment for our customers," said Bill Gates, Microsoft Effo r tS .” — B i I | G a t e S’ J u n e

Chairman. "In addition to providing for the privacy and authentication of sensitive user data,

distribution. RSA is undoubtedly the best choice for security in today's networked digital
world, and it's a very important part of our future. Now we can provide protected,
authenticated information at your fingertips," he said.

we can apply RSA's technology to such areas as virus detection and secure software 1 9 9 1

Also announced was Microsoft's participation in and endorsement of RSA's effort to
establish interoperability. An effort sponsored by RSA, which includes Novell, Inc., Lotus
Development Corporation, and Digital Equipment Corporation, among others, has
completed development of an interoperable standard for the use of RSA's technology.
"Interoperability between products incorporating RSA, including products from different
vendors, is important if users are to realize the true value of this technology," said Mr. Gates.
"We are working with RSA and we support its efforts to achieve interoperability, and we
encourage other vendors to adopt and support those efforts."

---more---
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RSA is the most trusted Public Key Encryption
and Authentication System in the world.

Il'};l
Ty

lIm
’I, 1]

clients and employ

That's because we're widely regarded as the best. No other
algorithm has undergone the intense scrutiny endured by

the RSA Public Key Cryptosystem. More aca-
demic papers, more government studies, and
more MIPS-years of computing power have been
thrown at RSA than at any other public key
cryptosystem in the world. And we're still here.

That's why we’re the worldwide defacto standard
for encryption and authentication.

PKCS, or the Public Key Cryptography Standards,
is the first true intervendor standard for this type

Over the years, RSA has managed to produce quite a
following. All of these companies—and Motorola and
Apple, too—have licensed RSA’s technology and/or tool-
kits to bring state-of-the-art security features to their

l' l”

/

el

of cryptography. The PKCS Consortium consists of a
dozen of the most important players in the computer
industry, including RSA and many of the companies
listed above. PKCS is significant because using it,

different vendors can produce compatible public key

encryption products and applications, providing for
enhanced security in today’s heterogeneous, open

environments.

With PKCS and one of our developer’s toolkits
(such as TIPEM or BSAFE), you can easily build
industry-standard secured applications, such as
secure eMail, digitally signed tamper-proof
electronic forms, and network authentication.

Find out how RSA’s advanced tools can
differentiate, add value to, and raise customer
confidence in your software. Give us a call.

RSA. Because some things are better left unread.”

RSA Data Security, Inc. 10 Twin Dolphin Drive, Redwood City, California 94065. (4 15) 595-8782.

Copyright © 1991 RSA Data Security. Inc.

of Microsoft Corporation. Other logos are trademarks or registered trademarks of their respective companies.

Circle 26 on Reader Segvice Card
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The list of RSA
customers grows
and grows...
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10 TWIN DOLPHIN DRIVE
REDWOOD CITY,
CA 9 4 0 6 5

MORE INFORMATION: RSA Data Security, Inc.
Jim Bidzos, President 10 Twin Dolphin Drive

whle This was VERY helpful when
RSA ANNOUNCES FACTORING CHALLENGE t h e 15 5-d eci m a I d igit 9th

March 19, 1991' (Redwood E}ity, CA): RSA Data. Sc:;ritz,alini ax:‘r:;v;mc:d]:)day an

?:eg;:ir;cf:;t;n:fgfz::l)::ggelart;cpx::;::s;fhc;tn;anj vtVi;loo:f]cr a nlz:nbir o‘;’ycz;dx F e r m a t n u m b e r’ F 9

prizes totalling several thousands of dollars every quarter to anyone who can factor
numbers on the list, which contains 41 numbers.

The patented RSA cryptosystem is used extensively around the world, particularly by ( 2 e 5 1 2 + 1 ) V4 Wa S fa Ct O re d I n

financial institutions. The major international standards organizations as well as groups
in Australia, France, and the United States have proposed or adopted standards J I 1 9 9 3
specifying RSA. A growing number of companies have adopted and endorsed RSA, u y [
including Digital Equipment Corporation, Motorola, Northern Telecom, General Electric

Information Systems, Novell, Racal, Atari, and Lotus. "The number of products using

RSA today in the United States alone is many hundreds of thousands," said fim Bidzos,
RSA president. "This will grow to several million by next year."

[ ]
Since the security of the RSA cryptosystem is based on the difficulty of factoring, the F a Cto r t h I S I
ability to measure actual factoring progress against the challenge list will benefit this *
broad community. According to Dr. Ronald L. Rivest, professor of Computer Science at
the Massachusetts Institute of Technology, lead inventor of the RSA cryptosystem, and

co-founder of RSA Data Security, "The challenge numbers will allow the community to
measure progress in factoring and choose key sizes accordingly."

L 45



Resistance —1991-1994

Big wins, bigger challenges. Cause and effect?

1991: RSA signs Microsoft (barely), Apple, Sun Microsystems, and more.
PKCS Consortium formed. RSA Factoring Challenge. S266. DSA plans
announced by NIST, designed by NSA. First RSA Conference.

1992: RSA Laboratories formed. Bernstein and others go to court over export.
Freedom to use crypto becomes a cause célebre among civil liberties orgs.
MLD arranges meeting between Adm. Bobby Inman, and R and B.



N: “Why do you and |4 MITCH KAPOR: “In this age when

hy? Do we really want

al records available to

a

company’s most valuahle property may he

intangible...an email account may amou

=
m

(o an unlocked door on a warehouse,

JIM BIDZ0S: “In Lotus Notes, you
get an account and that's all you'd
But everything you send will be enc

and authenticated ang i
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Resistance —1991-1994

Big wins, bigger challenges. Cause and effect?

1991: RSA signs Microsoft (barely), Apple, Sun Microsystems, and more.
PKCS Consortium formed. RSA Factoring Challenge. S266. DSA plans
announced by NIST, designed by NSA. First RSA Conference.

1992: RSA Laboratories formed. Bernstein and others go to court over export.
Freedom to use crypto becomes a cause célebre among civil liberties orgs.
MLD arranges meeting between Adm. Bobby Inman, and R and B.

1993: USG fails to acquire Schnorr’s DSA patent. During the storm of the century, B
succeeds and immediately flies to NIST. Clipper chip appears.



The following notice was published in the Federal Register, Vol. 58, No. 108, dated
June 8, 1993 under Notices ** National Institute of Standards and Technology Notice
of Proposal for Grant of Exclusive Patent License

This is to notify the public that the National Institute of Standards and Technology
(NIST) intends to grant an exclusive world-wide license to Public Key Partners of
Sunnyvale, California to practice the Invention embodied in U.S. Patent Application
No. 07/738.431 and entitled "Digital Signature Algorithm." The rights in the invention
have been assigned to the United States of America. The prospective license is a
cross-license which would resolve a patent dispute with Public Key Partners and
includes the right to sublicense. Notice of availability of this invention for licensing was
waived because it was determined that expeditious granting of such license will best
serve the interest of the Federal Government and the public.



The National Institute for Standards and Technology ("NIST") has announced its
intention to grant Public Key Partners ("PKP") sublicensing rights to NIST's pending
patent application on the Digital Signature Algorithm ("DSA"). Subject to NIST's grant
of this license, PKP is pleased to declare its support for the proposed Federal
Information Processing Standard for Digital Signatures (the "DSS") and the pending
availability of licenses to practice the DSA. In addition to the DSA, licenses to practice
digital signatures will be offered by PKP under the following patents:

Cryptographic Apparatus and Method ("Diffie-Hellman") No. 4,200,770
Public Key Cryptographic Apparatus and Method ("Hellman-Merkle") No. 4,315,552
Exponential Cryptographic Apparatus and Method ("Hellman-Pohlig") No. 4,434,414

Method For Identifying Subscribers And For Generating And Verifying Electronic
Signatures In A Data Exchange System ("Schnorr") No. 4,995,082



lhu send information over the
3 \7 l’ e lylwnmmuuGM' w)umur

master keys to each Clipper chip. As &

Vvoice and data security system, officially
known as the key escrow encryption ini-
tiative.

The administration’s goal is to make it
wasier for law enforcement officials to con-
duct legal wiretaps on new generations of

and use the Clipper chip to encode
decode the voice message or data

4 making them gibberish to outsid-
Using current technology, an eaves-
'Per would be unable to crack the code
out having access to the right keys.

.
- But to reduce the risk of criminals or

using the encryption standard to hide
acts, the government would hold

against potential government
abuse, the master keys would be divided in
half, and the halves would be held in “‘es-
crow” by different government agencies.

between the gov-

to privacy cherished by its citizens.

nm:wmoruummwm.mw

measure, illuminate the values of a society
that is trying to cope with
rapid

rd” for pro- |

change.
“The decisions we make
securi-
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Resistance — 1991-1994

Big wins, bigger challenges. Cause and effect?

1991: RSA signs Microsoft (barely), Apple, Sun Microsystems, and more.
PKCS Consortium formed. RSA Factoring Challenge. S266. DSA plans
announced by NIST, designed by NSA. First RSA Conference.

1992: RSA Laboratories formed. Bernstein and others go to court over export.
Freedom to use crypto becomes a cause célebre among civil liberties orgs.
MLD arranges meeting between Adm. Bobby Inman, and R and B.

1993: USG fails to acquire Schnorr’s DSA patent. During the storm of the century, B
succeeds and immediately flies to NIST. Clipper chip appears.

1994: B butts heads over crypto with Jobs at NeXT.
Pressure mounts for recognition of RSA as a standard. NSA continues to
resist. We sign historic new licensee — No Name? Mosaic? Netscape!
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Keep an e-mail message if it:
B Contains information deve
i _ 0l dovelopod in preparing position papers, reports

| lReﬁocts ?ﬁicial actions taken in the course of conducting agency

I Convegs information on agency programs, policies, decisions and
actions. *

B Conveys statements of policy or the
rationale for official decisions
or actions.

u Docnments oral exchanges during
‘which policy or agency activities
were discussed or formulated.

M Includes calendars or
“information from external

communication systems
~ such as the Internet.

r‘Vith progress on the proposed

IRS considers using
RSA digital signature

‘I'm desperate for an answer,’ CIO says

BY KEVIN POWER nature application for the tax sys-
GCN Staff tems.
Philcox, a board member, said he
MUST pick a signafure @e for the
Digital Signature Standard at .a—Tax Systems M i
standstill, the Internal Revenue Ser- Y 2

vice is considering use of a com- mon. id L consider
mercial electronic signature verifi- using the industry’s de I}Ecto signa-
cation scheme, the agency’s top ture standard, developed by RSA

systems official said recently. Data Security Inc. of Redwood City,
IRS is the first agency to break  Calif

ranks with the National Institute of “We need a signature standard,
Standards and Technology over the  and we need it now. I'm desperate

proposed DSS. But Henry Philcox,  for an answer and don’t know which
IRS’ chief information officer, said

his agency cannot wait much longer
for the government to decide on a
DSS. 4

Speaking last month at a meeting
of the National Computer Systems
Security and Privacy Advisory
Board in Gaithersburg, Md.,
Philcox said he needs a digital sig-




Unstoppable Growth, 1995-2000

The WWW explodes; a new company is created
(and one is dissolved); allies help secure a major
policy win.



Unstoppable Growth, 1995-2000

The WWW explodes; a new company is created
(and one is dissolved); allies help secure a major
policy win.

1995: The Internet becomes the WWW with 100MM browsers in use as Microsoft follows with IE.

Verisign formed to be independent CA;
The FBI gets more directly involved in the encryption debate.



TECHNO-
HERO

PUBLIC
ENEMY?

James Bidzos of RSA Data Security wants to go global with a potent shield against
computer break-ins. Uncle Sam’s most secretive spy agency wants to stop him. At
stake is the right to privacy and the health of the U.S. software industry.

f you work with a com- BY DAVID STIPP used to block them from eaves-

puter, chances are that

embedded in your machine is a nifty little

piece of software that FBI Director Louis

Freeh calls a terrorist tool. Made by RSA

Data Security, the software is woven into
some 90 million copies of various applications, from
Netscape browsers to Lotus Notes to products from
Microsoft. Few, if any, programs are as ubiquitous.
Yet RSA's software is so powerful that, as recently
as October, it was classified as a munition under
U.S. laws that restrict arms exports—along with
cruise missiles and Stealth bombers.

RSA is spreading everywhere for the same reason
that the federal government doesn’t want it to: It can
thwart your enemies, whoever they are. Its power
springs from encryption, which scrambles data sent

¢ over phone lines or
Turning Gibberish to Gold stored in computers
Bidzos and RSA plan to so that only those
cash in on the electronic- holding secret nu-

commerce bonanza with merical “keys” can
scrambling software that get access. Law en-
protects secrets. forcers fear it will be

dropping on evildoers. But it
also can stop bad guys from hacking into your com-
pany’s computers, or stealing your credit card num-
ber if you shop on the Web. The tabloids would never
have known Princess Diana was “my darling
Squidge” to her secret amigo if she had used a cel-
lular phone with encryption.

As RSA's astronomical installed base attests, its
software has become a de facto standard for safe-
guarding computer bits. If you have a Netscape Web
browser, note the key icon in the lower left-hand
corner of your screen—it means RSA is inside and
will leap to protect your credit card number when
you electronically order things. As the Internet bur-
geons, so do applications for RSA. It protects the
confidentiality of medical records exchanged by doc-
tors via the Net and safeguards signals piped from
video cameras at nuclear sites to an international
agency monitoring atomic weapons.

Indeed, RSA has quietly become to software what
Dolby is to audio: the trusted brand most every ven-
dor wants inside. The expected explosion of elec-
tronic commerce promises to multiply its licensees

James Bidzos of RSA Data Security
wants to go global with a potent
shield against computer break-ins.
Uncle Sam’s most secretive spy
agency wants to stop him. At stake is

the right to privacy and the health of
the U.S. software industry
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Unstoppable Growth, 1995-2000

The WWW explodes; a new company is created

(and one is dissolved); allies help secure a major
policy win.

1995: The Internet becomes the WWW with 100MM browsers in use as Microsoft follows with IE.
Verisign formed to be independent CA; PKP dissolved after lengthy arbitration.
1996: RSA merges with SDI, becomes a public company. SAFE Act attempted ambush.
RSA Day in Washington. B settles some old family business.
NIST point person for crypto standards (Lynn McNulty) and NSA Deputy
Director for InfoSec (Ed Hart) both join RSA/Verisign. As do many others.
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Security Dynamics buys
RSA Data Security

BY LEE GOMES
Mercury News Staff Writer

RSA Data Security, the Redwood City company
whose encryption technology is at the foundation of
most of the security systems being developed for the

Internet, was bought
Monday by Security Dy-
namics Technologies of
Cambridge for about
$250 million in a stock
swap.

Security Dynamics
sells a credit-card sized
device that controls ac-
cess to computer net-
works. The firm is con-
sidered a leader in the
field, with Fortune 500
companies and academ-
ic and research institu-
tions among its major
customers.

Ordinarily, companies
announcing major stock-
based purchases see the
value of their shares
thor _ drop, since those shares
e = suddenly are worth less

- m : 210 than they had been.
1995 SALES: $33.8 milion Even though Security
B 1995 PROFITS: $5.8 mil- Dynamics will issue
lion shares representing a

quarter of its market
value, its stock rose an
astonishing $13.13, to
$62.75, after the buyout was announced.

Analysts said the sharp increase was a reflection of
the market's continuing fascination with everything
about the Internet including network security. In addi-
tion, RSA has developed a brand after years of deftly
attracting publicity about its encryption software.

Indeed, before Monday, RSA, because of its work
with Netscape Communications, Visa ,lnternational

Internet security deal

MERCURY NEWS FILE PHOTOGRAPH BY JASON M GROW

James Bidzos said he plans to remain chief executive
of RSA Data and local operations won't be affected.

and many others, was far better known than was its
acquirer. But as with everything on the Internet, re-
nown does not always flow to the bottom line, and'
analysts said it remains to be seen whether RSA can

generate revenues and profits in kee,ping with its sale

priceiic s

" RSA holds several patents related to software en-
cryption — the art and science of ensuring privacy
.and verification in computer communications — and
had sales last year of $11.6 million.

Security Dynamics’ president Charles Stuckey Jr.
'said his firm will be using RSA’s software not only to
beef up its own offerings but also to develop new kinds
.of encryption-related programs that its 50-person sales
force can sell to customers.

While RSA’s patents expire in four years, RSA chief
executive James Bidzos said the firm's brand name and
reputation would allow it to attract customers even
without formal patent protection for its software.

Bidzos said he will remain head of RSA, and that its
local operation won't be affected by the deal.

e is somewhat mislead-
See APPLE , Back Page

Intel
report
a relief

Earnings prove
skeptics wrong

BY DEAN TAKAHASHI
Mereury News Staff Writer

Intel reported flat first-quarter earn-
ings Monday, acknowledging that the
Christmas slowdown in personal comput-
er sales growth extended into the first
three months of this year.

But the widely anticipated report came
as a relief to many in the chip and com-
puter industries because the results at
the world’s largest chip maker beat Wall

problems-

Street’s downbeat expectations and |

matched Intel’'s own forecast in January
Moreover, Chief Financial Officer Andy
Bryant said the company could generate
second-quarter sales equal to the first
quarter’s.

“Expectations were low for Intel,” said
Jonaﬂ_\qn Joseph, analyst at Montgomery
Securities in San Francisco. “But it's
gle;z .tlna PChrnarket has not collapsed

specially when E ide
numbersx‘ you look at worldwide

'Revenues for the quarter wer 5
plllion, up 31 percent from $3.5€$ li;th(())ﬁ
in the first quarter of 1995. Earnings
were $894 million, up slightly from 3886
million. }Samings per share were flat 1‘1
$1.02. First-quarter revenue was slightly
higher than Intel expected, but it wa
offset by higher-than-expected write

See INTEL , Page 2|
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Director for InfoSec (Ed Hart) both join RSA/Verisign. As do many others.
1997 B meets with Pres. Clinton on crypto export policy.



VIEWPOINT

By D. JAMES BIDZOS

ongress is intent on regu-

Jating encryption technol-

ogy in the name of law
enforcement, no matter what the
cost. But the real debate’s not
about fighting crime. It's about
the ability of American business
to compete in our new networked
world.

The Senate is nearing a vote on a
bill, by Sen. John McCain, R-Ariz.,
and Sen. Bob Kerrey. D-Neb., requir-
ing all encryption products made, sold
or used in the U.S. to provide on-
demand government access to en-
crypted files with a court order.

In the House, the story’s more
complicated.

The Commerce Committee on
Wednesday approved the Security and
Freedom through Encryption Act, &
bill by Rep. Bob Goodlatte, D-Va.
that was written to bar domestic
‘controls on encryption.

A kw weeks ago, SAFE was
amended to resemble the Senate bill.
But the Commerce Committee

“scrapped the change and restored the
bill's original language. The battle now

Nothing Safe About Encryption Bills

the debate in Congress so far has
painted (he Senate bill's opponents as
ignorant of public safety and national
security concerns, Or, Worse, willing to
put commercial interests ahead of
them.

What's missing from the current
encryption debate is a clear under-
standing of the implications of the
Senate bill. and the identification of
safeguards against abuse of a “key
recovery system.

Key recovery means that someone
other than the main user holds a copy
of an encryption key. Everyone agrees
that key recovery is useful, even
necessary. The bottom line is, who
should hold the keys?

Strong encryption is already a fact
of life in the U.S. and around the
world. Advanced, strong, unescrowed
encryption s used in millions of
products, including every Web
browser sold by Netscape Commu-
nications Corp. and Microsoft Corp.

Law enforcement and the national
security establishment view strong

encryption as a threat to their efforts

to safeguard the public from those who
would encrypt incriminating data,

But this is  myopic view. Factis, in
our evolving cyber-society. everything
about us will be stored digitally.

valuable keys. Would people allow
Jocal and federal law enforcement to
have and store a copy of the keys to
their homes and their filing cabinets?

The computer industry fears that a
Jaw requiring products to include U.S.
government access will make them
unable to compete in a market where
roughly 60% of their revenues come
from outside the U.S.

And U.S. firms operating overseas
are very concerned. Foreign govern-
ments with key recovery would have
every reason to use it to steal trade
secrets and pass them on to their own
industries. In France and elsewhere,
government spies  often help state-
owned firms steal trade secrets from
U.S. companies:

The FBI hopes that the U.S. encryp-
tion market can sway the rest of the
world. But if other countries take the
position — as Germany has — that
they will not control the export of
encryption or require key recovery,
how will U.S. industry compete?

Along with Germany, encryption
companics are springing up in South
Africa, Ireland. Belgium, Switzerland
and Singapore to exploit opportunities
created by a restrictive U.S. export
policy.

The administration and Congress
seem ready to accept that American

“While the FBI says such access <to
escrowed keys> will only be granted by
court order, it has not explained how
controls and audits will prevent abuse of
these valuable keys. Would people allow
local and federal law enforcement to have

and store a copy of the keys to their
homes and their filing cabinets?”

Contrary to the position of the FBI —
which says it only wants to maintain
wiretap capabilities as they have
existed since 1968 — the proposal for
recovery is not the digital equiva-

¢l phone

‘moves to the Rules Committee, where
Rep. Gerald Solomon, R-N.Y., vows
to restore the decoding provisions.

. ‘Bl Director Louis Freeh wants
encryption controls passed. He

industry will become a casualty of the
crypto-wars as it struggles to comply
with a law no one fully understands,
and foreign suppliers step in 10 meet
the demand.

We can only hope that Congress will
stop and think on this critical issue
-~ before enshrining key recovery in law.

James Bidzos is president of RSA |
curity Inc. in Redwood City,
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The WWW explodes; a new company is created

(and one is dissolved); allies help secure a major
policy win.

1995: The Internet becomes the WWW with 100MM browsers in use as Microsoft follows with IE.
Verisign formed to be independent CA; PKP dissolved after lengthy arbitration.
1996: RSA merges with SDI, becomes a public company. SAFE Act attempted ambush.
RSA Day in Washington. B settles some old family business.
NIST point person for crypto standards (Lynn McNulty) and NSA Deputy
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Netscape 1994 (followed by Microsoft in
1995)

Commerce Clients Tens of millions, growing to 100’s of millions
Servers Encrypted connections
https://ebay.com
/ X

Netscape
Navigator

- = Verify identity
= Generate certificate
» Return to requestor

= Key generation
» send certificate request

» Install certificate
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Verisign in April 1995 at time of incorporation

*|P: Established, defended, respected —VALUABLE
* Brand: RSA, endorsed, proven over years of scrutiny —VERY VALUABLE
* Product (BSAFE): Mature, proven, distributed — EXTREMELY VALUABLE

* Control of Distributed and Enabled Root keys in BSAFE - PRICELESS



Verisign in April 1995 at time of incorporation

* Technology: Mature, tested and proven, widely standardized:

* PKCS #1

* DOCSYS

* ANSI X9.31 part 4 (draft)

* Privacy-Enhanced Mail

* Australian Standard AS2805.5.3
*1SO/IEC 9796 (almost)

* ANSI X9.31 part 1 (draft)

*1SO/IEC JTC1 SC27/WG2 (work in progress)
* CCITT X.509 (informative)

* Australian Standard AS2805.6.5.3 (draft)
* CFONB ETEBAC-5

*1SO CD 11666 (draft)

* |EEE P1363 (work in progress)



Unstoppable Growth, 1995-2000

The WWW explodes; a new company is created
(and one is dissolved); allies help secure a major

policy

1995:

1996:

1997
1998:

1999:
2000:

win.

The Internet becomes the WWW with 100MM browsers in use as Microsoft follows with IE.
Verisign formed to be independent CA; PKP dissolved after lengthy arbitration.

RSADSI merges with SDI, becomes a public company. SAFE Act ambush.

In Their Face: RSA Day in Washington. 64-24=40 is horrible math. B settles some old
family business. NIST point person crypto standards (Lynn McNulty) and NSA Deputy
Director for InfoSec (Ed Hart) both join RSA/Verisign. As do many others.

B meets with Pres. Clinton on crypto export policy

Big guns join the lobby team. Senate Commerce Cmte hearings — Microsoft,

Netscape, others testify. Nob Hill is the place to be as RSAC grows. Verisign IPO. Aspen.
Internet (and RSA) explosive growth continues, companies pile on for policy change
January — USG announces mass-market software with strong encryption to

be commoditized under export rules. B announces retirement.






DI Y¥in Tor Jilicon Yalliey
— Encryption Exports OKd

White House reversal

with election in mind
By Henry Norr

CHRONICLE STAFF WRITER

Silicon Valley scored another big
win in Washington yesterday when
the Clinton administration, revers-
ing a decades-old policy, said it will
allow U.S. firms to export powerful

computer technology that scram-.

bles data to keep it private.
The White House said it will draft

regulations permitting high-tech

companies to sell even their most
powerful encryption technologies

“in retail form” to any overseas cus-
tomers, including most govern-
ments.

The decision shows politicians’
increasing desire to court Silicon
Valley, even over the objections of
law enforcement and national secu-
rity experts, who have long argued
that strong encryption makes it
harder for them to fight terrorists
and other criminals.

“This is huge,” said Rep. Bob
Goodlatte, R-Va., who along with
Rep. Zoe Lofgren, D-San Jose, has
been championing legislation to
eliminate the encryption export

» ENCRYPT: Page A16 Col. |

—

White House to
draft new, relaxed
export regs

“This is huge,”
said Bob
Goodlatte, R-Va.
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LESSONS LEARNED

*You never know how things can happen!

* Naiveté can be a good thing.

* How to dance with elephants and not get crushed.

e Compartmentalize. Don’t let things you can’t influence consume you.
*It’s never as bad as it seems. Don’t let your imagination run wild.

* Never lose sight of your goal!

e Surround yourself with great people.



EPILOGUE

*R, S, and A receive Turing Award 2002, Diffie and Hellman in 2015
* R still MIT faculty, Institute Professor

S faculty at Weizmann, A faculty at USC

* All continue to teach and make substantial research contributions
* MIT shares in RSADSI Endowed RSA Chair of EECS, and more

* RSA patent (through RSADSI shares) most lucrative for MIT in its history at
the time in 1997, exceeding penicillin and core memory

* B retires from the RSA in 2000, RSA board in 2002, from RSAC in 2004

* RSA sold to EMC 2006, EMC bought by DELL 2016, RSAC bought by PE 2022
* B came back in 2008 to restructure Verisign, still Chairman & CEO today



MIT News

ON CAMPUS AND AROUND THE WORLD

MIT computer science professor named to first RSA

professorship

Robert J. Sales, News Office
July 15, 1997

CAMBRIDGE, MA - Professor Shafrira Goldwasser of the MIT Department of Electrical
Engineering and Computer Science has been named to the first RSA Professorship.

The new chair for faculty in the Department of Electrical Engineering and Computer Science and
the Department of Mathematics was established this year in part by the proceeds from the

licensing agreement between MIT and RS/ curity, Inc. for the company’s public key

encryption technology, one of the most widely-used encryption techniques in use today.

RSA public key technology was conceived and developed at MIT in 1977 by Pr
Rivest, associate director of the MIT Laboratory for Computer Science; Adi Shamir and Leonard

Adleman, who were on the faculty of the MIT Department of Mathematics at the time. The three

men subsequently founded RSA Da
Technologies, Inc. of Redwood City, CA, last year.

ecurity, Inc., which was acquired by Security Dynamics

Dr. Goldwasser is a recognized world leader in complexity theory, number theory and
cryptography. She joined the MIT faculty in 1983 after receiving MS and PhD degrees in
computer science from the University of California, Berkeley, and a bachelor's degree from
Carnegie Melion University. Her major contributions 1o the field of computer science resulted in
her receiving — along with MIT computer science Professor Silvio Micali and others — the first
Godel prize, one of the most prestigious awards in the field of theoretical computer science. In
1996, Dr. Goldwasser also received MIT's Grace Murray Hopper Award which is given to the
"outstanding young computer professional of the year."

“The RSA Professorship represents a productive partnership between the commercial and
academic sectors,” said Professor Paul Penfield, head of the MIT Department of Electrical
Engineering and Computer Science. "We are pleased that Dr. Goldwasser will be the first

beneficiary of this relationship.”
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THANK YOU.



