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Over at Stanford University… Ralph Merkle, Marty Hellman, Whitfield Diffie
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Over at MIT…
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At a Starbucks one 
day…

• Man: “Hey, is that plate 
about math?”

• Me (excited): “Well, yes, it 
is!”

• Man: “Let me guess… you 
got divorced, had to divide 
everything, and that car is 
all you had left?”

• Me (disappointed): “Um, 
no.”

He must have been a divorce 
lawyer.
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Beginnings – 1982-1990

A start and restart. Products and deals.  Obstacles. 
Stability?

1982: R, S, and A incorporate in Belmont MA; Len Adleman is president.
1983: MIT gets a patent; the new company gets an exclusive license.
1984: A few hires, a chip is designed, a funding round, a move west. 
1985: The market is not as ready as thought. Money running out, investors unhappy.
1986: A new person. A new Plan. B formally joins in January. A product launch. 
           A deal just in time. Venture Capital not available. (Didn’t want it anyway.)
           Unexpected competition appears. Investor impatience turns to ire. 



RSA Survive & Bootstrap Plan

                March 1986
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First Shipments 
of MailSafe 

July 1986
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At FCC 1986 with 
MailSafe product

September 1986







Meanwhile, somewhere at NSA HQ…
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NSA Headquarters
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Beginnings – 1982-1990

A start and restart. Products and deals.  Obstacles. 
Stability?

1982: R, S, and A incorporate in Belmont MA; Len Adleman is president.
1983: MIT gets a patent; the new company gets an exclusive license.
1984: A few hires, a chip is designed, a funding round, a move west. 
1985: The market is not as ready as thought. Money running out, investors unhappy.
1986: A new person. A new Plan. B formally joins in January. A product launch. 
           A deal just in time. Venture Capital unavailable. (Didn’t want it anyway.)
           Unexpected competition appears. Investor impatience turns to ire. 
1987: RSA announces BSAFE. Much missionary work. First lawsuit. Steve Dusse hired. 



Frequent Flying Missionary



29

BSAFE Crypto 
Toolkit Available for 
Integration 

July 1987



Standards compliant (Later)
All IP licensing included

• Encryption algorithm suite
• Public Key

• D-H

• RSA

• DSA (Later)

• ECC (Later)

• Symmetric Ciphers (Block + Stream)

• DES

• 3DES

• AES (Later)

• RCn 

• MDn

• PRNG

• Public keys and certs

• Cert processing
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RNG

Big Num 
Package

Root Key

Encryption

ALG Suite

“Cryptographer in a Box”

and much 
more...



31



Beginnings – 1982-1990

A start and restart. Products and deals.  Obstacles. 
Stability?

1982: R, S, and A incorporate in Belmont MA; Len Adleman is president.
1983: MIT gets a patent; the new company gets an exclusive license.
1984: A few hires, a funding round, a move west. 
1985: The market is not as ready as thought. Money running out, investors unhappy.
1986: A new person. A new Plan. B formally joins in January. A product launch. 
           A deal just in time. Venture Capital not available. (Didn’t want it anyway.)
           Unexpected competition appears. Investor impatience turns to ire. 
1987: RSA announces BSAFE. Much missionary work. First lawsuit. Steve Dusse hired. 
1988: MIT doubles down on RSA. DEC becomes a customer. B believes a separate company
           will be needed for certificate services, and it will need to be bigger than RSA.



WHY A SEPARATE COMPANY?

• RSA was 100% focused on being an encryption technology & tools provider; Verisign 
would need to be a services company, entirely different

• It was anticipated that Verisign would go public, raising substantial funds to build secure 
facilities to protect signing keys

• Verisign needed to be transparent, independent, and not controlled by RSA or any single 
entity, in order to maintain public trust
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A start and restart. Products and deals. Obstacles. 
Stability?

1982: R, S, and A incorporate in Belmont MA; Len Adleman is president.
1983: MIT gets a patent; the new company gets an exclusive license.
1984: A few hires, a funding round, a move west. 
1985: The market is not as ready as thought. Money running out, investors unhappy.
1986: A new person. A new Plan. B formally joins in January. A product launch. 
           A deal just in time. Venture Capital not available. (Didn’t want it anyway.)
           Unexpected competition appears. Investor impatience turns to ire. 
1987: RSA announces BSAFE. Much missionary work. First lawsuit. Steve Dusse hired. 
1988: MIT doubles down on RSA. DEC becomes a customer. B believes a separate company
           will be needed for certificate services, and it will be bigger than RSA. Morris worm.
1989: “Internet” ☺ endorses RSA algorithm. Novell signs up with RSA. Burt Kaliski hired.
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IAB/IETF endorses RSA 
algorithm as part of 
PEM (Privacy Enhanced 
Mail) spec.  

January 1989



Beginnings – 1982-1990

A start and restart. Products and deals. Obstacles. 
Stability?

1982: R, S, and A incorporate in Belmont MA; Len Adleman is president.
1983: MIT gets a patent; the new company gets an exclusive license.
1984: A few hires, a funding round, a move west. 
1985: The market is not as ready as thought. Money running out, investors unhappy.
1986: A new person. A new Plan. B formally joins in January. A product launch. 
           A deal just in time. Venture Capital not available. (Didn’t want it anyway.)
           Unexpected competition appears. Investor impatience turns to ire. 
1987: RSA announces BSAFE. Much missionary work. First lawsuit. Steve Dusse hired. 
1988: MIT doubles down on RSA. DEC becomes a customer. B believes a separate company
           will be needed for certificate services, and it will be bigger than RSA. Morris worm.
1989: “Internet” ☺ endorses RSA algorithm. Novell signs up with RSA. Burt Kaliski hired. 
1990: Despite much progress, ominous beginnings for the new decade: An uneasy 
           patent peace and a hearing. 
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“But according to government 
officials, the National Security 
Agency – the government’s 
largest  intelligence agency and 
most skilled code breaker – is 
objecting to the choice of RSA 
Data’s technology.”

“The probable reason, the 
officials say: The RSA system is 
too effective. The snoopers 
blocked by the system could 
include the NSA itself.”
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Big wins, bigger challenges. Cause and effect?

 1991: RSA signs Microsoft (barely), Apple, Sun Microsystems, and more. 
            PKCS Consortium formed. RSA Factoring Challenge. S266. DSA plans   
            announced by NIST, designed by NSA. First RSA Conference. 
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“RSA’s technology will allow 
us to incorporate advanced 
security features in our 
products and create a secure 
computing environment for 
our customers.” –Bill Gates, 
June 1991
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The PKCS (Public Key Cryptography 
Standards) consortium is launched, 
April 1991, with Apple, Novell, 
Lotus, and Microsoft

“Industry support for RSA Data is 
significant because the company’s 
technology is seen as something of 
a hot potato by the National 
Institute of Standards and 
Technology.”
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“We are working with RSA,  
and we support its efforts to 
achieve interoperability, and 
we encourage other vendors 
to adopt and support these 
efforts.” –Bill Gates, June 
1991
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The list of RSA 
customers grows 
and grows…
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This was VERY helpful when 
the 155-decimal digit 9th 
Fermat number, F9 
(2e512+1), was factored in 
July 1993. 

Factor this!



Resistance – 1991-1994

Big wins, bigger challenges. Cause and effect?

 1991: RSA signs Microsoft (barely), Apple, Sun Microsystems, and more. 
            PKCS Consortium formed. RSA  Factoring Challenge. S266. DSA plans   
            announced by NIST, designed by NSA. First RSA Conference.
1992: RSA Laboratories formed. Bernstein and others go to court over export.
           Freedom to use crypto becomes a cause célèbre among civil liberties orgs.
           MLD arranges meeting between Adm. Bobby Inman, and R and B.
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Big wins, bigger challenges. Cause and effect?

 1991: RSA signs Microsoft (barely), Apple, Sun Microsystems, and more. 
            PKCS Consortium formed. RSA  Factoring Challenge. S266. DSA plans   
            announced by NIST, designed by NSA. First RSA Conference.
1992: RSA Laboratories formed. Bernstein and others go to court over export.
           Freedom to use crypto becomes a cause célèbre among civil liberties orgs.
           MLD arranges meeting between Adm. Bobby Inman, and R and B.
1993: USG fails to acquire Schnorr’s DSA patent. During the storm of the century, B 
           succeeds and immediately flies to NIST. Clipper chip appears.

           



The following notice was published in the Federal Register, Vol. 58, No. 108, dated 
June 8, 1993 under Notices ** National Institute of Standards and Technology Notice 
of Proposal for Grant of Exclusive Patent License 

This is to notify the public that the National Institute of Standards and Technology 
(NIST) intends to grant an exclusive world-wide license to Public Key Partners of 
Sunnyvale, California to practice the Invention embodied in U.S. Patent Application 
No. 07/738.431 and entitled "Digital Signature Algorithm." The rights in the invention 
have been assigned to the United States of America. The prospective license is a 
cross-license which would resolve a patent dispute with Public Key Partners and 
includes the right to sublicense. Notice of availability of this invention for licensing was 
waived because it was determined that expeditious granting of such license will best 
serve the interest of the Federal Government and the public. 



The National Institute for Standards and Technology ("NIST") has announced its 
intention to grant Public Key Partners ("PKP") sublicensing rights to NIST's pending 
patent application on the Digital Signature Algorithm ("DSA"). Subject to NIST's grant 
of this license, PKP is pleased to declare its support for the proposed Federal 
Information Processing Standard for Digital Signatures (the "DSS") and the pending 
availability of licenses to practice the DSA. In addition to the DSA, licenses to practice 
digital signatures will be offered by PKP under the following patents: 

Cryptographic Apparatus and Method ("Diffie-Hellman") No. 4,200,770 

Public Key Cryptographic Apparatus and Method ("Hellman-Merkle") No. 4,315,552 

Exponential Cryptographic Apparatus and Method ("Hellman-Pohlig") No. 4,434,414 

Method For Identifying Subscribers And For Generating And Verifying Electronic 
Signatures In A Data Exchange System ("Schnorr") No. 4,995,082
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Resistance – 1991-1994

Big wins, bigger challenges. Cause and effect?

 1991: RSA signs Microsoft (barely), Apple, Sun Microsystems, and more. 
            PKCS Consortium formed. RSA  Factoring Challenge. S266. DSA plans   
            announced by NIST, designed by NSA. First RSA Conference.
1992: RSA Laboratories formed. Bernstein and others go to court over export.
           Freedom to use crypto becomes a cause célèbre among civil liberties orgs.
           MLD arranges meeting between Adm. Bobby Inman, and R and B.
1993: USG fails to acquire Schnorr’s DSA patent. During the storm of the century, B 
           succeeds and immediately flies to NIST. Clipper chip appears.
1994: B butts heads over crypto with Jobs at NeXT.
           Pressure mounts for recognition of RSA as a standard.  NSA continues to
           resist. We sign historic new licensee – No Name? Mosaic? Netscape!
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Unstoppable Growth, 1995-2000

The WWW explodes; a new company is created  
(and one is dissolved); allies help secure a major 
policy win.



Unstoppable Growth, 1995-2000

The WWW explodes; a new company is created  
(and one is dissolved); allies help secure a major 
policy win.

1995: The Internet becomes the WWW with 100MM browsers in use as Microsoft follows with IE. 
           Verisign formed to be independent CA;
           The FBI gets more directly involved in the encryption debate.
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James Bidzos of RSA Data Security 
wants to go global with a potent 
shield against computer break-ins. 
Uncle Sam’s most secretive spy 
agency wants to stop him. At stake is 
the right to privacy and the health of 
the U.S. software industry



Unstoppable Growth, 1995-2000

The WWW explodes; a new company is created  
(and one is dissolved); allies help secure a major 
policy win.

1995: The Internet becomes the WWW with 100MM browsers in use as Microsoft follows with IE. 
           Verisign formed to be independent CA; PKP dissolved after lengthy arbitration.
1996: RSA merges with SDI, becomes a public company. SAFE Act attempted ambush.
           RSA Day in Washington.  B settles some old family business. 
           NIST point person for crypto standards (Lynn McNulty) and NSA Deputy
           Director for InfoSec (Ed Hart) both join RSA/Verisign. As do many others.
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Unstoppable Growth, 1995-2000

The WWW explodes; a new company is created  
(and one is dissolved); allies help secure a major 
policy win.

1995: The Internet becomes the WWW with 100MM browsers in use as Microsoft follows with IE. 
           Verisign formed to be independent CA; PKP dissolved after lengthy arbitration.
1996: RSA merges with SDI, becomes a public company. SAFE Act attempted ambush.
           RSA Day in Washington.  B settles some old family business. 
           NIST point person for crypto standards (Lynn McNulty) and NSA Deputy
           Director for InfoSec (Ed Hart) both join RSA/Verisign. As do many others.
1997  B meets with Pres. Clinton on crypto export policy.



“While the FBI says such access <to 
escrowed keys> will only be granted by 
court order, it has not explained how 
controls and audits will prevent abuse of 
these valuable keys. Would people allow 
local and federal law enforcement to have 
and store a copy of the keys to their 
homes and their filing cabinets?”
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Unstoppable Growth, 1995-2000

The WWW explodes; a new company is created  
(and one is dissolved); allies help secure a major 
policy win.

1995: The Internet becomes the WWW with 100MM browsers in use as Microsoft follows with IE. 
           Verisign formed to be independent CA; PKP dissolved after lengthy arbitration.
1996: RSA merges with SDI, becomes a public company. SAFE Act attempted ambush.
           RSA Day in Washington.  B settles some old family business. 
           NIST point person for crypto standards (Lynn McNulty) and NSA Deputy
           Director for InfoSec (Ed Hart) both join RSA/Verisign. As do many others.
1997  B meets with Pres. Clinton on crypto export policy
1998: Big guns join the lobby team. Senate Commerce Cmte hearings – Microsoft,
           Netscape, others testify. Nob Hill is the place to be as RSAC grows. Verisign IPO. Aspen.
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Netscape 1994 (followed by Microsoft in 
1995)

73

Full 
Crypto 
Suite

Commerce 
Servers

Netscape 
Navigator

Clients Tens of millions, growing to 100’s of millions

Root Key

▪ Key generation
▪ send certificate request

▪ Verify identity
▪ Generate certificate
▪ Return to requestor 

Full 
Crypto 
Suite

▪ Install certificate

Encrypted connections
https://ebay.com



Verisign in April 1995 at time of incorporation

• IP: Established, defended, respected –VALUABLE

• Brand: RSA, endorsed, proven over years of scrutiny –VERY VALUABLE

• Product (BSAFE): Mature, proven, distributed – EXTREMELY VALUABLE

• Control of Distributed and Enabled Root keys in BSAFE - PRICELESS
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Verisign in April 1995 at time of incorporation

• Technology: Mature, tested and proven, widely standardized:

* PKCS #1

* DOCSYS
* ANSI X9.31 part 4 (draft)
* Privacy-Enhanced Mail
* Australian Standard AS2805.5.3
* ISO/IEC 9796 (almost)
* ANSI X9.31 part 1 (draft)
* ISO/IEC JTC1 SC27/WG2 (work in progress)
* CCITT X.509 (informative)
* Australian Standard AS2805.6.5.3 (draft)
* CFONB ETEBAC-5
* ISO CD 11666 (draft)
* IEEE P1363 (work in progress)
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Unstoppable Growth, 1995-2000

The WWW explodes; a new company is created  
(and one is dissolved); allies help secure a major 
policy win.

1995: The Internet becomes the WWW with 100MM browsers in use as Microsoft follows with IE. 
           Verisign formed to be independent CA; PKP dissolved after lengthy arbitration.
1996: RSADSI merges with SDI, becomes a public company. SAFE Act ambush.
           In Their Face: RSA Day in Washington. 64-24=40 is horrible math.  B settles some old
           family business. NIST point person crypto standards (Lynn McNulty) and NSA Deputy
           Director for InfoSec (Ed Hart) both join RSA/Verisign. As do many others.
1997  B meets with Pres. Clinton on crypto export policy
1998: Big guns join the lobby team. Senate Commerce Cmte hearings – Microsoft,
           Netscape, others testify. Nob Hill is the place to be as RSAC grows. Verisign IPO. Aspen.
1999: Internet (and RSA) explosive growth continues, companies pile on for policy change
2000: January – USG announces mass-market software with strong encryption to
           be commoditized under export rules. B announces retirement. 





White House to 
draft new, relaxed  
export regs

“This is huge,” 
said Bob 
Goodlatte, R-Va.
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LESSONS LEARNED
 

• You never know how things can happen!

• Naiveté can be a good thing. 

• How to dance with elephants and not get crushed.

• Compartmentalize. Don’t let things you can’t influence consume you.

• It’s never as bad as it seems. Don’t let your imagination run wild.

• Never lose sight of your goal!

• Surround yourself with great people.
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EPILOGUE
 

• R, S, and A receive Turing Award 2002, Diffie and Hellman in 2015

• R still MIT faculty, Institute Professor 

• S faculty at Weizmann, A faculty at USC

• All continue to teach and make substantial research contributions 

• MIT shares in RSADSI Endowed RSA Chair of EECS, and more

• RSA patent (through RSADSI shares) most lucrative for MIT in its history at 
the time in 1997, exceeding penicillin and core memory

• B retires from the RSA in 2000, RSA board in 2002, from RSAC in 2004

• RSA sold to EMC 2006, EMC bought by DELL 2016, RSAC bought by PE 2022

• B came back in 2008 to restructure Verisign, still Chairman & CEO today
81
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THANK YOU.


