Today: Greups with bilinear maps, and applications

1. Signature scheme [Boneh-Lynwn-Shacham2.001]
2. 3-way key agreement [Joux2000]

3. Tdewtity-based encryption [Bonelh-FanklinZD01]

Pefinition:

A finite eyclic muttiplicative group G is said to have a bilmear map if
there exists a group (@ (often called the target group) and there exists
amap e: (3~ @ — @ such that: Let g be a generator of 3

1. Foreveryabkel|Gl e ga", gbj = ﬂ[g,gjmb

2. e(9.9)#1 (degenerate condition)

Claim:  For every finite cyclic group G with generator g and bilinear map
e@x (@ —2 @', it holds that for every a, ke |G|:

(6" 5) = (g 9) = (9, 9™) = c(0°5™) = clg9)

which groups have bilinear maps??  Elliptic curves



@roups which covsist of all pairs (xy) that satisfy the following equation
over a fivite field F, where ab € F:
y*=x>+ax + b, and a special point o

where this equation has distinct roots.

There is a way of defining multiplication and imverse.

(Oftew the operatiov over elliptic curve is described using Additive votation,

but we will use multiplicative notation.)

These groups are attractive for several reasons:
1. We don't kvnow how to break discrete log in sub-exp time over
these groups.

2. These groups have a bilivear map, sometimes called a (Weil) pairing.



Claim:  Let G be a group with bilivear map ea-G — &'

Then DDH assumption is false v @.

Proof:  @iven g™, 9°, o output 1 if and ouly if

e(9" 9" )=e(2 9).

We believe that CPH is true for these groups.

WMoreover we believe that the followivg assumption is true:

(Decisional) Bilinear Diffie Hellman Assumption:

For random apcd w A,..|Gl3

CLbC- o~

a b C ~ a | C J
9.9 .9 .9 —9%9:9.9.9
Application 1: 3-Way key agreement

This is a geveralization of Diffie-Hellman key agreement



Recall:

The Diffie-Hellman key agreement protocol allows 2 parties +o agree
on a secret key in a secure way agaivst a passive adversary.

We will see how +to extend this to 3 parties using a group (¢ with a
bilivear map.

Let (1 be a group of order 4 with a bilivear map eqxa— @'
Consider 2 parties: Alice, Bob, and Carol.

Alice chooses a random a in 1,43 and sends g™

Bob chooses a random b in {1,..,43 and sevds 9"’

Carol chooses a randown ¢ in {4,...,43 and sends 9°

b
The secret key is 6(@@)& <. e(g gl’ = e(@b ,@‘)a'

Secure under the Bilinear Diffie-Hellman (BDH) assumption

Note: If we use this group for a 2-party DH key exchange protocol
the secret does vot look random, since DDH is false. However,

since we believe CDH is true, we can use H(a™*) as the key,



Open problem: Extend +o more thaw 3 players (called multilivear wmap)

Camn be dove if we allow interaction.
Any function can be computed securely in the interactive setting!

(WMore about this in ¢.275)
Application 22 Short digital signatures

Public parameters: Oyclic group (7 of order d, a geverator o),
and a bilivear wmap e: Ax@— @,

and a hWash fumction H:v\4\—+61 modelled as a RO.

msg) space

Key Gen:  Choose a random x in {1,..43, let sk=x and pk=@x

Sign(sk,m) = H(W\)SK

Ver(pkm,t)=1 if and ovly if e(a, G )= e(pkH(m))
A\ 4

e(@,H(W\))SR



Theorem: This signature schewme is secure

(andinst adaptive chosen messane attacks) assuming CDH

and assuming that H is 4RO,

Proof idea:

First vote that this scheme is secure if the adv is givem vo siguatures,
since o.w., the adv given a randowm r in (7 can compute r™ given ovly pk=g™
then this adv breaks +he CDH assumption.

I+ rewaivs to vote that seeing a signature for a chosen message w is not
helpful since the adv can simulate it on its own: he will generate r, r™

by choosing (9", pk"), and setting H(m) = 4 , and &= pk".

Note that e(9, ) = e(99) = e(pkH(m)).

Note:  This signature is extremely small since it consists of a single
aroup element, which consists of only 256 bits (since we don'+t
have von-trivial attacks on Discrete Log i elliptic curves we can

aroups of simall order, such as order 256)



Application 3: Tdentity Based Evcryption (IBE)
Iw public key cryptography We assume that each user has a pk.
How do T kvow the other user's pk?
we will talk about +his wmore vext lecture...
But this duestion gave rise to the idea of identity based ewcryption,
where the goal is +o use "natural" pk's. For example, +o use our ewmail
address as our pk.
The the question is: How do T geverate a sk corresponding to my
"name" (say, my email address)? This is precisely what TBE does!
IBE assumes a trusted third party (TTP):
TP
1. Choose group (1 of prime order d, a geverator g,
and pairing function e G— @G-
2. Choose 2 hash functions: Hl: names — (3
and H,: &' — msg space, both modelled as ROs.
2. Choose a ravdowm secret s in §1,.,43.
4. Publish G, @', 9, e, H,, H, as public parameters
(which we think of as fixed) , along with the master

public key MPK=y= 95,



Goal:

Allow anyove +o evcrypt a msg to Alice knowing ouly PP and

Alice's "name”. _
Alice

enc((pp, Y), mm/e, m):
Let 9= 6(Hi(Han6), Y).

Choose a random r v {4,...,d43, and output

(9", meH,(g7)).

a la €l Gamal

To decrypt this message Alice needs a secret key, which

she obtains from the TTP.

S
sky=H, (“Alice’)

Dec((ppisky ).(uv)):

Compute: = veH, (e(skyu))



Correctness:

To prove correctness we veed to argue that

t
9 = e(sky m)

e(Hy ("Alice”) )

Security:
To prove security, by relying on the ROW,
we need +o argue that given pp, of, 1, of
o ©.S
it is hard +o compute e(h,9)

follows from +the BDH assumption.



