Last +ime:

Everyption schewmes:
Defived (many-time) security

Saw a construction assuming a PRF:
Enc(Kwm) = (r, meF(kr))
Today:

AES (Advanced Encryption Standard): the PRF we use in practice
Authentication

AES (Advavced Encryption Standard)

AES is a block cipher

A block cipher is a determivistic encryption scheme that encrypts messages
of fixed length (called a block).

Hisotrically, block ciphers were designed +o be used as encryption schewmes.

Today, however, we know that a secure encryption scheme must be randowmized

(and block ciphers are deterministic).
Hewce, today they are most often used as a PRF building block within

cryprographic constructions (avd are the "bread and butter” of cryptography).



NIST (National Institute of Standards and Technoloay):

A body that standardizes our constructions, so that people know

which constructions to usel

The first block cipher that was standardized by NIST was DES
(Data Encryption Standard) in 1477,

Tt has only 56 bit keys, and hewce is vo longer secure in practice.

In 2001, PES was replaced with a vew standard: AES

NIST awounced a block-cipher competition, and the wiwers were
two Belgian cryptographers, Daemen and Rijmen.

AES is a substitution-permutation vetwork,

av idea that dates back +o the seminal work of Shawnon in 44,
I+ proceeds v rounds:  Each round has two steps:

1. Substitution (confusion)

2. Permutation (diffusion)
The AES evcryption algorithm has a 129 bit block.

Namely, AES(K): (043 — 04T .
The key can be either 129 bits, 142 bits, or 256 bits.



Note that since AES is a permutation it can be distinguished from random after

seeing ~ 7 hash values, due to the birthday paradox.

T+ cowsists of 10 rounds for 129 bit key, 12 rounds for 142 bit key.

and 14 rounds for 256 bit keys

These exact numbers were chosew o optimize efficiency and security.

The structure of AES:

The 129 bit plaintext is thought of 16 bytes l:)c. bnz
Each byte is thought of as av element in a fivite b, b
field with 2 elements, dewoted by GFL2 ] bz lD:q
A fivite field is called a Galois Field. b_v, ‘015

A fivite field as operations: addition, mult, inverses.
AES uses operations in this field.

Key expansion: Expands the initial key into round kevs
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Authentication:

[ Alice

Goal:  Bob wants to know that the message ndeed came from Alice

Example:
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Server

How does the server know the ivstruction came from Alice?

Message Anthentication Code:

Assumes the commumicating parties share a random secret key K.

K
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WMsg
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Bob

TIwmpossible unless Alice knows a secret that the adv
doesn't know, and that Bob can somehow verify




It Consists of two fuwction:
A signivg function S(KWM) that produces a "tag" for the message W.

A verification function V(KW tag) and outputs D/A.

T~

Often V checks tag by recomputing S(KM),
in which case we can define a sivgle alg, often
referred to as WAC(K,WM)

Correctvwess:

For every K in the key space, and every M in the message space:
V(KEWM,S(KM))=A,
Security: 77
Attacker Power:

Chosen message attack:
Attacker can obtain valid tags for any messages of his choice: W, M2,...
A common real word attack: The attacker sends Alice emails of his choice.
Alice will store these emails on her disc, but will tag them first.

Then the attacker can steal her disc.



Attacker Goal:
Existential forgery:
An attacker who is given tags H1=S(K,mM1), +2=S(k,M2),..

for messages W, M2,... of his choice,
canot produce a valid tag for any new message M*,

Note: Adv wins even if M* is gibberish. This can still be devastating,

since sometimes parties MAC a secret key, which is gibberish.

Security as a game:
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Adv wins if M is differevt from W, M2,,... and V(K,M* +*)=



Strong securihy: Adv wins if (M*+*) is different from (Wi ti) for every i, and V(K,m*+*)=1

(strong)
Def:  The MAC is secure (existentially secure against adaptive chosen message attacks)

if any efficient adversary wins in this game with vegligible probability

How do we construct a MAC??
May seem impossible!

How can we use a single fixed size secret ¥,
to generate more and wmore uipredictible tags?

WMoreover, the MACs used in practice generate randowm looking tags!
How cav we take a fixed size random secret ¥,

and deterministically generate wmore and more ravndomness??7?

Pseudo Random Functiown!

S(Km)=F(Km)
Question:  Ts every PRF F with domain D a secure WAC for messages from D,

where the tag of M is F(KM)7?



Note: tag canot be +oo simall. I tag is only 4 bits, the WAC canvot be securel

If we think of 27128 as vegligible, thew +ag needs +o be at least 128 bits long.

Theorem: Every PRF with domain D and range R where 1/[R] is "vealiglve”

is a MAC for messages from D,

Corollary:  AES is a secure MAC for messages of lewgth 128 bits.

Question:  How can we MAC messages of arbitrary lengtih?

@oivg from small MAC to big MAC:

Ove approach: Use a collision resistant hash function (CRHF)

His a CRHF if it is hard +o find distict m, m' st H(m)=H(m")

S(KW)=F(KH(M))

where F is a PRF (such as AES) and H is a CRHF
This is securel

Problem: Iw practice F is AES which outputs 123 bits, and we one can find collisions in time 2(Z

This is due to the birthday paradox, which allows finding collisions i +ime sart of the range size.

Two WMAC constructions standardized by NIST:

Ove based on AES (CMAC) and one based on SHAZ (HMAC).

Today!



Next class we will see a different construction of authenticated evcryption AES-GCM

(Gallois Coumter Wode)

AES-based MAL (There is also a hash-based MAC called HMAC)

Try1:
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Tusecurel Mix and match attack

Adversary can use the tag for message (M[0],M[1]) to tag the message (M[1],M[0]).

Try 2
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Twusecure! Exteusion attack
Adversary can use the tag for message (M[0],M(1]1m[2]) and +ag' for message m'(0],

to tag the message (MLD]M[1],M[2]tag xor W'[D]).



Final try:
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The secret key is (KK')

This additional secret key prohivits these "extension attacks”
Similar +o why adding the message length in the construction of a

collision resistant hash function is veeded +o make i+ secure.

Note: Need +o pad the message so that its length will be a multiple of 12.2.

This is a HW problem (in Pset 1).

The standardized version of CBC WMAC is called CMAC



