Today:  Bucryption
Ove-time security
Ove-time pad
Many-time security.
The assumption you should make:

Anvjone cav see the packets vou are sendivg, everything is completely publict

Examples:  HTTP, TCPLP, Emalil,...

TCP dump: Dumps all the traffic sewt on this WIFTL.

Examples where encryptiov is used:  HTTPS, messagivg systems

Evcryption scheme: Sywtax
An encrytpion schewme covsists of a key space K, a message space M,
a ciphertext space C, and two algorithms:

gve: K H — £

Dec: h'C— H

Correctness:  For every min }f, and every kin ff,

Dec(kEnc(k,m))=m



Security: For every m, wm' in 1.,
Euc(kwm) =Enclkm')
where k is uniformly distributed in K

Construction: Ove-Time Pad
Twuvented and patented by Gilbert Vernam 1917.
Analyzed and was proved secure by Shawion in 1445,

but remaivned classified until 1944.
M=K=C= {0}

enc(km)=kewm
Dec(k,c)=kac
Correctness:

Dec(kEnc(km))=Pec(kkem)=ke (kem)=m



Security:  Fix any m v
Tf kis a ravdom in 0,5 +hew

enclkm)=kewm is random in 013"
vcef0A} "
PriEnc(km)=c]=Pr(kewm=c]= Prik=cem]=2"/

Ovie-time pad seems great, offers perfect security!
So, why vot use one-time pad??

Ove-time pad ovly offers one-time securitiy!
Note: Even though our definition of security seems +o be
so strong, it is not strong enongh!

For example: Bvcryption of D reveals the secret key and

then the key can vo longer be used!



This seews like a contrived example, but is wot as contrived
as it seems. Often the begining of the messages is knoww

(say contains only meta-data). But thew another message may
contain secret information in the begivning,

New defivition: 77

For any messages m,, m, .., infl, and messages m, m; ,...m,in H

Buc(km,), Bue(km,) . Bnc(kmy) = Bne(kem, ), Bue(kim, ). Bne(km, )

TImpossiblel
Tntuitively, Bnac(km, ),...Bnc(km,) gives too much nformation about k.

Note: A many-time secure schewme cannot be deterministicl
For any distinet m and w',

(Bve(km),Bnc(k,m)) is distinguishable from (Enec(k,m)Enclkm'))
Covclusion: A many-time secure encryption scheme must be

randomized (or at least stateful)

But the impossibility remains...



Suppose we can generate as much randomness as we want

from k (like generating randomness "out of thin air".)

Then we can use the one-tivme pad, while each time using
newly geverated randomvess from k.

Seems like magjic, right?

This is exactly what we will dol Gewverate randomness
"out-of-thin air’

AsSMing hardness...
Nawmely, we will take a single key k, and use i+ to generate as

many keys as we want: F(kA), Flk2),..Flkt)

such that these keys are indistinguishable from random for a

computationally bounded adversary!




Computationally bounded = polynomial time

Twtuitively, computationally bounded means real world adversaries.
Defivition: Iwdistinguishabilty against Chosen plaintext attacks
(Ind CPA, or CPA for short):
An everyption schewme (Ewe, Dec) is CPA secure if for any
m o, [ aud m)m}.m’in M

(EBuclkm,), Euclkm,)) = (Bvelkm, ), Bnc(km,))
1

computational
indistinguishability

where k is randow in {0,138

Twtuitively, computationally indistinguishable means

indistinguishable in practice!



