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Massachusetts Institute of Technology Recitation 6
6.857: Network and Computer Security March 16, 2018
Professors Ronald L. Rivest and Yael Tauman Kalai Akshay Degwekar

Recitation 6 : Elliptic Curves & Number Theory

We review elliptic curves, finite fields GF(2¥) and the extended Euclid’s algorithm.

1 Elliptic Curves

We begin by defining Elliptic Curves.

Definition 1.1 (Elliptic Curve). An Elliptic Curve over a field F is a curve given by an equation of the

form:

3

Y =x>+ax+b,

where a, b € T such that the discriminant A = 4a3 + 27b2 # 0, that is, the polynomial x® + ax + b has
distinct roots.

4 y?=x>-6x+7

Figure 1: The Elliptic Curve defined by y* = x> — 6x + 7 over R.

We want to define a group structure over the points on the elliptic curve. We do that next.

Definition 1.2. The Group E defined by the elliptic curve (y* = x3 + ax + b) over field F is defined as the
set of points:
E= {(x,y) e F? | y? =x3+ax+b} U {00},

with the identity element oo and the group operation + defined as follows:

Let P(x1, 11) and Q(x2, y2) be points in E. Then,

1. (Identity) P + co =00+ P =P.

2. (Vertical Line) If x1 = x and y; = —y, then P + () = oo,
3. (Vertical Tangent) If y; =0 then P + P = oo,
4

3xf+a )
. (Tangent) P + P = (x, y) where A = 2 x=A"-2x1,and y = —(A(x — x1) + y1).
1
I e
5. (General Case) Let x1 # x3 then P+ Q = (x,y) where A = -ﬁ—-_—ig, x = A2 —x; — xp and

y=—(A(x —x1) + y1).



Observe that the computation as described is independent of which field is used.
Theorem 1.3. (E, +) is a group.

The identity, commutativity, inverse all follow from the definition. We will not prove that the
operation is associative, but it is. We describe the geometric intuition behind these and the corre-
sponding calculations next.

The General Case: P + Q

Tangents: P + P

P+P4 1

P+Q

-4
The line between (x1, y1) and (x2, y2) is given
by
_p-n,

Y= xz_xl(x x1) + 1
where A = (y2 — y1)/(x2 — x1) is the slope and
v = y1 — Axy is the intercept. So, to compute the
point R(x3, y3), we need to compute the inter-
section of the curve E with the line above. That
is,

Ax+v)2=x3+ax+b

Simplifying, we get that,
x3 = A2x2 + x(a - 2Av) + (b +v?)

We know two of the roots: x1, x5. To find the
third, use the fact that the second term is the
sum of roots.” Hence, A% = x1 + x5 + x3. Hence
x3 = A2 = x1 — x2. And y3 = A(x3 — x1) + ¥1.
Then the point P + Q is (x3, —y3).

“This follows from comparing (x—xq)(x—x2)(x—x3) =
x3 — (x1 + xo + x3)x% + ... with the equation above.

] e S

-4

The tangent at y = f(x) has slope f’(x) (the
derivative). In this case, ¥ = Vx3+ax +b.
Hence,

A= fix) = (3x*+a)  3x%+a
- Vd+ax+b 2y

So, the line through (x1, 11) is,
y=Alx-x)+my

Here also, we need to find the intersection of
the curve with the line, knowing that x; is a
repeated root. So, we get x3 = A2 — 2x; and
y3 = (A(x3 — x1) + y1). Then the point P + P is
(x3,-y3).



Liq,.2

) "

Gap_group
*DDH is easy  (*Decision :ﬂce.\\e\ﬁji")
" [Recdl:s given @,3",3‘3 3‘)?':;“’- _
decide F ab=c (md Ml;rcg»
] -
but o CDH is hard ) (" Compibitmnel Difkse Hellnan")

|
CRe_u%‘: g\'\lcn 933“}3"3,4‘9

COMputt. 3°b
(Nok thdt CDM easy = JDDH eosy)

This 4;{;&&«5 in dr “:\'Zu\’w between DDH (‘\3“37“)
awd CDH (“haﬂ'"S fbrm_q \\3qﬁ"-

5 DNL N wkfc\/\ i

— How can one construct a \\Sae 3nu‘>"?
— whdt 900«3. wild thet be ¢



“ét\aab\'/
qrop”

See Fiy.
(ness po1e)

a(y, 3) =\

L19.3

: S“PPOM- : G| IS qrup ot prime orJCr‘% Iw:\'\\ J‘"‘““’rﬁ

= G, i gowp ot prime order ¥ wirh genendsr 1
[wa. use multgedive nowition for both 3"’% |
J'?m\ there exists a ( bili’g_e]aé map
e’ Gl X G ) — Ga
Such thet
a b GB
u\/u,\b 3(3 )9 ) =h J

Bilincr mMaps also cp.nec‘ “(‘Pa.'rfng 'deh'ans".

They have on enormous number oF a ?_I(uh*ons.*

We are, o course b nierested in gfﬁ c‘,en’r‘j ¢ gg: ueble
lineer maps, HEEEEREEN

*3005\@:—_“'_‘\\2 ainng




b:‘iner.f
map

“chddow
g Ga

|(’|\ 3 I 61\ : B (f’ﬁ"""-3

o 3enc}m’ﬂ3 G,
h gereats Ge

COM ad i 6, & in Gi
DDH ey in G1 (usng @)

Ngﬁ‘. | If A|.SCN\'¢| \°b Was eusy in G_a
Tk“ K3 Wolu\i hc Qﬂ}y n ,6. .

'D;\-t‘,¢5 (3‘) = DL(’: );6 (h‘) za



L19.4
Theore 2
Tf there is a bilinesr mep
el G xG, — G,

between tweo aroups & prime af‘&r% ,
then DDM i easy in 6,

Proofs

PEISRE———-.

Given (g9 9*,4°, q°)  (elemerts £ 6,)
\’\f\e.n

C=ab (moéb\ ) Eigq, 3\°) = t(?), 312

umw

ab c
W = b
ab=c (med )

So; dcap‘t (g)ﬂqjﬁ\ojsc) _._{_-E &(3“, 5\’)=€(3)3c)

Even ‘\‘\wou:\\ DOH iy easy in Cv. ) CDH ey k) be
\\ard,‘ we May heve a “549 5"049",



L\9.5

How fo_construct ap qroups (with bilinesr m[ﬂ:

® This iy not simple! We give just « skeith,
¢ G, will be “supersinguler"ellipt curve
e.q. ellighc curve defined by points on
y2= xPranth  (med p)
where p=2 (med 3) , p25
a=0
b €257 (can droore b=t
o Gy is Finite ficld T r some small k
(con wse subqroups oF G, & Gy by choosing
denealon of order 2 2*° Say.., )

* € (‘o:\\'necr m-P\ 'S im‘;\em-en’ral as q
“We(\ Pairh\s" o o' Tale Pm\‘ina”,



LI ¢
ip?\\h\'fm 1 Dla\'l'q\ ssqm\'ums
(Bone\n Lynn, Skaclwm (o0 I)S
Siam’mres ave sz-t (c.3. 6o \o.'t-s).’
PLL\)\.\?.'. 30\495 G, ) 63~T°+=P"""e order %..
P“i";'\g: functon €2 6, %6, — G,
P = 3cnem§w of G,
. H= hahdn (C.R.\ from messuges to G,
Note use o
mulh‘u\':\\"’- M}_‘: 3 w\ere O<x<
n*‘- N \'\‘-" %
Puble ey ¢ y = 3" (in 6,)
To_sign messige M ¢
X Let M'—'H(M» (in G.)
oles |
jgnorure ma i e T 4 ¥) = - X N
Ty T s s (in &)
Tusk one To ver H (Yl M 6.')
elemed & 6
T 4 ok Check C(Cs ,6’) = € ()’,m\ where m= H(M\
To NQ"‘" f o« /
C\\\?\\‘ C:\\‘.\ ,ozlt mo& | e (3) m) n LO“\ Cases
%Nf. ;‘v) w\\'t,»\.l
‘z‘:mﬁh&l,k*::‘ o T“\eofem BLS 5|,m'hﬂ sdneme sccuve djﬁmd’
\ * qd
O:K\"'t‘ 24 enisvents urgfg“‘[ under f)lmer\:mcss««)t dhk tn ROM

4ssth, COH & hard ia G, |



L19,7

Applieaton ¢ Three-way ey agrrement (’wa) 3cn¢ra\n.-tv_\3 'DH\

‘Recd) DH: A8 3°’
B—BAS 3b

ab

key = 3;

Toun: Suppese G, has genenor |
5""?;3" e: 6,KBy is a E\’\\'ne-r map.

A->B,C: 3“
Bo4Ac: 3‘°
c 4,8 : 3c

ab
A compules e(gb)a‘)q= e(alaS <

B compubes e (g°,9°)° = & (5,9)" <] = |
C computes 8(3‘3 3‘°>°= e (313)4"

abc

ke~/ = e.(ﬂ)s\)

@i\mu«-& . Secure assuming “@DH "-‘—: |
0“‘"‘"«‘ . .
prvie 3 9,9',97 9% €

herd 0 compute e(a)gybc

Four-woy key agrvement 5 cpen problem !
(@:_'t?liqw Maf)$ m



: 19,9
Ajg\\‘cqhm EY _:Ea_\_cn*i’r\’ - Bé sca_enc r! a‘hs N (I 6 E-} [‘Bom\\ ) Fran ‘l\'n; ’m]
TTP (heusked thind packy) goblithes

G, G, e (U\iv)&rm‘b ,9 (njenen*r £6,), y
v}/\\cn Y =35 & s is TIPS mester secnt,

Let H, be rundom oracle mapping names (¢,3_,_“_ql,'ce9mitedu")
o elemeny ot G
Let K, be mandom ofacle mapping G3 to fo,3" (PRG).
Warlr fo enable anyone e encrypt- megage for Alze

Wnowing onL TTP puble parametws ML«tg_'g_nig&

Enay?t(yl name, M)
ez (e prime 3 =16,]4]6,))
9= ¢ (QA ,y) where (R = R, (name)

puTput (ar} MC“")H;\(%,;» |
|

§ OUNSSY- S S—



L9, 9

Decrypt cighertat c= (w,v):
¢ Alres dotuins d, = &, frorn TTP (onee i enoush)
where R = H (name).
Tha & Alee's deeryplon kay .
Note ther TTP o) knows it/
Noke. thet mecage mey be enerypled before Ale 4efs 4, .
o Compute VO H; (e(a\mu)\
= vE H(e (Q,:, 3« )
= v® Hy(el@y,q)™)
=v@® H (Q(Qnigs)r)
=V OH (ﬂ'(Q,\,y)r)
=vVe® Ha(a{)
= M

SeCur\'!ﬂl: S emanticly secuve in RoM AsSuming BOM,



)
V)
By At
PCiLA

‘TD-Basco\ 6ijhiuf (Vess 2003 )5 Dt Surven § $20)

|
master secvel =

magrer ru\oiﬂ- = '\T,ub ‘SF l 6? genehs 6,3
|
u‘ : EOI‘?**" 61

|
H: So,it¥y Gy "’F;
Extadt  user give TD. Rubld 7d = W (xD) =C§=\>
Secnt key = §.Q1D =S¢D
Sign (5.5, m): P g G*
k eq Zz;
r= e.(('F,, P’>:
V:Hfm)f‘ I::l'hp'hw'e
4= YO+ { St
Verity: ( Cro, ™, (“JT’»: | |
' = e(J,P)'E(Q o‘)“-PpuL)v
akcc"pi‘ﬁrf' V= HI(”’J")

|
Seturt ajaint xRyt fomen in RIF Lnden adaphie
C\w's'lf\» !y‘:n‘:*‘*t‘nssLmz)jg.‘\\‘ Q_ n\’u‘: M

o (BQ,sP) &r BRECG
outpl¥ s (Y [






