Today» Digitad Sigyedwe Schomes  (Cont), 2]

— Hosh & Sign
2 6\—Gamm9
- poSs (o

s‘\?)nod-ww schemd
Yo %tcbno&wr{ %‘\w\dc&rd,y

Qecoﬂ_ﬁ‘- A cL‘\oOHo\ﬂ signedure scheme o, M9y SEeLe M

conSisks oe Y OJ@S'- (Km,Ge;«) Si@n, Veci$y )

- oy Gem (A7) gemenctos (PK.SK)

0 S’\?;Y\(SL)P’D %@m_o\kxu:. oo Sigynadure c
o \/eﬁ‘g-bl L@K)mlg‘); O/A. ("O._Cﬁ) o "\re&‘\

M Sec (PL,Sk) &
o (s ™) = Li=4

Cocrecnanh 1 ¥™M& Kasy Ger (47

D[ VerSy (P2, ™)

st OU;L&@H\/Q chosen MS% o:,\%GxX-S3=

Se curity (ogyamn
¢ PPT MV, e Pr. and seacle Yo Sigyn (5K, N, se<
ts oracl
(O%, S¥) e—MGemLf\ . deno¥tngy O ™My-- My S . e
ueces | twa @“0\5 M JL m/,j—@,uJCD (m’,G’) st.
o aimd & \feriSy cov, v, STh = -

W‘- RLSA digyital 31O schowmae -
He \wwor blwe @‘r-i'v\'\' .

Follows Diskie-

€
gr\)e' ZW\—%Z]M :('\——)I— moc\\n
-\ cL
Siop (5K, ™) = 57 G = M med
(nN)d) e-d= madew,



L2,
= de
(omectnans - ¥me £y, -QY\‘!):M _ L ,

W . Given S\%n (se, ™M) = ™M med n

ong coN eq,silv %\%ﬁ TY\IWJ‘-LY) - @f\d)L rmodn.
To Mmakae RSA secuve WAL hagh& sigyn -

sk & STRN

Qodan Provn SN T sign o,

* W ;. Hoshwey is extremaly _QH
comm @ou\"e,d, Yo S‘@niv\_é_

« Aloud Slexbility® SENNY any msy M o¥
w  Inlereshing Usefuld for secuni¥ .

(:ﬁ\j‘ffl‘/‘_ 1§ (RayGen Sigyn Vert

p=9hy = collision resistent hagh Samily

Hron the hash. & Sign version of (MG&«,Sr@q,Vm%,)

\S

S"D s secure &

c\so Secure.



L1

T Moreoveq’: ¢ HahBSIRY posadiyt envances

secuti™  Ho pSA

0. 2 Sien with RSA

Hosh & Sigp 0T “20

d
S‘\S\n( (n,d, W) m) = lq(m) wod- N

Verity ( (neh), ™o a) =4 ».j./
G’es W) wmod p

oy Lcuxe i's

T< +his secuse 2 Depends on h. [m, hoit 28 o)
TH is  Secure. ™ He Randow Orocle Modaol
(it his RO) Uﬁ“‘”"— Roopunosy 93]

g\ o Ful Domoun Hash  (FDH)

dist ke (mg, ‘V:) whrine

inm“'l\c”) P:dFS (YY)L,C;j oure-
- —

h M) =% modn .

\/\/\/__/\MW

; " RQOM = Con ba
Doesnt e @Y W@“&Q o 22— simvulote &

T A %Wahw (", ™) =D AdV breaks RSA C“" QOH)



Li2.4

Secuv€~l:~1 veduction is not bi%/l«i

Loo&ﬁﬂ Speahmgl i$ RSA funchion is (fﬁ 8‘)"88(;&:&

(e vadv mnnr_ua in tive t can  invent o.p. & 6‘)

then FOH schamae is (t{,gsm)zm)” L)' Secuxe

(i.e,. , Yadv cunning in twme ¢, mi\«-wa s Fsxe .si@m}u& co.lls)
& < Qrasl hash mJlg, can forge. o n) Siyature w.p. € &

whese : )
f = f "‘POI\-, (?SIG -’z“""‘- ,))

5 = [Zsre+ st\.) ‘&

Probabiliskic Signadure Scheme (PSS) (ava. £SA-PSS)
[_ Bellare - QO%ou-uou-, ﬂG]

RSA -based signodure schome sSecure in Hhe vOA

wia  Lighiec secu.m'i-7 Proof.

", © — "% e '5CL mod. 1
J
e.ncoclcntb
UsSms eoH



£1-Gomd_Soyetures [ ma

M°+e"' Tha pmiad;%m EncC Dec_Cm)) doesn'+ wock Ho
el-Gamal , smaa El-Gamal is net o tropdoce permautadran

G 15 vondomized) .

Scheme * @@ :  erime @
%@ngxe.md-er 0-6 prve  ordec Subgroug %

(ordan g/P-z)_
_R%C»en " e g SKk=c
y 3 e PR
Siom (e, sk, M)
- Choosa he Zi
J
s him) +r x' hin) u*
Veriﬁ}f (ee,pk, M, (c, 9)) s SRURE

- Chack et O<T< @

© Checle Mok 3%- %m% =



o chbas LIZG

> ¢ + him)
r'/s Ov))/s _S_-.ts_—- K.
d =0 = D - Lirede

Tdec: (Generodvy o signedwue reguire . knowledgo of) K
/ and asigren thek Wowds M must know Sk=x.

Secusi by

,_ Ocigyrdl proposal
- Insecuve with = idenkiy  (execersa),

T Not known to be secure n ROH

- Secuse in ROH i§ h(m) is replaced with  himir)
[ foinicheval — Stecn 9G] ¢ [ Iehsken: IF himir) then adv.

needs 1o choolo T ond suce Lor

many values of Wmile),
= knowledgs of K. =5 knowledge ¢fse

Thm MediSied 8\-GM s existentially unSerpeakle
a%qws-\- cdaphve. chosei mMsey alfacles , inl ROM,
assumivg,  DLP is hasd  (on own).

a Quely used M practico, The ooy veank is Used instead.

Digytal Sgyature Standard
(DSS-NISTA)) (&a.u.a, Digyta %:gga:ue AB)

Public. Pocsmetess ' @ prime g/()’#
1€ | =1cau Lits ,‘ )Zl =160 bits
% Aenecoder 06 S\Lb&roup 0{ Z;
ordon .

]



L1123
&5: Gem : xe—ZxZ SL=x \x] = 16O bLiks
‘6: %’x eI tb 1% 1 = lozU bits

r—:@" Moc\e) MOJZ \vl =160 bits

- h
S CMH; rvwclz 1S) = leo bits

Redo i§ r=o0 o =0

OU..W (.(-) S) .

Ver\'w_? u( v, Cc ) 553‘:

* Checke O< =,s<9
_ r'/s h(m)/s
Chac)e ]6 * N (mod o) @oclg) =1

Covectnons br’ : BMMVS . %@;ﬂg@ - %"‘ -

~  (med p) (mod 83 _

Sac,w.'i-gL: As haoScwe on\rq);lj gsecwe if
hom)  is  replaced ot hmliv) |




