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Algorithm CBCy (M) Algorithm CTRY (M)
10 LetAMfy---AMp — M where |[M|=n | 20 me— [{AM]/n]

11 Co 0" 21 S Ex(N) || Ek(N+1) || -+ || Ex(N+m=-1)
12 fori — 1tomdo 22 C«~ M @ S [first M| bits]
13 Ci — Ex(M®C,_1) 23 return C

14 return C,,

Algorithm pad (M; B, P) Algorithm OMACy (Af)
30 if (M| € {n,2n,3n,...} 40 L« Eg(0"); B« %L; P 4L
31 thenreturn M/ & B, 41 return CBCg (pad (Af; B. P))

32 elsereturn (Af || 107—1-(MImedn)y o, p
Algorithm OMAC/, (Af)

50 return OMACk([t],, || M)

Figure 1: Basic building blocks. The block cipher E: Key x {0, 1}" — {0,1}" is fixed and K € Key. For CBC,
M € ({0,1}")*. For CTR, Af € {0,1}" and N € {0,1}". For pad, M € {0,1}" and B, P € {0,1}" and the
operation & xors the shorter string into the end of longer one. For OMAC, Af € {0,1}" and t € [0..2" — 1] and
the multiplication of a number by a string L is done in GF(2m).

We have made a small modification to the OMAC algorithm as it was originally presented, changing one
of its two constants. Specifically, the constant 4 at line 40 was the constant 1 /2 (the multiplicative inverse
of 2) in the original definition of OMAC [14]. The OMAC authors indicate that they will promulgate this
modification [15], which slightly simplifies implementations.

3 The EAX Algorithm

ALGORITHM. Fix a block cipher E': Key x {0,1}" — {0,1}" and a tag length 7 ¢ [0..n]. These parameters
should be fixed at the beginning of a particular session that will use EAX mode. Typically, the parameters
would be agreed to in an authenticated manner between the sender and the receiver, or they would be fixed for
all time for some particular application. Given these parameters, EAX provides a nonce-based AEAD scheme
EAXIE, 7] whose encryption algorithm has signature Key x Nonce x Header x Plaintext — Ciphertext and
whose decryption algorithm has signature Key x Nonce x Header x Ciphertext — Plaintext U {INVALID}
where Nonce, Header, Plaintext, and Ciphertext are all {0, 1}*. The EAX algorithm is specified in Figure 2

and a picture illustrating EAX encryption is given in Figure 3. We now discuss various features of our algorithm
and choices underlying the design.

NO ENCODINGS. We have avoided any nontrivial encoding of multiple strings into a single one.! Some other
approaches that we considered required a PRF to be applied to what was logically a tuple, like (N, H .C).
Doing this raises encoding issues we did not want to deal with because, ultimately, there would seem to be no
simple, efficient, compelling, on-line way to encode multiple strings into a single one. Alternatively, one could
avoid encodings and consider a new kind of primitive, a multi-argument PRF. But this would be a non-standard

tool and we didn’t want to use any non-standard tools. All in all, it seemed best to find a way to sidestep the
need to do encodings.

! One could view the prefixing of [t]n 1o M in the definition of OMAC (A1) as an encoding, but [t], is a constant, fixed-length

string, and the aim here is just to “tweak” the PRF. This is very different from needing to encode arbitrary-Jength strings into a single
string.



Algorithm EAX.Encrypt) (M) | Algorithm EAX.Decrypt}# (CT)

10 N — OMACY(N) 20 if |CT| < 7 then return INVALID
11 H — OMACK(H) 21 LetC || T «— CT where [T| =7
12 C — CTRY (M) 22 N « OMACE(N)

13 € «— OMACE(C) 23 H — OMACK(H)

14 Tag —N@&CaXH 24 @ — OMACZ(C)

15 T « Tag [first T bits] 25 Tag' —« N&C3H

16 return CT —C || T 26 T’ « Tag' [first 7 bits]

27 if T # T’ then return INVALID
28 M «— CTRE(C)
29 return A

Figure 2: Encryption and decryption under EAX mode. The plaintext is A/, the ciphertext is CT', the key is K,
the nonce is N, and the header is H. The mode depends on a block cipher E (that CTR and OMAC implicitly
use) and a tag length 7.
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Figure 3: Encryption under EAX. The message is M, the key is K, and the header is H. The ciphertext is
cr=c|T.

WHY NOT GENERIC COMPOSITION? Why have we specified a block-cipher based (BC-based) AEAD scheme
instead of following the generic-composition approach of combining a (privacy-only) encryption method and



