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: EeAt&n Commitmedt S heme

Recall s Commft(x\ — "cDmmi'\-mt_n'\' o x )
| Revea\ (C) = "op£n5 cpvhvm"\:m_m\" cdvedls x 7

‘Pmper'\'ﬁ‘&'. ) L\-\g C,mm\btx) NW‘-\S nh’f\‘\ﬂj q\ao\;\‘ b4

B*\M\ms Can on}, open n one i (:em'*‘ f-‘wv’e- x)

Nonmalledity (2) 2 Can'h produte. commitmen-to
e, X4) fom commibmed- fo X .

z:}\“?e. se.'\‘u b F,% \q\-jt_ Primcs_ S,‘f.‘. % \ P-.I (ng. P "sate ?rfM’)
osen © ' x*
:_\:L_Z\K‘.Y % %C—ﬂ c(h\'ﬂf‘ a{" of _Ef‘—% su\DaﬂuP 0{- ZP

(3.6. i"" P 60{'9- 1)\“'\ <3>:@P = Sﬁqrms med F)
W= 34 a secrel h 3&1\«-\% (3» as well

Commit(x) % X € —z‘zr (ik. Oéxcz)

Smc\eﬁ chooses Fandom ¥ € %ﬁ'

Commﬂ?(x) =€ F 3)( \"\r_ mod P

Reveq\'. ‘SQnAer (‘c.veq\s_. ¥ qnd v |

QeCeive_:r ver e thet C-ﬁcbx\f\r (mod p)
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Pedersen commitment (cont.) |
H\‘a\in; “1 G_ivv\ Els 3x T
[ ok A T —
Per{:cc’rly H\C\tﬂj Can in .rr;nc:e\-l- be opted 1o any x'iz;bi(-\,f sowg:fl

(Mv«saﬂ-, cenld L] S ]
have &7 cm..p)p,\m\_ I O - h = 9 I
pom‘t‘.-.ﬁ - | | ax:ﬂq.r = 33\"3:"" G‘M\ P)

X+at — yhar'

X+tar = x'+ar’ | (mod ‘B\

) |
C'= (-x)fa w1
It‘?) 1> _jprime jso a” end
‘ r'#c since ;_(:#x’ |

l‘Co mpu\.b\\m\\., B'mdig‘. TF Sender can veved “wo weay
Bindiny S
(Sender can't L & _6#\n =3 4

CompTe a) | | X+ar =x'+ar’

a= (x-x")/(r'-r) |
‘ N ("Th‘. & 13 Pr.‘n-e. |
. - duek by b, ol @
Nw-m«“£ou_.gj_. NoPe_ '
T = Commitl)= "
'\'Lg.n C:)’ Co_m"'tH: (ﬁ\ - %f (3)( l_‘r) - 5}(*\'4(‘
(Sﬂﬁﬁ Gp@\"u*ﬁ“s At:)'hl“‘; lqc_cd. nbn“ mq‘\\ccbn\’v)
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Ribl -key enernyption:

Let A s "gemrf\s, Parqmg’fcr-"' (f.e.' “k;y 5|‘ae"
Thep | 372 4003 | | L 15| & o row] Londthled
s W J

| Need theee algorithms:
(D Keyqen (1) — (PK,sK)

@ B(PK,m)—> ¢
Bncrgption tkes m e message spre M

to ¢ £ ciphdet space C
(wirh given puble key Pic)

Encryphbn mey be Qundsmized,

@ 'D( SK, ) —>m

Decryption i determinihe

st (Correctnegs conditron)

 (W(er k(W) D(sK E(PK ) = m
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._E:I--_quq' PK encery gl (‘.T’a\\er El Gams), 198Y)
Let G '-'-(3) be a cyelz gmup with generhe g,
( Key 3« may output elaseriphun of 9 & &, given 2.)
Pk x ot random -From Lo..lel-1]
Let SK=x,
Let PK = 3‘“
Output (PR, SKY (& destiiphon oF 6, i rreedad)
Encryption s
ot | Picke k at random From [0, 1¢]-1]

Assume messege m represented o5 element of G,
Let y:gx be PK .f reci‘pf‘ent
Output c = (3“) m-yk) as c?PBfr'lfx't'
Decnfp'hbn' |
Let’ c= (q, LB be recelved c:p\rm-kxt'
Let m=1b /a*. Du*pu* m,
E:Dmd“ncss -Fo“ows sinte ot = 9 g ]
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' E\ 6‘?"*‘ Q“”"‘fﬁ“@“:“\"u '\" DH k&y be\'\anqe‘:_

Ale I EIw - Bob
| Y-3 (VM_PKI') >
< a = i‘
DH key = (o) | DH key
B 3‘“ | :__(gx)k___akx
< b= me (DHkey)

Enr.ryp'r Ly m-.li-?P)y.‘n, \y DH kcy
Decrvp* by c!\'v;‘J-‘ng by DH key,
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How 4o define security for PK encryption ¢
We'll see two definitions: |
© "semantic securiby " (Goldwasser &M reol: )
@ ‘\aA.P{iwé g\mosen-cfp\er}qt atfeck " (ACCA) secure.
(# % TVD-CCA we saw for symmetric encryphon)

“Gsme i definition of Semanhic securiby ¢
B\\_dsg I (nF{nJu):
* Examiner jemrd*ft.ﬁ (PK,SK) usfng ktyjﬁﬂ(lA)

* Examiner sends PK o Adversary
. A;\vg¢snrycompu\es for PJ,M{J(.'.\ ) time, then
_outpdrs two messages M, m, of same length,
and “shite tnformion” s, Em,#m, required |
Phase I (“Guess”):
* Examiner piths bg‘—-fo,_n},_ ComlPu"'cs ¢z E(PK, ?\A)

. Ean‘a?nfr $ends

C'.{S to Ao\\/t(_jqf_y_
+ Adversary comoues for palynomid (in XY Hime,
f]fwh outputs /l; (k;‘s i“,tgrcss.‘" {:\r‘o)

Adverseey “wins" qame € G =b,
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i'Dgf:: A PK ehclypﬁpn scheme s 'semriﬁéﬂy'suum
s Pm‘o[AJv w“(n;] 4 -%- ¥ "ed\fa“’\‘
Fadts Tn order for a PK encryption scheme +o

be. ﬂman”(fice.“y seeure, 't m»u" necessqr_{ly

'be. f‘ar\o\owkd,% (an)om‘i iul _encfyp*‘fm 0
Q;;\c% —>  neceswny but vot subficient Lor semaniic stc-ur'dy,)
S

ent-

T, E) Gam) PK enc-yp‘h'on s-ermnhully secue

g) Mo_ne qu‘gc\\,g W can't be é'\'?.\*c.\esg & J.kainrshl )
I’r ey be "ZMAoWﬁEA) o S’\erf-‘k\) or bo.\_\'\ ..
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DDH (Dec.\s\w\ D.F'F;e-ﬂe"mqn ASSump’hth

Given a goup G with generbrq s
T is hurd /infeasile o decidle whegher
a given 'lﬁ:r':,p\e o{‘ elements wq_{genequd
- ,
(97, cf‘ J 3_C ) [a,5, ¢ random ]
or e

( 3q ) 3\;‘} 9::.}.\-) [Q,L {‘qmlom]

T\"é\' ;.SJ |f— DDH »\Q\AS in Q jmupj yoM C.ql'\"f'

e\)P“ __CQQ___ 'H‘\C DH k-cy 6 W.\ o
given 1o you! (You can't cdbingush it from «
ﬁno\om ¢|emen't‘)

Theorem: DDH = CDH

Poks T€ CDH , hen 7DDH  (contmapositie),

T you can compute {'b fom o and 4° (e ‘ICDH)
'H'wh YOUI Cen JLC!JQ rF 91\&'\ 'Hhrdl elemcrﬂ' Ny j
( X2 "DDH) % |
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T\'\Bom (TSiowniS &Y“"j)“'
El Gamd 5 -Se,mhhél\y seewe in &
=
DPH holds in &

¢ Semantic S_CCuri'rY.may not be enouh for some afp'ﬂ:h’ans;
o €\ Gamal is alleable ¢

é(;mn E(m) = -(gk'_, m;yk)

i i3 easy to poduce E(am)= (4 (2.m)y")

without lenowing m [ '
o More aencq“y) El 64m«\ s l*_\grnomr_pkfc :

Given ¢, € E'(m\ '(3‘") m,-yr)
~Lgiven ¢, EE(MQ Lﬂ_} My ey f)
tan pmélu‘re CeCy (‘:) %, (m, f”ﬁ i

| n € E(m ma)

@ Peruri' o" t\p\er\ed? yie\ds an encrygtmn of
Pma\uc“' of p\mn*e:(h | |

) SPec\-\ caye 4 mu\\'p\yln) by E( 1) (3 y
rc-rqnc\om\ L5 c.vxcr\/p'\' ",

04S )
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L4 W\\a’(' i shhjtr nah‘on af‘ 5cmri}~y "Fbr PK encwph‘m?
(evg one thet excludes mellechility,, )

o IND=CCAQ secure " (ACLA serure = seture

nder adaphie chasen ctphred alnek)

2 IN%D-CCA secure dofn we saw for Symmelvr enc,

' Similar tv semenhiz Secwrihy, Mn,, eAcepr thet

Ady allowed aceas to deeryphon acacle, o,
( He has PK so acees o encryghon oncle dready shene,)
(Rs beCom, May not uJe.oracfc to deerypt

| c.lne'.“mje ci‘p\wrkx't’ c\wu“nj “Twss" p\we.)

°
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IND—CCRQ ( ﬂCCAE Securily 1qme‘
Phae T (*Find")s
° Examiner senerﬂes (Px, SK) usng )(eyjcn (1 3
. Egmmer sends PK fo Adversary
o Adversary compees Jor polymamial (10 3) +ime,
new = having aceess v a decrgption omcle D(SKJL)
fken outpuly two mesgeges m: ,m, of same lengH,
and ¢ 4 she informetion’’ s, [ my#m, nngcJ]
Phase IT ("Guess)?
o qummer_pu_clcs b 6—?0.‘3, Computes §= E(PK, mﬂ

.'aqmimr sends ¢, 5 Jo Adversary
P Aglvwsary mmpuks far polynom‘o} in )D fime,,
o ? | hevmq actess b a dccryp’n'un oracle D(SK )

 except on input ¢y | |

 then outputs B (haGues” for b),

Adversery wins i 6=b,

Deft PK enceyphin methed is TND-CCAR secure
 (Acch-see)
T[] ¢ eyl
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How to mdte Bl Gawel TND-CCAR secure?

® Cramer— S‘nbu‘o methed 1§ such an extension oF Bl Gamdl.
o Let 63 be greup ot prime orulzr cb
(C5 G = Qf J \.}\em P 25-}-' P33 Prnme)
o Keijcn'
9| 45| 6

'3
2R
"u"a;)’u)’axi Sl

¥

B

H = hosh $n Mepping G‘b o ?:,Z
| SK: (.X., XL).YI )y;)})
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0 Enc (m\ Ew\\ere. m & G%-L:

] e
.51:=-3.\ N R £

h".mJ | | 861
o = ;H(u.,u;,,e) |

:V _;jcr-drot

a:P\'iCP"CK.t - (Ua)u;) ej\/) E G |
. Decryp‘t (uLJ-) e)‘j)
| °( = H(uuuz)e-)
|| ol .0
Checkes  u Xt u:“w’ =V

TE not eque)) cejedt |
EG

N c\se oulput |m = e/l
I - ! x: |

NQt;.-: uu 31‘")‘\ 9: X =,C.r
| __u_l";u,l" =47

EG




L15.13

Theorem s Cramer- S\'\wp s IND~CLAR

secure (i.e. secure against adeptive choyen

cipherkedt) if RN
@ ODH hdd i G

NN @ H cafsftes o cerfain condition

(% “Yuryet eollision reg iance )
Thuy , our s\wngcs'\' r)ohbh of security G-ur PK

emr}yp'n‘on ,a"s_ in fact ;q(.loi‘evab\c ! albeir &
some c‘;o>'t' Tn ’cermso{% spctd 3 ¢0MP)£K51'y.



