C.857

Admin®

]

Todaj >

L

Pset #3 due 3/al
F;:.\ pm&n‘\‘ \owposs\s due "5/!? (Fff!l“t}

Reppn PT Dy |

° Re?ca.\ul Squaring

e Mu“‘.‘p\\‘u\\\ﬁc Taverses mod P
¢ Foading ey primes

¢ gcd (Buc\dl ‘\5)

¢ ocdtr ot clewed

» 3&“”"9‘3

Yifio (Pzoe,!)
L.



One-time | MAC. (so\nﬁf-
s e e T
;Ta\ea B |

K= (a,b)
. P qul«.
o om M K iy use-once

{ T- MAC,(MS axsh (md p)| [zl ()
| Ngq\ twe _Pam'}s L delermine line; Eve heans Jush one : (M,T)

P lér«,é prime '(‘cig, 2°%5))
kcy K= (a, \o) O-"‘fﬂ"P,' 0<b<p  (p? keys)
;Secqn_ : |
| ‘I{- ac\ﬂcﬂary hews (M, T) on the \ine,
| ﬂ“A teplaces it withy (M’ T [M *M],
then Bob acepl with prbebikty, Yp |
PE: Hearing (M,T) cedutes seb of possible keys to
 Prese sihdiyiog (6, Nonebuls, for ends pusile T,
Cthere b an (a) se¥afyig both G and
L TRl (k) (%#)
a\\ sud« h.ys are “l“‘“‘i l\uly 5 Bve hat no
w'«y to @'tk e T,




LR

-~ De,m‘s‘ N

'F.,t "i-md n,m [MM] +~.J‘rr,+

B aMrb = T (mod pY| | | | ) ]
'For .w.\,\ T, 3 exmi‘\y ore fuey CQ,D s-‘l‘ (1!-) od |
qW +-b - T ("‘oﬂl p\ _ BECT

| ho\als |

@ =T/ (k)
b= T- q-M (med p)
'T\ws Ev»e 14% we m(ormhbn on T'= MAC, (M) |
by Mﬂﬂg (M T) Ner\ml iy \n‘orm\'l'b&-'l-lw.mhhl\y; |
ésccur-e L | | T
- Tme even nf' Eve ccm ol M,

- Nb\'l ‘\‘\'\d' ke\, K !5 ""vftt as \e.q't 43 mss«,e M



T Rg

“"“Rf;@e;&ease,m;j""q; compe a° infreld
(\\em \o is a non negd«v& m{“fjf-")

“ iFB=6 |

T iF b0 Bev_#nm |

a'.;ﬂ-bw‘o\

| Qeqmus < lg(b) Mulhp\\u\w-s m Fied (effivient)
,7-‘3 a few m.“\seam\s or a (\mu\ p) loa¥-bit .,,(-e,m'
= 9(k ) Eme for k\nt;npuh’

e

| C°mf“h“‘j (M“‘hpku’hw) m\n:fscs :

| Theo«.m (Re 6F6) called “Fermty LiMe Trooren ™)
~ Ta GF(%) (VqEGF fb)) 3;_1 |
"..”.Cofé\\o_' (Va:GF(?))) |
 Gorlayz (Ve ecrf,b)*) ot s -2

_ ;3'; (med 7Y HEEE
EEEENE Nk (Y N ) RN

= S el TY T

' | Exm"_\s_}




e How 'ho "'mo\ larat (k-B-t) Gndom ane k-3 7

| Go.nen\c & ‘}cs’f de F (—-ramlom k- b.\'_.nj-ga-_er_
i unﬂ P iy pf‘mf_
e Works \oecqun prnmes m?e “Acns-c 1
bt 2 In(a ) kebit primes (P,-.m NunLch\\coum)_
-D one of eury & OHk k-bit intesen & prime,
o To {-gdc i+ a \qrcjc. randemy—chbsen | Frubit m+e3=.- i
Pﬁmf- it su"f‘\c'cs o dest
R T (e )
"T\‘“‘a wof‘ts with high pobebility (wh.o) for ndowa p 5
'Aioe'sn"\‘ wolk foe adversaridly ehosen p. ”
~ See C.LRS-fw M\\tr—R. in fﬁm\dy fect (randomized)
- Teckm..\\, }q‘nm 9\m bqy_-?.pseuéoprmc Lu&-+\u‘s

| \5 ‘\\“Mt a\ways Pﬁmt |

-u ] ,le_‘\c)rmm\s\-‘c. ?O\Y-'\"m{ Pr" nu\\'\', ﬁq‘t’ (Aj"’“‘ K)‘\ qugm |

,_'Test (1o = e (maps vl
V_W‘nc\ﬂ \4, Tfut- _(_'_-ﬁ ? \5 Pr"m-e. 1] | |

| i._Tesf MOJ p X mod x'- 1 '('br emal) ¢ & sm\\a.s
 (9vouge roquivenent 7 e< hdet)



L{3.Y4

Theorem  (¥a,b) (3x,y) ax +oy =ged (ab)
PReot by CMr-p\f-h a=7, b=5

7 =71 +50 N
e b b z inittel velues .
R =Tl +50 (1) [sbmtems]
1=7.(2)+573
= a X + b)/
'T‘ms is the “extended version of Eudid's algorithm ",
Comp\.u\'mq modular weltpledive faveses with Budid's extendadelg
Supfosc. a 51‘ (So |2a<p & cal(e,p) ) P_pr.mc(?))
Row to computre a* (med pl) T
T p prime 2 a™'= @’ " (mod p)
éot\ww‘se

| ch\xy ot ax-\-l‘.:y =4 |
o ax =1 (med p)

i and  x=a [Moal P)
: s‘l"3(ﬂwd7)




| | L13.2
“d divides a” (evenly)
(3K a=d-k
o s o diviet ofa f Hio 4 dla
e (V) d|o

e I'-F d ;_s a Jl‘\}ispr o'(' [« 4 & a a‘ivi'sor o“ Io‘,

Divisors » d ‘ a

then d s a Comfnob divisor ofF a &' b,

® The qreatest common divisor o a & b s

the largedt of their commen diviters

[8ut gcd(0,0)= 0 by definition, ]
6 Examples s gcal (a‘él,',So) =6

ged (s,0)=5

NN ged (33,)3)=13

® Eg‘f__! a bb are celael, prime
i qed(a,b)=1




L33

° Euc\A\s g\gor\’r’nm 'For aompu‘nm) 3@& (qj\;) [q bZo

a Bl |‘F b 0] | |
d J‘o L 1] |
3c. (q ) { gcal(b a Mﬂl b) else

'E;gmg\_g-_ cjcol (7 5)
1] 3CJ(5 a)
. =qdd(3,1)
EEEN =§c4(1, Q)f
o Runh|h3 -hme is __:'s \3(a) |3(L) b.b opem'hons
I (Po‘vm wial Cunning Hime., | kf-wﬁ;?\m) |



| Ora\er e'F e\emtnts (m p orz*)

'Dc(-;m' ore\er (q) = “order a'Pa moelu\o n
. = least tY0 st a-]_(m;\ )
| Rec«\\ Ferm\"s Litle Thoorems BN
_TE B prime, hin (quZ*) Pia1 (n«l p)
_For 5cn-¢rn\ N, we have Eu\er-s Theorem®

(VY (Va £ ZF) ™= L (med )

w\wa ZF=9a: 3cd(a =18

T = muH-p\a..hwe 3mup medulo N
Yln) = |z} |

Exampe: 2} = 11,3793
T ley=4

321 (med 10)

Thus Fln) iy well-debined for all n, &
order,, () § dlse well-defined.




L13.6

7] -
_\_ ot order(t) =)
R ne ocde(d3

3 0 orer )6
Y o order(8)=3
5 n order(s)z €
6~ ordee(6)=

EREEEENE LY
____: (o) = §ats (208 = Subgroup genented by a
Seez ()=§24,13 ()
Theorems ocder (o) ;l<“7|

T\'\e.omm‘ Xt p Prme‘ oraler G)'(P 1),




| Gen-crq\m’s

'DeF IF order (3) P -1 T
. Ehen ¢ 9 is a 3enera’\~or of Z‘*, '

(e, <5> "E*)

Theorems T€ p s a prime and

4 s a generabr mod p, then
9=y (medp) _
has a unigue soluton x (oex¢p-1)
for each y e 2,
Dew”-;s__ X is the “diserete logarithm
by, bq,e:%maq\o,?,

s

EEERC RN NIRRT
Cgf= 36 45 1

4;,,,. 923, moddo 7 :



- | _LlIs.3
T\r\eorem' 7: has a 3enera¥or
] (;.e 'Z s c_y_f-‘_\g-\
I N s | |
| 3, __Pml
for some prime p A M2 1

of‘ RPM

T"\emm’ If p i prime, the number
of generators mod o i ‘f’(P 1)
Examplet 0 =11 |
.Z: has Lf(\03="l 3-enen*of's
(trey are R,06,7, and 8,

.How to find a qenerahx' mod a pf”mc E

3In 3enerq\ seems to Mequire l(nouleJye sf
_‘&cﬁfth‘\\bn c" P- 1

W\\\\e- ‘Faf.*pf‘mj (s \';ara') we e Cf’éa\‘e
primes for wheh fadorng p-1 3§ trivial,



| Defs T€ p &g ot both primes §
EESEEEN LY T NERNE
then p s a ek prne” and
gk a "Sephic Germain prime ”,

Exampss  p=33, g=1l  psll, g:5
. _p= 09, =09 |
'T\\eomm I P is a sefﬁ'f?r'me
| | T e pri=3-9 |

- so (tiz ) orc’u- (4) € ii a’ﬁ/ aﬁ
:iIt is m‘l‘ lmﬂl Yo 'Fma[ Sacf- Pr“mts (Probaha)h B
--\—l.‘.\-c. an-a ,O s sate is % 1/In(p) empnrauﬂy)

:'C‘h 'hst a'F 3 5 a 3mm*9r moa\ p= aﬁ-i-i Qq_“\7

c_\'\ec‘a. T\qn‘t 3 'TL wod o) J by Fermt
TR 5 * 1 (modp) fom\crf j\*;’].

S 3%#1 (ma,» [m-;,,(mj




Lo
v i ...st.*“gew\re & tedt” aguinz (,{»r-“ss&prrw"?“,o‘-.

G"')‘“"\W‘ ok ﬁ“!‘;‘*“- C?"‘"”""" R

Theorems T pegsl b a “sbe prime’
L then ﬁﬂenm’h&'M"'p
= tlp-2)
| '=; ‘Hb"i' | (a)mgr Welf of Hher) )
( Th ajrcnm\ | |
'T\v.oncm Tf P ane 'Hmn __
3 genens mod p
= ‘(’(p 13

50 3enen\e g'\es’r ww\is wcl\ 4or -Fﬂm!mj

_an\, Pﬂmﬁ P '&r‘ v)ml\\ \/ou know L(( -:L)



