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MAC (Messase Authentrealion Code)

* Not ortdentiakly, but intesrity (recdl "¢ TA")
* Alice wan'y 1o send messages 4o Bob, such
'\"m’r Bol can vertfy tht messges origineted
with Alxe A arcve unmodified
o Alice ABob chare a secret k«d- K
® Orthogonl to contdedindity 5 typrally do
ot (&3. enctypt, +hen append MAC for tadegrin,)
¢ Need additone| methndg (e.j.:coﬂn*'ccrs) o
protect against replay atfucles .

MJ.MACk(MB IR Bob B

Ml |
K B
EHM M '8 Messaye o be ﬂ“‘\‘\ﬂthh&&d} Wi’h't\\ Cﬁ“\d
e mhC he t |28 cprectedt resulling fom encryption ]

:;::;m:f\ean Adv u A\ﬂc lCDMpu-\‘es MAC(M\ og a?Pth_‘ o M,
of éwctcs,‘&h o BO\O (ECOM?U\@S Mﬂcp_ M)g\\ftﬁ‘QQS ﬂ‘ ajffcs | |

forge
foge) :AC 5 (ered) | w\\\'t\\ whet mutm\ I¢ # re _)ecT mccsag-e

PRY.
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Adversary (Eve) wanty to forye M) MAC, (M')
Pair rhet Bob acteph, without Eve lenowing K,
~ She mey hear a numberof valid
(M, MAC, (M) paics Font,
possibly even with M's of her chorce
(ehosen msq di\-qc\csl Bl
~ She wanly to forge for M' for whah che
hasn't seen (M Mnc,,_(M )\ velidl pain,
Two common methodss
HMAC (K,M) = W (K, \M(K; \\Mﬂ
© whee K= K®opad | (opad,iped are
Ky= K® ipad era\ conshants
CRC-MAC (_&_M{\‘é last blocw oF CBE enc. oF M

cec-mc (K m)

, _ﬁomc'(‘xxlhf, like ’\'\:m}

'S necessony, ..
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MAC using random oracle (PRF):
Qor _ \ |
Ot r - mAc (M) = W (™)

\oa i
-:;: \t\:\c‘—' (DK it h i Tth‘_s*‘?a’uﬂ\\;lo\i ‘Cﬂh ROJ which
.
\3\‘:’:"\ o means, ay we saw, for sequenttal heths ‘cnSJ

T‘_Aa\‘ last block May need Q?CC\“Q\ +N4+M€ht\

One-Time MAC (problem stmt)s

Coan we ac)qicw; ge eurlty achTn:'\' unbounded
Eve, as we did for contidentrs); hy with OTP,
exept here for tabegrity 7

Here k¢7 K Mmay bt ”use-oncc“ [as i+ WGS'F'O" OTP].

AT
e eeuRscaareeaset:

T=MAC (M) (“hy") i

— Eve ten learn V\JT' then tvy o rep\ace'
MN,T with N T (where M'# M) that
Bob aceplz,

- Bye i Compu‘\‘a\ﬁ‘on-ny unboundad .
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Fintte fieldss | Syskem (S, +,0) st HEE L
T —
. S 1% a 'F\ht""e set %ﬂhlh\h, “0“ & 1”

" (S +) \s an a\)elmn (Cc:mm’n\wc) JN"p with

tdentity O | |
(la+b)+¢) = (a+ (b+c)§ associcive
ﬂ?:‘gs a+0 =0Ota =a ‘dentity O
]_.(V“) (3 b) asb=o (GJJIR“) raverses b=-a
a+b =bta Communiive

» (s*)o) 16 an qggd‘iq“ %mp Wf ?Jln\'i'\-;, 1 |
§* = noner elements & S

? qob) C = as (bu:) associotive
aws asl=leaz=a  Tdentty 1
(Vq £$")(:]L£ s*) ﬂ‘\) i (V"Nn'tp]\tdwﬁ
L faveses) pza 2
asb= b_' a commuhiyve

o Disebhve lawss  ae(bre)z asbrace
(bi)ea = bravcca  (Rllows)

Fombio frelds s R (eal)  are iofinte
FDV‘ Cr\/p'tv w‘c (e U.suun‘j m\!ﬁs\“[ m 'c\m'rf- ‘E‘\e_us,
sudh as Zf’ ( m‘\'!gzrs moe\ Pr.m P)
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EqJ %olving \2 ear e?ws:‘

3Ix=1 (mod ii7\)
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Notatien: GF(g) is the finite field
I (*Galois £:eM") with g elemens
GF(q) extshy whenever
g1z PT, p prime, k31

Theorems

Two cayes e B
® GF(P) = work modulo prime P
ZP = Tntegecs mod p = {O,\) b os) P-:L}
zf?’(‘: ?.'P-?O} o i1/ 21-“‘)?"1%
@ CF(p") : ko1
] wp& with Pelynomials of dearee <k
W;\f\'\ coetficients fom C:F?p) ,
Y_ﬂwlu\o 'F\'xec\ {fﬂhcib\e Po\\,th\ ot cle,m- K
CO\MMOV\ Case i$ GF('ak )
NO\"" G\\ 0?‘(‘.\"\'0!\} Can b‘ P“"Dfmed e.%\'cn\-\y .

(inveses To be demondveted)
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RQPCG'\’GA Sﬂ‘-“iﬁ'\j ‘ha ComPu\-e q " 'G\e\d L
(“C-N- © is a non- n_eg_e’_hv_c m’l"j‘-"\

| (1l al ]l i b=0
o = T4 (P b0, B evep
g™ T s lodd

Requires € - 1g(b) mulbphedions b Field (effivient)
% a fow millsennds for a°(mdp)  103%bit infegers
~ 9(k3) time ®r k-bit {npu'l';

.Comiauhnc) (mlhp\\cd\w) inventes S
Theorem 2 (R 6F() called “Feemds Litle Thaoren' )
Tn GF(g) (VatGF(9)*) a¥=1
~ Corolarys  (Vace 6F(¢b)) a’=a |
Corollay: (Ve EGF(Y) o = a8
Examples 37 (mod 7)
L 5 (mag\ 7) 11 "




