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| L30o, X
_l(é_y_ ‘Management /Key distribution

* themes: crypto, Weys, names, individuals,

trust # idents ty, scq1

) U$Qbf)|'
Certitiates, PKT, T:‘Sﬁ = i

¢ Ceypto keys need to be shared/distribubed 4o loe useful,
& _H_ow s 5uc\q shqrini/éhsi‘ﬁ\:yts‘on o bc arr‘anjcd?

@ Dl"r'ec.‘\'\:[ - l‘:y P‘ﬂysfcal W)eetinqr
Alice Bob
i

o

Meet in Privafg = no eavchm_ppcrs (priv.ncy)
Recojnu‘zf_ each other = authentication
Shqm/_exdunjc PK% or symmetric keys
Save in DBE: |

e, At gy,

——

-, ] -—

Alice | PKa |

Bob | PKg

—

—

==l B M

Nole use of names +o '_E_Jen"rfy entries
Privacy mot needed i keys are PK's



130,73
Alice or Beb could be a ccmpu\e.r (e.a. Ale
installs key in compuler Bob, or computer
Alxe gives user Bob her publw key,.. )

Such direct mec‘h‘nss are necessary foundation

of any appfbac\a () kgy m5t1 as remoche
meetin 95 don't Prwio\e ey ther authentication

o Pf‘i\lar_y nq'*'urq“y b

@ Todireet / Two-)ink using TTP/server

S Alice & Bob can't meet clintd"y)
/ \ but They have both previously
A “ met with § 4 eXc\v\anacJ heys,

T\r\ey Can Uit S tv bm\ter a “kgy Sc'_"up“
oPcra‘t\‘on So 'l:kq’f A &B e.nal up S\ﬁam'nj Qa
kl.? ) more=ov- Iess as ?F 'I'luy _h«J m__c{' a’frec.f')y.

But s they need 1o trust § o behave properly
and  setup _(Jnﬁbco\ (" key exchange” protreo])
needs +o be wel Jcsijnec) ('\"“if-ky- ‘)
Needham & Schroeder onpo_scA' two Prv'\‘vm\s s
one for symmetr hays & one Gor qu\\z keys.



LD, H

Needham-Schmeder Symmetric Key Exchange Protoce

Already shaved:
| K = Symmelry kt)f shared between AK §

AS
KBS v 3 Py w VY B 85
Geoal:
KAB ™ o 1 i ~ ALB (anclg)

Notations 2 (standard )
® NA Nnence 3cnﬁem\~ed by A

Ng  nonce 3mm\eo\ by 8
“nonce” = a ‘use once” value (never repeak)
cowd be counter, or long random value
Nonces can protect against “ceplay attucks ”
® { M}k S message M encrypk& cf\ au_\f\\m'\‘{‘cq\ea\
= “utherhieded with kc\/ K ( 8.3. derive. K, & K,
encry hien” from K, encrypt M using AES in
suihble moede, then append Mﬁtka
of cip\'\erﬁxt) _,
L ierdhure ofton vague abodt prpertis 3§




LD, 5

_ Symm‘l‘rm.
Protocal’ O A- S: _A, 'B, NA F '(HEJ I'm Alxe £ T
want o falle with Bob,

’#Lq&{ny rqqes'l'nonrc"
@ $-A: i, Ken 8, iKMJ AZK 75
| 7 Kas

& hlob - 5 MOK. H"‘g kﬂﬂ 'GX")’D“
A« blb i’aM B

= "l-h B.T'm A.
 Nere's a blob"
(8o cheres &deerypk blob)

@ 89A: { N375 2 “Hi A, Hen' a cholknge

to prove you know I, 5 ¥

A=B¢ {Ne-i T “Thats easy. Rere's
KAB NB~‘.\. encrypied with k;u R

NO‘&S.o A, BJ a'_l'ﬁ\__s know kAB

s must be trusted ! (S-qu\ Pﬂ'.‘\tnﬁ\ o be A+ B
or Vite Versd...

Nete roles of names: handles +o ra\m‘rtfy Par‘h‘es‘,
addresses o send messages o
Text shrings iv pu'\- in messeges

“TF no nences (o pechaps Jimesh




L30,6

Pub\if.-\(e.y | | |
Protoco) ¢ KPx ] Ks i = Pu_\a]\: , Secret Way of Pur*y X

Assume 3 S lenows 'KPA , Kog

A& B lenow '_Kps;
@ A~ S: AJ_ B H "mque_d" feom A for kPS i
= Slgned ‘@rt” for BY PK

® S-aﬂerPB,B}Kss —

@ A= {Nﬁ) A.}KPS "(H,'.’ I'mA, with nonce N "

T

, B—DS: BJA = “request from Bfor KPA r
ne |
@ SR ikf’ﬂ' A}K = Sigred “cert" for A% PK
SS
BoA2 3N, Na&  z2"hi " (nole the
G Bt T o (s

Nen Ma) %‘L\t.)
] N

@ A->9° iNBngB g “Y'PJ I'm here!
“O\'e': 3153"{»\,\11 be removed By hqv?n3 tert 3“&!5?“@
At end ¢ 9\'\‘7 A 3. B me NA &Nﬁ g equﬁjm?Per
doesn't

T vhis scche ' How do Yyeu ‘Ie.” ?



20,77
Atrack. found hy_au'\'oma‘ea analysis |
= _ o
CC:qvin Lowe. found it in 1995~ 17 y ears later! )
(O TIntruder T gets A o initiate communidion wirh T
@ I passes knock fNA J_Az on b B _(tF’_rer reenwp\‘inj with Vpg)
@) B rponds with TN, N3, whih T sends 0 A
PR

(@D A sends be'g‘PIﬁ T, Tderph & 9eh N
®) T sends iN‘B?,KPB to 8

NOU % T‘"ﬁnk} I‘\L s S\'Hr"ma Nﬂ &NB Dﬂ\v with A,
but T lenows Na . Thi 3 wrong.

Fxs @) Q3A¢ ?NMNB)E}

“pa
Morals  Re expliit in protves I |
(€9, give session id botn ways & identrtrey .. )
Give hash & shared Tanserpt tn each message

(iie. ofall previous messager)..,
Automated analy s works ,
\_f\ugf. literabure on Key tS'\fé!a\Cs\(\m_enT pro'}uo\i




20, §
| Cer*if\'c.iﬁ\'c_s %
° T}’f'“‘“‘] ‘'a srsn_gl sﬁhm“f .R,M\ oh Srchier”

abo«ﬁ' o \\Sukj_e(_‘l;'. d :lm; qu'hz kf.y
¢ T Needham- Scheveder:
EKPA ’A} is Pﬂ)hhjpe Cer*l._ct.{lh

L Secret key of dssyer Signs
Viame o su\)_\cc.t'

pblic ey of sbject
S certfres that Alze's PK s Ko
¢ Oten can get ths ant from §, fom A, o
from some online database.
(KohnfeMer's MIT badubets thesy, 1976)
¢ Secaling: how 1o sede from 100 users to 10"
Everythiny shirls loreakings

= there & no one server everypne trusts
= one server can't handle load

= what are names 7




L 20.9
Names &

* Wow does Alice lanow Bob's name T

® Lan Alre trugr Bob when he says b name i |

¢ Who ensures that names are un:fuc?
Wow 1 thiy Jone? Can it be. manipdled /eompmmied 7
| [(Compqu: emaj QJJM.S\‘:S...-]

e T€ Alice can qet Bob's (name or emai\ address)
correetly alteady, why can't she get he PK

Onc, appnoadq; | H\'erarc"n'a' m'n_inj syskm




L0, D

X.509 hieravehy

SMBJ'C(,T

-S'Q\vm Smi l'lﬂ
DN = “diskinguithed name”
: @o:us/oeeas #/bTV= TBM-EAST /eN= Toha- Smith'
| =0

Subjec.T'S DN
These DN bewme unwieldy for pesple 4o use.,




.30, (1
Certifiate -F-;e\c\s:.:
Version

Cert serial #
Signdrure. algorirhm
Tssuer DN
Subject DN
Validity period (not before, not afier)
Subject PK (alg & key)
Lsouer unique ¥
Exyensions 3 type & erikical [non-eritrd +lag
L_-' Key usage (encs, sigs, cerls)
cert policies
subject alkerncke name
path construints
Usea by TLS (s5L)



Lal.&
SPKET/SDST
o alternadte frumewerde by Ellgon, Lampsen, Rrvest Kothess

No global names (sort o...)
Each PK is a CA & has ik own name space

| K, A l is ne«l\y a 3|o‘m\ name
L rdentiler o name

PK o{' 1s5yer

Two types of cmntifieates :

name cert = qesociates Name with key
o another name (!)

qu’i'\\ cert' = 3\‘#5 Pervmls\‘oh (au\'\rwt‘z-eﬁbn\
o w’ojec‘l‘(.‘a)

e Name c«-ts:
| Provide dcgqn\‘ &'f'\c;_(i\o\t “o_\gc\sru" of names

Allbws one to describe gmups (malbivalued names)

cect = (K AX) K= issuer PK

___—__)-L‘“ A = jdentiRer (name)
e X= PK }I&E‘j)
l(. A -_-> x of PK. IA' name)

ive as “rewnte cule) B M‘L
3 R e f\ended name



L3l 3

.Examg\tb‘i (\e‘\" K ‘oe my PK\
K, Reb = Ko | '3 say Boby PK 1y K, !

(No\;'. the name “Bob” my choite
& arbimwy, T+ doesn't need +o
cotelle with amthing else.,)

K.Bob => K, , Bob-Smish "My Bob 3 the sme
as K's Bob Smith ¥

mt:f‘s QOL sn’hﬂ‘\

B a8

(K. Beb = K. mit, Bob=-Smith “My Bob i same as
K, mit i; Ka

Thierence

|'<.Bo\) = \< . BobSmirh inferred vule

3DHP

men\hd's

Gmups: K, friends = K, Alice
K, feends = K, Bob

Let Ka =mt PK
K, le Lacully = K, . eecs ,faculty
K. 'icul‘l-y = K. md'k.'FacuH'y

(grovup olz{ﬁ'ma as unjon oF o‘l'\‘er 3(‘0qu)



LM
Authoritehon cet £ AcL's
ACL = aceess cenivol It
Can Pt name on ACL for a resource:

"0nly individuels in K, friends may
fead Hles i this diredory
Authoriagon @it
Tosuer oy K
Righh being gramted (read diredory Yoo ]
Delegable or nst”
Subject ey or name

K [ read ‘yfoo'.} Jz\lyﬂ:ﬁ] = K, 'Cf{tv\AS

[ There are polynomia\-time algorithms for
alc\crm‘mihg whether « 4ven collechon of
Nare | & auth el ?mp)\‘cs_ vt o gfven key
2 authorized o Per\cwm a given action



L2105

Ce\"t‘l’F.uLt ‘r'e‘\l_oc.a‘l'-ion

Why? = key compnr se __

| - c.\'\cmse » m'h'on
b e.\unjc o{‘ quﬂ\ow %q't‘un ,
- r-kan,c of name (e3 merger)

Fmr\, \"“j\" Yehuen rade” | |
.I'\c Ctr‘h \'c.‘-c Says Uh‘H X030~ =)a-01"
who decides .(— 3\4\‘ % gyood enough ?
vesuer?  (current prachre)

fc\ymj 1!_"_‘7‘ “‘\;-—- ‘S\Mu\d be ml in parl‘y
P Cfl\ey are Takim fﬂa riska o )

Helph) to think about- it 7hy way 2
~ Tscuer mmaintning authorizhive DB
~ CerMfdes are wierdy ‘?snupﬁ\,ph" oF Trems
— Note thi DB may not Fully refleck kay conpomiss e,
Methed D2 On-line check:
Relying Party askes isuer & cert W 4ood

Tosuer gives Sighed response. (hew cert ?)

= DCS? (_g_h‘iﬁt ___C_n.t“‘\'{'l'tn;t __%‘hhs :e_rb'hal)

Puh, ‘r\_cqu l'oq;_l o seNcr‘.



. | S LR).6
Method @2 CRLY (certifiale reweeion lat)

Secver ‘Qt.r\'oé\ru“y 1_'5?.\4&5 CRL .

9iving ok of revoled cert serial ‘Us
,(Sighea, of cpurse)
CRL can geF fonj,’

MC‘\‘BOJ@? (due to Mical: 3
| cert containg end Poiht sf a hash c\'min.

X305
® R30M

f X343

O dey dat, whare d=icert Tguiy debe,
you need X: to validale certs Sevver can
give X 1o kejhdder, or o anyore else,

| R?‘Y"“J party hhashes ¢ times & checks thet resdtex,

TH no x; given out, cert “expires”,



