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LI7

Diait) stanaiures

e Def o c\.‘:ih.\ si:)n-\w-v. scheme
see nofes

o Def of wuk/ﬂhh exviyenhal unforyeao:):
? s ‘D@ i from lust fechre

under ao\ap\‘m chosen heslage a Ly

Hash & Styn:
For efficiency reasns, usually besk o sign
Cryp'\‘bjnp\m‘c. hash b (M) o megage, futher
then stgning M, Moduler exporednihon are

§\_o_g compatd 1o (say) SHA-RS5 (.
Hos\\ 'F\-mc*\\h h shald be ca\l“s\“on-resish»t




LS

Signing wivh RSA — PKCS
° PKCS = “RBR key ensplognphy shnded”
(early indushny Stmndand )
Hoén&s\‘sn methd, Let H bg C.R. Wy

Given mesuge M fo siyn
Let m = H(M)
Define. pad(m) =
Ox 00 01 FF FF,.FF 00 || hetvname || m
where # EF byles enayh tv make [pad(m)] = [n] 1n bytes,
whene hadrename 5 given in ASNLL cynh (ugh!)

Seems secuve bub ne pm'('s (M\n a:sum‘ng H3CR

and RSA 3 haed bo imed)
& (M) = (pad (M) (mod )

°®



L\7.4

P55~ Probubilihe. Sigmebure Scheme [ Bellare & Rogawmy 1196 ]
g RSA’ bded

* “Probabilatt” = andomited [one M hay Many 5“9‘]

L M r
L
‘ w1 | e %R
(®) r# l_ ;t (w)
\_ LA

fam

e(m) = 7“('"04 ")

Sign(M:  reS— o, \}k"

wée—h(Mlle) |wl=,
¥ e— 9'(\#)@!" ‘r*""ko
y &— D“wur‘*llga (w» \y\-\n‘

output o (M) = \/‘\(ma.-l n)
Veﬂgy (t'\,o'): y € 6% (mod n)
P y as bllwllet]|¥
e *®9, () |
ehern True. #1020 & W(Mhe)=w & (W)=Y



LI7.5

e We can moM h, 3‘) qqg‘ %; as \‘qn&ﬂh omr.\-cs,

Theorem:
P35 is (weddy) exstentialy unforgeddle
aqainst a choyen wessage altiudle in
random orade model (¢ RSA i not
invertible on @ndom .‘npu\‘;,



LIT.6
El Gamal diqits| signetures

Pu\n\rc. sys*\-e.m Parame')*m: Prtmg P
3&\m\or 9 o -ﬁ#

Heygen: X «=—7F0,.,p-33 SK = x
Y = 3‘ (med p) PK=y
S\‘@ (M \%
m = hath (M\ CR hadnfn into Z'P_,
ke ¥ Caedlls, p-1) =1]
= 3“‘ [ hand werk is jndsp of M

s= (m=rx) (mod p-:l.)
Kk
& (M= (r3)

Verity (M,y', (rs))®
Chede ¥t O<4rep (else reject)
Chech rhat yrrs =3M (mod p)
where M= had (M)




L1777
Correo‘he&s o B ()qm\ 'a\‘;hfv’fwc.s ’.v

yr‘_s e skl ergle @

™ (med
g q" (medp)

—

N~

rx+ks = m (mod p-2.)

or S = gm-ﬁa (red p-1)
23

(asguming K E,'?:Pf, 3



LI7.8

Theerem: B Game siyndures are exttevtiolly forgedie
(withot b, or hzidenkity (noke: this 3 cR 1))
Pocts Let e 2,
rée—gty (modp)
S &— -r (medp)

Then (£,9) 3 valid B) Game 574, for mescage m=e:s (med p-s).
Chedes y'r’ =aq7 q
g (o y3 =g =g " v B
Buts Tk i eny o Fix,
Modified Bl Gamal (Pointchevs| & Steen 1490 )
Sign (M) 2 k<—-R—-ZP*
= a° (med p)
m =\ (Mlle) =K+
$= (m-cxV/k  (modp-1)
s ()= (ns)
Veetfy ¢ Check O¢rep R yr'zq™ where m=h (M\¢),
Theoem; Modihed Bl Gamal is extsiedidly unforyedble
0gaind’ adsphive dhoren message atiek, vy ROM,
assuming DLP 3 \ard .



LI7,9
Digits) Stanedwe Stwndard (Dss- NTST 1991)

Puble parameters (same for everyone)s
4 prime \z\ =160 bits
p =ngtl prime \p) = 1024 bits
Ao Aenerates E:‘
g = aenerates sbymup Gb o ¥ of order g

ke.s_/gch <
X —— 2 sK Ix)= 160 bits

T
y < 3)‘ (med p) PK ly\: oY brts
Sign (MY *

R .
Note: if k is reused for different messages m, k & 2 * (he. ' & k( B\

one could solve for x so it is not secure. %

If k is reused for the same m, we obtain the

same signature so this is not a problem, If kis = (3k mod P) (MOJ %\ \r ‘= ,60 k'.('i

different for the same m, it should be random
and unknown (any known relation between the - ( \
two k-s allows to solve for x) m = h M

Bottomline: All of the above are enforced by k 5 s (M +f‘)<)/k (MOJ b 3 ‘5\ " ‘LO b\'{‘s

chosen at random from Z_g”* for large enough q

redo F r=0 or s=o0

s(M™) = (6,3)


Raluca Ada Popa
Note: if k is reused for different messages m, one could solve for x so it is not secure.
If k is reused for the same m, we obtain the same signature so this is not a problem. If k is different for the same m, it should be random and unknown (any known relation between the two k-s allows to solve for x)

Bottomline: All of the above are enforced by k chosen at random from Z_q^* for large enough q

Raluca Ada Popa



Verifi'.
Cheek Otregq A o¢s<y

r/s m/s

Check y g™ (mod p)(mod g) = ¥
where m=h (M)

Qmemcss'.
6(?)‘*'1“3/5 ; r.("mA P}(MQJ b}
6‘& = (wod PB (mod ‘b\ A

As it stands, ex\zkm\\y 'Qge.‘o\e for b= \‘&h’ﬁ‘\y.
Provibly secuve (o3 with Modifred E) Gamil)

F we rc?\ace. mzh(m) by m:H(M “r\,u befove.

Nole: Ag with E) éqm,/ secrecy A uniquness of k
D essentie]| to Secur:\y.



