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_El Gamal % semuirally secwe in G

=
DPH holds in &

¢ Semantic s?cufity ety ot e enouh for some applaetrons,
o B\ Gamal js malleable s
Given E(m) = (9, mey™) |
iF S easy to produce E'(am)= (jk , (2em)ey )
wirhou knowing m :
¢ More gencally, E| Gamal s homoMorpB.c. ’
Gien ¢ € E(m) = (97, m,-y ")
L given ¢, e E(m,) = (jz ays)
tan Pmo\'ufce CloCs (3 *$ (e m3)* Y
e E(memy)
e Peruci' of c\f\m-\exh yie\ds an cnc.ryphh of
Pmduo'\' of P\qsn’fe{’fs
) SPEC\A‘ caye ¢ Mu\*'p\\;m, by E( :L) (3 ;)’
rc..rqm\mw cnceygtion,
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® What % shonger notion of security for PK enenyphon?
(euq one Thet exeludes mellecbility ... )

o IND=CCAR secure” (ACCA serure= seture

under adaptive chosen etpheced? afiscl)

¥ IND-CCA secure dotn we sqw for symmelre ehc..

| Sésm:\qé to S securlty dofn, eAcepr thet

Adv allowed aceass to Jun,p’qms scacle , ho, |
(He has PK so acces to encryghon onacle already shere,)
(Rs before, may ot use oricle o decrypt
c.ka“_é‘n_je crp\wkx't Aur?nj “3\4:.-51" p‘we.)
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TND-CCAR (ACCA) secuity games
Phue T (*Eind)t

° Examiner _3?neh¥> (PKSK) uihs_'kﬂyggn-(i)w

» Examiner sends PK fo Advesary

o Adversary compeles Jor pohnial (10 3) +ime,
new =>  aving aceess to a decryphon onncke D[Sk, )
| ﬂmev\. oﬁp&h Two messeges m: m, of same )fn,"‘lo)
and “shle information’ s, [, #m, feqmmf]
Phase TLE ( . Guess")
E Exqmner Pu,‘ts b (—-?O \3 conpu-ks ¢ = E(PK mo

* Braminer sends ¢, 5 Jo Adversary
- Mvméfy compubes far polyromd (in )) Fime ,
YT 3 having actess to o c‘ccryph'on oradle D(sK,e)
 except on input_¢, | |
| then outpus b (hs guess” for b)),
Ad'véna7 w31
& PK enCryp'hw me'HwoJ Vs IND-CCA'a secuie
(Acch secw) “-F- |
Pm\g[AAv Wm'] ¢l ne:)\\yb)e |
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| How to mdte B\ Gamel END-CCAR secure?
@ Cramcr4 S"\ou‘o method 15 such an e:é\{wsinn oF EY Gamel. |
¢ Let G% be @ arvup ot peime orottr' %
(Cj G = Qf y u)qeu_ P a%-}-l, sz prme)
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W= bt mepping 6 1o 2

SK = (%, %, %,Y,2)
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| T\'\eore.m‘ Cramer-—s\nwp is IND C-CA'R 11T

“seeure (i, secure againétaciphve desen

C\P\Mrhx'h3 RS ) ! ,
EABANMARRS C’s- -
. H srﬁ‘(s(-m a ccr’nm leohdi®lon TT T

("’ \'\-nrqe'\‘ ealliion resmdanc'c)

‘T\w) our s‘\mngcs‘\‘ noh’on bf' scc.urd'y Q-ar PK

encryp\\‘on s m 'Fnc'l‘ qclme\mb\t q\‘ocv\' a"?
5ome. c‘o>'t T 'l:erms O‘G' SPCCJ 8 domp\-e)hfy
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Diffse - Hellman model of PK ew:ryp'\:.om

o Keygen £ )= (PK,sK, M, Y

(Pumsc Key) secn‘*' k‘)’, mcssq,t qucf c\p\'m-'kx'l's'oqc:.)
Here M] =|e],

e E( PK, 0) s an cf‘Ei‘cien’t\y ,c,vnpv.ﬁuf-

_one-to-one (determinisive) map fom M to ¢
| | c=E (PK) m)

iy (unique) eipheetext for m

e D(sK,e) is efficiently compuhble fovenes
HE D(SK c) D(SK B (PK m) = m (b’szB
I-t- i qual/m‘FeasaHe +o o\ectyp't with knowlelje.

of PK but without knouledge of SK,

SK R_fﬁ&cﬂk “fmpolaor"?h{bfmi"ﬁ:h 'H‘M+

emb\es mi-h\fﬂ‘siolﬁ of 'H'\( ( 0 Hm-w\\g mf-wqy)

%_ﬁc‘h’;‘m E ( PK) ") .
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RSA_PK ‘encr:/?‘hon (Rivest, Shamir, Adleman 1977)
Find twe f\arae- Prj_meSf P, 7) | (9.3. A=1oay bty e,auc\n‘)

n=peg

P =12%] = (p-N(g-1 |
& (—R_ Z";(n) | Cie Scal ('EJ P(ﬂ)): j_]

| 0\ = e" (m_oJ Y(n)\ ['e‘ﬁ" Buclid's é&khJeJ q\j-_]
PK=(n,e) '

SK= (ﬁa\,_P,ﬂ%S

M=l =2,

Given m £ 2, and PK=(ne):
 c=E(pk,m) = mS (mod n)

M= D(SK, e) = 4 (mod n)
(where n=pe.g) |
P &g <heddbe large randomly iCQ\F'ios,e:h primes,

as securihy of RSA depends upon inability &
adierary 5 Facor 0 (6o PR ko 4.
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- Corrednes of RSA-
Egm_'l_ (Chinese remainder theorem o CRT)
Let‘ n=peq where P,-b are alfshnc'\‘pr.mes |
-n'w.n (\'/x,y £Z 3 |
X =y (med ) X=y (mc\p) A x-y(melﬁ\
Thus 1+ suffites v PQN RSA correct mee P; +he
.pfvs? rod % s the same, and CRT rhen implres

Correchness ymod 1,

Gven  eed =1 (med ¥(n)) [cl-:e‘ '(mod ‘i‘lﬂ)]
%0 e-d =1+'L".(P"1)(3"1) foc some t
eed =1 (mod (p-1)) [d=¢€"(md P'-"ﬂ

and

C°""'m'¢‘6 df' RSA means
(mC)A = m (MOA n\ Lr all ™M € zh

By CRT we only wneed o prove |
() =m (modp) e el meZ,
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We consider twe caes:
Case 12 m=0 (med p) |
Tevid: 0%V =0 (med p)
Care 35 mF0 (med p) |
e | [ EEY
so mjp-i =1 (moJ P\ [Ferm'at]'

Then m%d = w1 (mod p)

where U=t (¢-1)
m¢ = . (mp'i)‘Jl (mod p)
= m.1
| =m
NE AT p) Foralmez,
A %= (mod o) Hor ol meZy (similack)
and 2% =m (mod ) Foe allm € Zy (by CRT)

Thus (vm F.En\ D _(SK_ N (PK ) m)) =m



