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o Facl: IF G is o cyehe gmup of order £ and generor g,
| Yhen the reldon | X €9 is one-hrone
| between [0,1,..t-1] and G,

— x'|—-)£5'” + exponentistion, "powering-up "
qj =% 5 diserete logatithm (DL}

o Compu.dnnj discrete logarithms (the DL prblem) is
Commonly assumed to be hard finfeasitle for well-chosen
groups G, | [E5 Z: {or  a large candomly chasen Prime]
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o Let G be acycle goup with genemhr g,
G and '3 are Foxed & puble,
0 Alite chooses seceet x randomly from fo,,,ljel-i]
Aliee com putes 3" as her "puble key
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 fandom element o = st Alze kenows
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o Assumed diffzilfy of DL in 6 means even
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We [lookc at five commonly used Finile gmups,
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where P s prime
P 15 a\Wa\/s c.\/c.\;c,
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@ 2* ia 3'-'-0\(0\ n\tl 4 |‘q<n3
124 = Y(n)  [hydefn]
T€ N=peg w\\em P"b distinet odd primes,
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| Guite Aifermnt many nice properhes, wikdly used,

ik kg pafbtes] oVl o Tellghi furves,

Here a very )or:c{' into,

et p beapime,
" TLet la)b (b blemints & Zo suh tht
Ha’ +27b*# 0 (mod p) (%)
Consider equetton (in varisbles X,y mod p)
| ya = x> tax +b (mod p) (%x)
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Note thet i (x,9) on eurve, S0 (x,-y),
Tf ooty are r, 0, 0 then

e (et () = - (Hab+2Tb%)
o (#) means costs are ddtinct,
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Let P=(x,y) @=(n,) R=Pa=(x,y,).

Rougiys PQ defines o line |
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CTF Peahydo: mz3xtra (tewed)

|| Xyt gy,

L1l | f)’.""("" X3) - “Yi
T\?\eﬁrem.'_ ' ‘“ N m binery opeation o E, (0
Gors (E,4) &« €nite aleclian group,

Fnr.\" (E ) m-\y or| tay ot loe cyc’sc

ks Tl e b e 010 3 6F@ ) inshed 4 ..



e
Why are_elliphe curves inferecing?
® The derete logarithm prblem ceems

Yo be quite herd (“1“*?""3% |E) ')‘s'\_epS)
o well-chosen E | (See "WIST shuded cunes”
Thus, the goups con be smller then 25
of the same steurihy level, Tha yrelds
both compachness and e Ffitiency.

o Some ellphc curves admit “bilineer maps”
B eh_ab)\‘ng al) sorlt & ey wonderful
U’VP“ bpe.n\ﬁns. ( More oa +ha lq’l'ef‘.)



09:14:47 notes $ /Applications/sage/sage

Detected SAGE64 flag

Building Sage on 0S X in 64-bit mode

| sage version 4.6.2, Release Date: 2011-02-25 |
| Type notebook() for the GUI, and license() for information. |
sage: # some experiments with elliptic curves with sage

sage: # first define a field mod 101

sage: F = Zmod(101)

sage: F

Ring of integers modulo 101

sage: # example of multiplication in F

sage: F(10)*F(11)

9

sage: # define elliptic curve over F

sage: E = EllipticCurve(F,[0,1])

sage: E

Elliptic Curve defined by y~2 = x*3 + 1 over Ring of integers modulo 101
sage: P = E.random_point()

sage: P

(96 : 49 : 1)

sage: # note coordinates are in projective form (X : Y : Z) representing
sage: ¥ point x = X/Y, y = ¥/Z, with Z = 0 for point at infinity.
sage: # get another point

sage: @ = E.random_point()

sage: Q
(29 ¢ 94 : 1)

sage: P+Q

(21 & 77 ¢ 1)

sage: § check commutativity
sage: Q+P

(2L 3 77 ¢ 1)

sage: # get third point
sage: R = E.random_point()
sage: R

(76 : 58 : ‘1)

sage: # check associativity
sage: P + (Q+R)

(33 : 2 1 1)
sage: (P+Q)+R
(53 : 2 : 1)

sage: § find size of this group

sage: E.order()

102

sage: # what are factors of 102?

sage: factor(102)

2 % 3 = 17 .

sage: # so possible orders of elements are 1,2,3,6,17,34,51,102
sage: P.order()

51

sage: Q.order()

51

sage: R.order()

51

sage: # none of P,Q, R are a generator (i.e. have order 102)
sage: # let's find one

sage: R = E.random_point()



sage:
102
sage:
sage:
saget
(0
sage:
sage:
(0
sage:
(96
sage:
(96
sage:
(96
sage:
sage:
sage:

1

1
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(15
(9
(84
(52
(87
(90
(35
(10
(18
(93
(4

.
H
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sage:
sage:
80

sage:
(96
sage:
True

-

R.ordex()

# bingo

# what does identity look like?

P-P
: 0)

I = P-P

I

*
:

I+P
49
P+I
49
-P
52

0)
t 1)
1)

.
s

1)

# note that inverses just negate Y component, modulo 101
# look at some small powers of generator R
for i in range(15): print i, i*R

85
89
86
21
44
61
65
31
71
51
14
41
38
58

1 0)

1)
1)
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1)
1)
1)
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# find discrete log of P, base R
R.discrete_log(P)

80*R
49 1)
80*R==p

# find discrete log of g, base R
R.discrete_log(Q)

sage:
sage:
58

sage: # find elements of each possible order

sage:
102
sage:
sage:
51
sage:
sage:
34
sage:
sage:
17
sage:
cage:

R.order()

§ = 2*R
S.order()

8 = 3*R
S.order()

§ = 6*R
S.order()

8§ = 17*R
8.order()
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sage: § = 34*R
sage: S.order()
3

sage: 8 = 51*R
sage: S.order()
2

sage: B

(100 : 0 : 1)
sage:



