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SHA-3
From Wikipedia, the free encyclopedia

SHA-3. originally known as Keccak (pronounced SHA-3
[kEtjakj. like “ketchafl,’ is a ciyptographic hash
function designed by Guido Bertoni,Joan Daemen, General

Michael Peeters. and Gilles Van Assche. building Upon Designers Guido Bertoni, Joan Daemen.
RadioGatün. On October 2,2012, KeCCakW as selected Michatl Feelers and Gilles Van
the winner of the NIST hash function competition.’2 Asschc.
SHA-3 is not meant to replace SHA-2. as no significan
attack on SHA-2 has been demonstrated. Because of the Certification SHA-3 winner

successful attacks on MD5, SHA-O and theorticai anacks Detail
on SHA-1. NIST perceived a need for an alternative. Digest sizes arbitrary
dissimilar cn’ptogmphic hash, which became SHA-3. The -

- 131 Speed 12.5 cpb on Core 2 lr=1024,c=5761.
authors claim 12.5 cycles per byte’ on an Intel Corn 2
CPU. However, in hardware implementations it is notably

faster than all other fina1istsJ4

SHA-3 uses the sponge construcion116 in which message blocks are XORed into the initial bits of the state.
which is then invertibly permuted. In the version used in SI-IA-i the slate consists of a 5x5 array of 64-bit
words, 1600 bits total.

Keccaks authors have proposed additional, not-vet-standardized uses for the function, including an

authenticated encryption system and a wee” hash for faster hashing on certain aithitecturesP Keccak is also
defined for smaller power-of-2 word sizes ‘i’ down to 1 bit (25 bits total slate). Smal] state sizes caii be used to
test crvptanalytic attacks, and intermediate state sizes (e.g., from w=4. 100 bits, to w=32. 800 bits) could
potentially provide practical, lightweight, alternadves.

Contents

• I The block permutation
• 2 Hashing variable-length messages
• 3 Tweaks
• 4 Examples of SHA-3 (Keccak) variants
• 5 References
• 6 External links

The block permutation

This is defined for any power-of-two word size, it’
= 2g

bits. The main SHA-3 submission uses 64-bit words,
/2 6.

The state can be considered to be a 5x5xw array of bits. Let a[fl[j][kI be bit (ix5 +j)xw + k of the input, using

en.wikipediaorg/wikiISHA-3 1/4
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a little-endian convention. Index arithmetic is performed modulo 5 for the first two dimensions and modulo w
for the third.

The basic block permutation function consists of 12+2 iteralions of five sub-rounds, each individually very
simple:

Compute the parity of each of the Sxw (320, when w = 64) 5-bit columns, and exclusive-or that into
two nearby columns in a regular pattern. To be precise, a[i]U][k] e= parity(a[0..4][i—J j[k]) e
parity(a[0.4][j-t-l][k—l])

Bitwise rotate each of the 25 words by a different triangular number 0, 1,3,6,10, 15 To be
precise, a[O][0] is not rotated, and for all 0t24, a[i]IjIIk] = a[ij[j][k—Q--1)Q+2)/2], where

(N_/ 2N’(O
j)i o) ci

Permute the 25 words in a fixed pattern. aIjJ [2i+3j] = a[i]Ijj

Bitwise combine along rows, using a = a $ (-‘b & c). To be precise, a[i][jIIk] $= -‘a[i][j-i-]]Fk] & a[i]
[J+2][k]. This is the only non-linear operation in SHA-3.

Exclusive-or a round constant into one word of the state. To be precise, in round n, for m P , a[0][Oj

[2m_1] is exclusive-ORed with bit m-t-7n of a degree-8 LFSR sequence. This breaks the symmetry that
is preserved by the other sub-rounds.

Hashing variable-length messages

S1-IA-3 uses the “sponge construction”,where input is
“absorbed” into the hash state at a given rate, then an
output hash is “squeezed” from it at the same rate.

To absorb r bits of data, the data is XORed into the
leading bits of the state, and the block permutation is
applied. To squeeze, the first r bits of the state are
produced as output, and the block permutation is applied
if additional output is desired.

To ensure the message can be evenly divided into r-bit blocks, it is padded with the bit pattern I 0 1: a I bit,
zero or more 0 bits (maximum r--1), and a final 1 bit. The final 1 bit is required because the sponge

Pu Pt

rIOt 1fl

f
•

The sponge construction for hash functions. p are

input, z1 are hashed output. The unused “capacity” c
Central to this is the ‘capacfty’t of the hash function, should be twice the desired resistance to collision or
which is the c=25w—r state bits that are not touched by preimage attacks.
input or output. This can be adjusted based on security
requirements, but the SHA-3 proposal sets a conservative
c=2n, where n is the size of the output hash. Thus r, the number of message bits processed per block
permutation, depends on the output hash size. The rate r is 1152, 1088, 832, or 576 (144, 136, 104 and 72
bytes) for 224,256,384 and 512-bit hash sizes, respectively, when w is 64.

en-wikipcdia.org/wiki/SHA-3 2/4
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construction security proof requires that the final message block is not all-zero.

To compute a hash, initialize the state to 0, pad the input, and break it into r-bit pieces. Absorb the input into
the state; that is, for each piece, XOR it into the state and then apply the block permutation.

After the final block permutation, the leading n bits of the state are the desired hash. Because r is always
greater than n, there is actually never a need for additional block permutations in the squeezing phase.
However, arbitrary output length may be useful in applications such as optimal asymmetric encryption
padding. In this case, n is a security parameter rather than the output size.

Although not pan of the SHA-3 competition requirements, smaller variants of the block permutation can be
used, for hash output sizes up to half their state size, if the rate r is limited appropriately. For example, a 256-
bit hash can be computed using 25 32-bit words if r = 800—2x256 = 288 (36 bytes per iteration).

Tweaks

Throughout the NIST hash function competition, entrants are permitted to “tweak” their algorithms to address
issues that are discovered. Changes that have been made to Keccak are:

• The number of rounds was increased from 12+ £ to 12+2 1 to be more conservative about security.

• The message padding was changed from a more complex scheme to the simple 10*1 pattern described
above.

• The rate r was increased to the security limit, rather than rounding down to the nearest power of 2.

Examples of SHA-3 (Keccak) variants

Note: Pending the standardization ofSHA-3, there is no specification ofparticular SI-IA -3 functions yet.

Hash values of empty string.

eCcak224(

Ox f7183?502ba8e10837bdd8d365adb85591895602fc552b48b7390abd

(eccak—256V”)
Ox c5d2460186f7233c927e7db2dcc703c0e500b653ca82273b7bfad8045dB5a470
Keccak—384()
Ox 2c23146a63a29acf99e73b88f8c24eaa7dc60aa771780cc0006afbfa8fe2479b2dd2b21362337441ac12b515911957ff:

Keccak—512V’)
Ox Oeab42de4c3ceb9235fc9 1acffe746b29c29a8c366b7c60e4e67c466 f36a4304c00fa9caf9d8797 6ba469bcbeO67 3b4

Even a small change in the message will (with overwhelming probability) result in a mostly different hash,
owing to the avalanche effect. For example, adding a period to the end of the sentence:

(eccak—224(”The quick brown fox jumps over the lazy dog’)
Ox 3lOaee6b3Oc4laSOS7Gac2B73faSgfdlgOcdc4OS44ZfSefSS4ct23fe
(eccak-224(”The quick brown fox jumps over the lazy dog.”)
Ox cs9d4eaeac72867lc635ff645Ol4e2afa935bebffdb5fbd2O7ffdeab

(eccak—256(The quick brown fox jumps over the lazy dog)

Ox 4d741b6f1eb29cb2a9b9911c82 f56faed7 3b04959d3d9d222895df6c0b28aa15
çKeccak-256(”The quick brown fox jumps over the lazy dog.”)
Ox 578951e24efd62a3d63a86f7cd19aaa53c898fe287d2552133220370240b572d

cn.wikipedia.org/wikiISFIA-3 314
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hKaccak—384rTbe quick brown fox jumps over the lazy dog”)
ox 2839g0fa9d51b731d786c5bbee94ea4db4910f18c62c03d173fc0a5e494422e8a0b3da7574dae7fa0baf005e504063b3
eccak—384(The quick brown fox jumps over the lazy doq.”)

Ox 9adOel73254O8eddb6edeeGl47fl 3856ad8 l9bbl 532660b605a24a2d958 f86bd5c169e56dc4b2f89ffd32516006d82 Ob

Keccak-512(”The quick brown fox jumps over the lazy dOg9
Ox d135bb84d0439dbac432247ee573a23ea7d3c9deb2a968eb31d47c4eb45f1ef4422d6cS31b5b9bd6f449ebcc449ea94d
(eccak—512(The quick brown fox jumps over the lazy dog.)
Ox ab?192d2b11f51c7dd744e7b3441febf397ca01bf812c05a0122c84c10d6387889064f8db9230f17316d1ab6e24b6e50f:
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The KECCAK sponge function family

Guido Be,-tni1,Joan Daemen1,Michael Pc*tes2 and Gilles Van Assche1

tSTMfcro& ectror,i cs
2NXP Semiconductors

• Home
• News
• Piles
• Specifications summary
• Tune KEcCAK to your requirements
• Third-party cryptanafysis
• Our papers
• KEcc6x Crunchy Crypto Collision and Pre-image Contest
• The KECCAK Team

Documents

• The KEcc4< reference
• Files for the Kczc reference
• The KEco< SrIA-3 subm.isson
• KccA< mpernentaton overview
• Cryptographic sponge ftjnctions
• all files...

Notes

• Note on side-cqannel attacks and their countermeasures
• Note on zero-sum dstinguishers of K!ccN<-f
• Note on KLcc< parameters and usage
• On aHgnment in KEcc<

Software and other files

• Reference ant c-7timized code in C
• Hardware implementation in ‘JHDL
• Known-answer and Monte Carlo test resui
• KccTts
• KEccx in Python
• all files...

Figures

• KEcc-f state [CDC] [P29 IG1
• Pieces of ste [CCC] [PDF] [PNG
• Step U [G2] [D9 D!\fl]

• Step p [CD] [PDF] °NG1
• Step n [DECJ [)FJ [‘C]
• Step x [f)OG] [P3F]

The figures above are available under the Creative Commons Attrbution license, to short, they can be freely used,
provided that attribution is properly done in the figure caption, either by linking to this webpage or by crting the article
where the particular figure first appeared.
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Links

• Kcc,xTooLs documentation
• RADIOGATUN
• Cryptographic sponges
• NIST SHA-3 hash runction competition
• The SHA-3 zoo
• eSASf-I
• Animated KECCpJ< (in German)

Specifications summary

REccAx (pronounced [kctjèk], like “ketchak”) is a Family of hash functions that has been submitted as
candidate to NIST’s hash algorithm competition (SHA-3). The text below is a quick description of
KEccAK using pseudo-code. In no way should this introductory text be considered as a formal and
reference description of KEcCAK. Instead the goal here is to present KECCAK with emphasis on
readability and clarity. For a more formal description, the reader is invited to read the reference
specifications in [1].

Structure of KECCAK

IKECCAK is a family of hash functions that is based on the sponge ccstrucUor, and hence is a sponge
function family. In KccA<, the underlying function is a Dermutation chosen in a set of seven KECc4K-f
permutations, denoted KEccAK-qbi, where b E {25, 50, 100, 200, 400, 800, 1600} is the width of the
permutation. The width of the permutation is also the width of the state in the sponge construction.

The state is organized as an array of SxS lanes, each of length w € {1, 2, 4, 8, 16, 32, 64}
(b=25w). When implemented on a 64-bit processor, a lane of KccA<-tf 1600] can be represented as
a 64-bit CPU word.

We obtain the Kcc4<[r,c] sponge function, with parameters capacity c and bitrate r, if we apply the
sponge construction to KECcA<-f{r±c] and by applying a specific padding to the message input.

Pseudo-code description

We first start with the description of KEccpx-f in the pseudo-code below. The number of rounds r

depends on the permutation width, and is given by n, = 12+21, where 2’ = w. This gives 24 rounds
for KEcc,x-f{1600].

Kcx-f[b1(A) {
forall i in O_ar—l

A= Roundfbj(A, RC[il)
return A

Rc’und[bJ(A,RC) {
o step
C[xJ = A[x,0] xor A[x,i1 xor Ax,2J xor A[x,3J xor A[x,4], forall x in 0.4
D[xj C[x—11 xor rot(C[x+1],1), forall x in 0...4
A[x,yJ = A[x,y] xor D[x], torah (x,y) in (O...4,Q4)

p and yr steps
B(y,2*x43*yl = rot(Ax,yI, r(x,yl), forahl (X,Y) in (O.4,04)

x step
A[x,y] = Bfz,yj xor ((not B[x+1,yJ) and B[x+2,yJ), forall (x,’J) in (0.4,0.4)
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step

A[0,01 = A[O,O] xor RC

return A

In the pseudo-code above, the following conventions are in use. All the operations on the indices are
done rnodulo 5. A denotes the complete permutation state array, and A[x,y] denotes a particular
lahe in that state. B[x,yJ, C[x], D[xJ are intermediate variables. The constants r[x,y] are the
rotation offsets (see Table 2), while RC [ii are the round constants (see Table 1). rot(W,r) is the
usual bitwise cyclic shift operation, moving bit at position i into position i+r (modulo the lane size).

Then, we present the pseudo-code for the KEccK[r,c] sponge function, with parameters capacity c
and bitrate r. The description below is restricted to the case of messages that span a whole number
of bytes. For messages with a number of bits not dividable by 8, we refer to the specifications [1]
for more details. Also, we assume for simplicity that r is a multiple of the lane size; this is the case
for the SHA-3 candidate parameters in [2].

Kscox(r,c](M) {
Initialization and padding
S[x,y] = 0, forall (x,y) in (0.4,0.4)
P H OxOl j OxOO OxCO
P = P xor (OxCO I II UxOD CxSD)

Absorbing phase
torah block P± in P

S[x,yJ = S[x,y] xor P[x+5ty), torah (x,y) such that x_5*y < r/t

S = !cn—f[r+c](S)

Squeezing phase
2 = empty string
while output is requested

Z = 2 P S[x,yj, torah (x,y) such that x+5y C nw
S = KEccx—f[r+c](S)

return

tn the pseudo-code above, S denotes the state as an array of lanes. The padded message P is
organised as an array of blocks P:, themselves organized as arrays of lanes. The operator
denotes the usual byte string concatenation.

Round constants

The round constants RC[iJ are given in the table below for the maximum lane size 64. For smaller
sizes, they are simply truncated. The formula can be found in [1].

Table 1: The round constants Rc[i]

RC[ 0] Ox000000000000000lRC[12] 0x0000000080008088

HC( ii Ox0000000000008082RC[13] Ox800000000000COSB

RC[ 2] 0x800000000000808ARC[14j Ox8000000000C08089

RC[ 3] OxS00000008000B000RC[15] 0x8000000000008003

RC[ 4] Ox000000000000BO8BRC[1&] 0x8000000000008002

RC[ 5] Ox0000000080000001RCf17] OxB0000000000000BO
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RC[ 6] 0x8000000080008081Rc[18] Ox000000000000800A

RC[ 7] 0x8000000000008009Rc[19]

RC[ 8] Ox00000000000000SARCt2O]

RC[ 9] Ox00000000000000B8RC[21]

RC[lO] 0x0000000080008009 RC[22]

RC[11] Ox000000008000000A RC[23]

Rotation offsets

0x8 00 0 00 0080 00 0 0 OA

0x8 000 000 080 00 8 08 1

0x8 000 000 000 00 8 080

OxO 000 000 080 000 00 1

0x8 000 000 080 0080 08

The rotation offsets r[x,yl are given in the table below. The formula can be found in [1].

Table 2: the rotation offsets
x = 3 x = 4 X = 0 X = 1 x = 2

y=225 39 3 10 43

y1.55 20 36 44 6

y=O28 27 0 1 62

y456 14 18 2 61

y32l 8 41 45 15
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