Massachusetts Institute of Technology Lecture 1 6.897: Principles of Fault-Tolerant Distributed Computing September 8, 2004 Professor Nancy Lynch, Dr. Gregory Chockler

Reading List.

1 Consensus in synchronous systems

1. M. Fischer. The Consensus Problem in Unreliable Distributed Systems (A Brief Survery).

International Conference on Foundations of Computation Theory, Sweden, 1983. Also, Yale TR-273.

2. L. Lamport and M. Fischer. Byzantine Generals and Transaction Commit Protocols. Unpublished (April 1982). http://theory.csail.mit.edu/papers/Lamport/lamport-fischer.pdf

3. D. Dolev, R. Reischuk, and H. Strong. Early stopping in byzantine agreement. Journal of the ACM, 37(4):720–741, October 1990.

4. N. Lynch. Distributed Algorithms. Morgan-Kaufman Publishers, 1997. Chapter 6.

2 Number of rounds for Consensus

1. M. K. Aguilera and S. Toueg. A simple byvalency proof that t-resilient consensus requires t + 1 rounds. Information Processing Letters 71(3-4), 1999.

2. I. Keidar and S. Rajsbaum. A Simple Proof of the Uniform Consensus Synchronous Lower Bounds. Information Processing Letters 85(1), 2003.

3 Synchronous Byzantine Consensus

1. T. K. Srikanth and Sam Toueg: Simulating Authenticated Broadcasts to Derive Simple Fault- Tolerant Algorithms. Distributed Computing 2(2): 80-94 (1987) 2. N. Lynch. Distributed Algorithms. Morgan-Kaufman Publishers, 1997. Sections 6.3.4, 6.4.

3. H. Attiya and J. Welch. Distributed Computing. McGraw-Hill, 1998 (1st edition). Section 12.3.

4 Asynchronous shared memory model with faulty processes

1. N. Lynch. Distributed Algorithms. Morgan-Kaufman Publishers, 1997. Chapter 13.

5 Impossibility of Consensus in asynchronous systems

1. H. Attiya and J. Welch. Distributed Computing. McGraw-Hill, 1998 (1st edition). Section 5.3.

6 Partial Synchrony

1. Danny Dolev, Cynthia Dwork, and Larry Stockmeyer. On the minimal synchronism needed for distributed consensus. Journal of the ACM, 34(1):77-97, January 1987.

2. Cynthia Dwork, Nancy Lynch, and Larry Stockmeyer. Consensus in the presence of partial synchrony. Journal of the ACM, 35(2):288-323, April 1988.

7 Failure Detectors

1. Tushar Deepak Chandra, Sam Toueg: Unreliable Failure Detectors for Reliable Distributed Systems. J. ACM 43(2): 225-267 (1996)

2. Tushar Deepak Chandra, Vassos Hadzilacos, Sam Toueg: The Weakest Failure Detector for Solving Consensus. J. ACM 43(4): 685-722 (1996)

8 Paxos

1. L. Lamport. The Part-Time Parliament ACM Transactions on Computer Systems 16, 2 (May 1998), 133-169.

2. L. Lamport. Paxos Made Simple ACM SIGACT News (Distributed Computing Column) 32, 4 (Whole Number 121, December 2001) 18-25.

9 Unifying Synchrony and Asynchrony. Indulgent Algorithms

1. E. Gafni. Round-by-round fault detectors: Unifying synchrony and asynchrony. In Proceedings of the 17th ACM Symposium on Principles of Distributed Computing (PODC-17), pages 143-152, Puerto Vallarta, Mexico, 1998.

2. R. Guerraoui. Indulgent Algorithms. Proceedings of the ACM Symposium on Principles of Distributed Computing (PODC 2000).

3. Partha Dutta and Rachid Guerraoui. The Inherent Price of Indulgence. Proceedings of the ACM Symposium on Principles of Distributed Computing (PODC 2002), Monterey CA, July 2002.

10 Constructing Reliable Objects from Unreliable Storage

1. Prasad Jayanti, Tushar Deepak Chandra, Sam Toueg: Fault-Tolerant Wait-Free Shared Objects. J. ACM 45(3): 451-500 (1998).

2. Jean-Philippe Martin, Lorenzo Alvisi, Michael Dahlin: Minimal Byzantine Storage. DISC 2002: 311-325.

3. I. Abraham, G. Chockler, I. Keidar and D. Malkhi. Byzantine Disk Paxos: Optimal Resilience with Byzantine Shared Memory. PODC’04.

11 Wait-Free vs. f-fault-tolerant Data Objects

1. Paul Attie, Nancy Lynch, and Sergio Rajsbaum. Boosting Fault-Tolerance in Asynchronous Message Passing Systems is Impossible. Technical Report MIT-LCS-TR-877, MIT Laboratory for Computer Science, Cambridge, MA, December 2002.

2. Tushar Deepak Chandra, Vassos Hadzilacos, Prasad Jayanti, Sam Toueg: Wait-Freedom vs.

t-Resiliency and the Robustness of Wait-Free Hierarchies. PODC 1994: 334-343

12 Shared memory vs. message passing

1. Carole Delporte-Gallet, Hugues Fauconnier, Rachid Guerraoui Shared Memory vs Message Passing. IC Technical Report: 200377, EPFL, 2003.

2. Wai-Kau Lo, Vassos Hadzilacos: Using Failure Detectors to Solve Consensus in Asynchronous Sharde-Memory Systems (Extended Abstract). WDAG 1994: 280-295.

3. Eli Gafni, Leslie Lamport: Disk Paxos. Distributed Computing 16(1): 1-20 (2003).

4. G. Chockler and D. Malkhi. Active Disk Paxos. PODC’02.

5. I. Abraham, G. Chockler, I. Keidar and D. Malkhi. Byzantine Disk Paxos: Optimal Resilience with Byzantine Shared Memory. PODC’04.

13 Dynamic Systems

1. RAMBO II: Rapidly Reconfigurable Atomic Memory for Dynamic Networks, by Seth Gilbert, Nancy Lynch, and Alex Shvartsman. 2003 International Conference on Dependable Systems and Networks (DSN 2003).

2. GeoQuorums: Implementing Atomic Memory In Mobile Ad Hoc Networks, by Shlomi Dolev, Seth Gilbert, Nancy Lynch, Alex Shvartsman, and Jennifer Welch. 17th International Symposium on Distributed Computing (DISC 2003).

3. Virtual Mobile Nodes for Mobile Ad Hoc Networks by Shlomi Dolev, Seth Gilbert, Nancy Lynch, Elad Schiller, Alex Shvartsman, and Jennifer Welch. 18th International Symposium on Distributed Computing (DISC 2004). Also, Brief Announcement at the 23rd Symposium on Principles of Distributed Computing (PODC 2004).

4. Nancy Lynch and Alex Shvartsman. RAMBO: A Reconfigurable Atomic Memory Service for Dynamic Networks. In D. Malkhi, editor, Distributed Computing (Proceedings of the 16th International Symposium on DIStributed Computing (DISC) October 2002, Toulouse, France), volume 2508 of Lecture Notes in Computer Science, pages 173-190, 2002. Springer- Verlag. Also, Technical Report MIT Laboratory for Computer Science, Technical Report MIT-LCS-TR-856, Cambridge, MA, 2002.