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The Computer Fraud 
and Abuse Act

Roots of the CFAA



The CFAA Today
18 U.S.C. § 1030(a)

(1) access a computer without authorization or exceeding authorized access, 
and obtain classified or atomic energy information, with reason to believe 
that information could be used to injure the United States 

(2) access a computer without authorization or exceeding authorized access, 
and obtain “information from any protected computer” 

(3) access without authorization any nonpublic computer of an agency of the 
United States government 

(4) with intent to defraud, access a computer without authorization or 
exceeding authorized access, and by doing so further the intended fraud 
and obtain a thing of value

The CFAA Today
18 U.S.C. § 1030(a)

(5) (A) knowingly cause transmission of a program, and intentionally cause 
damage 
(B) intentionally access computer without authorization, and as a result, 
recklessly cause damage 
(C) intentionally access a computer without authorization, and as a result 
cause damage and loss 

(6) trafficking in passwords through which a computer may be accessed 
without authorization 

(7) with an intent to extort, transmit a threat to cause damage to a computer 
or obtain information from a computer without authorization

The CFAA Today
Putting them together

(1) the “espionage, but with computers” one 

(2) the “obtaining information” one 

(3) the access to nonpublic fed. computers one  

(4) the “fraud, but with computers” one 

(5) the three “damage” crimes 

(6) password trafficking 

(7) the “extortion, but with computers” one
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(2) intentionally accesses a computer without authorization or exceeds authorized access, and 
thereby obtains […] (C) information from any protected computer 

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or 
exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains 
anything of value [not counting use of the computer, if that use is not worth more than $5000] 

(5)  (A) knowingly causes the transmission of a program, information, code, or command, and as a 
result of such conduct, intentionally causes damage without authorization, to a protected computer; 

(B) intentionally accesses a protected computer without authorization, and as a result of such 
conduct, recklessly causes damage; or 

(C) intentionally accesses a protected computer without authorization, and as a result of such 
conduct, causes damage and loss

(a) Whoever–

shall be punished as provided[.]

(2) intentionally accesses a computer without authorization or exceeds authorized access, and 
thereby obtains […] (C) information from any protected computer 

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or 
exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains 
anything of value [not counting use of the computer, if that use is not worth more than $5000] 

(5)  (A) knowingly causes the transmission of a program, information, code, or command, and as a 
result of such conduct, intentionally causes damage without authorization, to a protected computer; 

(B) intentionally accesses a protected computer without authorization, and as a result of such 
conduct, recklessly causes damage; or 

(C) intentionally accesses a protected computer without authorization, and as a result of such 
conduct, causes damage and loss

(a) Whoever–

shall be punished as provided[.]

CFAA Claims

§ 1030(a)(4)

Computer fraud

§ 1030(a)(2)

Unauthorized access of protected 

computer

§ 1030(a)(5)(B)

Computer damage

“exceeds authorized 
access”

access 
“without 

authorization”

- intent to defraud 
- accessed computer 

to further fraud 
- obtained a thing of 

value (except use of 
computer, usually)

- obtained 
“information” 

- Protected 
computer

- Cause damage 
- (recklessly)

§ 1030(a)(5)(A)

Computer damage

- transmit code 
- intentionally cause 

damage “without 
authorization”

§ 1030(a)(5)(C)

Computer damage

- cause damage  
- cause loss
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Computer damage
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the term “exceeds authorized access” means to access a 
computer with authorization and to use such access to 
obtain or alter information in the computer that the 
accesser is not entitled so to obtain or alter;



(6) the term “exceeds authorized access” means to access a computer 
with authorization and to use such access to obtain or alter information 
in the computer that the accesser is not entitled so to obtain or alter;

(e) As used in this section —

(6) the term “exceeds authorized access” means to access a computer 
with authorization and to use such access to obtain or alter information 
in the computer that the accesser is not entitled so to obtain or alter;

(e) As used in this section —

Van Buren: “in the 
same manner”

Gov’t: “under the 
same circumstances”
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the term “exceeds authorized access” means to access a 
computer with authorization and to use such access to 
obtain or alter information in the computer that the 
accesser is not entitled so to obtain or alter;

Per Van Buren v. United States (2021)… 

• “so” in “not entitled so to obtain” means “in the same manner” 

• should be geared towards “inside hackers” as a “gates-up-or-down” inquiry 

• and when Congress uses technical words courts should give them their technical meanings 

• but SCOTUS is not saying this has to be “code based,” at least for now.

“access a computer with 
authorization and to use such 
access to obtain or alter 
information in the computer 
that the accesser is not entitled 
so to obtain or alter” 

• “so” is “in the same 
manner” 

• should be a “gates-up-or-
down” inquiry 

• when Congress uses 
technical words courts 
should give them their 
technical meanings 

• but SCOTUS is not saying 
this has to be “code 
based,” at least for now.

“access a computer with 
authorization and to use such 
access to obtain or alter 
information in the computer 
that the accesser is not entitled 
so to obtain or alter” 

• “so” is “in the same 
manner” 

• should be a “gates-up-or-
down” inquiry 

• when Congress uses 
technical words courts 
should give them their 
technical meanings 

• but SCOTUS is not saying 
this has to be “code 
based,” at least for now.



“access a computer with 
authorization and to use such 
access to obtain or alter 
information in the computer 
that the accesser is not entitled 
so to obtain or alter” 

• “so” is “in the same 
manner” 

• should be a “gates-up-or-
down” inquiry 

• when Congress uses 
technical words courts 
should give them their 
technical meanings 

• but SCOTUS is not saying 
this has to be “code 
based,” at least for now.

“access a computer with 
authorization and to use such 
access to obtain or alter 
information in the computer 
that the accesser is not entitled 
so to obtain or alter” 

• “so” is “in the same 
manner” 

• should be a “gates-up-or-
down” inquiry 

• when Congress uses 
technical words courts 
should give them their 
technical meanings 

• but SCOTUS is not saying 
this has to be “code 
based,” at least for now.

“access a computer with 
authorization and to use such 
access to obtain or alter 
information in the computer 
that the accesser is not entitled 
so to obtain or alter” 

• “so” is “in the same 
manner” 

• should be a “gates-up-or-
down” inquiry 

• when Congress uses 
technical words courts 
should give them their 
technical meanings 

• but SCOTUS is not saying 
this has to be “code 
based,” at least for now.

“access a computer with 
authorization and to use such 
access to obtain or alter 
information in the computer 
that the accesser is not entitled 
so to obtain or alter” 

• “so” is “in the same 
manner” 

• should be a “gates-up-or-
down” inquiry 

• when Congress uses 
technical words courts 
should give them their 
technical meanings 

• but SCOTUS is not saying 
this has to be “code 
based,” at least for now.

https://dcp2.att.com/OPENDClient/openPage?ICCID=8991101200003204510



“access a computer with 
authorization and to use such 
access to obtain or alter 
information in the computer 
that the accesser is not entitled 
so to obtain or alter” 

• “so” is “in the same 
manner” 

• should be a “gates-up-or-
down” inquiry 

• when Congress uses 
technical words courts 
should give them their 
technical meanings 

• but SCOTUS is not saying 
this has to be “code 
based,” at least for now.

“access a computer with 
authorization and to use such 
access to obtain or alter 
information in the computer 
that the accesser is not entitled 
so to obtain or alter” 

• “so” is “in the same 
manner” 

• should be a “gates-up-or-
down” inquiry 

• when Congress uses 
technical words courts 
should give them their 
technical meanings 

• but SCOTUS is not saying 
this has to be “code 
based,” at least for now.

“access a computer with 
authorization and to use such 
access to obtain or alter 
information in the computer 
that the accesser is not entitled 
so to obtain or alter” 

• “so” is “in the same 
manner” 

• should be a “gates-up-or-
down” inquiry 

• when Congress uses 
technical words courts 
should give them their 
technical meanings 

• but SCOTUS is not saying 
this has to be “code 
based,” at least for now.

“access a computer with 
authorization and to use such 
access to obtain or alter 
information in the computer 
that the accesser is not entitled 
so to obtain or alter” 

• “so” is “in the same 
manner” 

• should be a “gates-up-or-
down” inquiry 

• when Congress uses 
technical words courts 
should give them their 
technical meanings 

• but SCOTUS is not saying 
this has to be “code 
based,” at least for now.



CFAA Claims

§ 1030(a)(4)

Computer fraud

§ 1030(a)(2)

Unauthorized access of protected 

computer

§ 1030(a)(5)(B)

Computer damage

“exceeds authorized 
access”

access 
“without 

authorization”

- intent to defraud 
- accessed computer 

to further fraud 
- obtained a thing of 

value (except use of 
computer, usually)

- obtained 
“information” 

- Protected 
computer

- Cause damage 
- (recklessly)

§ 1030(a)(5)(A)

Computer damage

- transmit code 
- intentionally cause 

damage “without 
authorization”

§ 1030(a)(5)(C)

Computer damage

- cause damage  
- cause loss

the term “exceeds authorized access” means to access a 
computer with authorization and to use such access to 
obtain or alter information in the computer that the 
accesser is not entitled so to obtain or alter;

Per Van Buren v. United States (2021)… 

• “so” in “not entitled so to obtain” means “in the same manner” 

• should be geared towards “inside hackers” as a “gates-up-or-down” inquiry 

• and when Congress uses technical words courts should give them their technical meanings 

• but SCOTUS is not saying this has to be “code based,” at least for now.

(2) intentionally accesses a computer without authorization or exceeds authorized access, and 
thereby obtains […] (C) information from any protected computer 

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or 
exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains 
anything of value [not counting use of the computer, if that use is not worth more than $5000] 

(5)  (A) knowingly causes the transmission of a program, information, code, or command, and as a 
result of such conduct, intentionally causes damage without authorization, to a protected computer; 

(B) intentionally accesses a protected computer without authorization, and as a result of such 
conduct, recklessly causes damage; or 

(C) intentionally accesses a protected computer without authorization, and as a result of such 
conduct, causes damage and loss

(a) Whoever–

shall be punished as provided[.]





(g) Any person who suffers damage or loss by reason of a violation of this section may maintain a 
civil action against the violator to obtain compensatory damages and injunctive relief or other 
equitable relief. A civil action for a violation of this section may be brought only if the conduct 
involves 1 of the factors set forth in subclauses  (I), (II), (III), (IV), or (V) of subsection (c)(4)(A)(i). 
Damages for a violation involving only conduct described in subsection (c)(4)(A)(i)(I) are limited 
to economic damages. […]

(c) The punishment for an offense under subsection (a) or (b) of this section is— 

(4)(A) [with some exceptions,] a fine under this title, imprisonment for not more than 5 years, or 
both, in the case of—

(i) an offense under subsection (a)(5)(B), [if a first offense,] if the offense caused [or would 
have caused] –

(I) loss to 1 or more persons during any 1-year period [and for criminal cases, loss affecting 
1 or more protected computers] aggregating at least $5,000 in value; 

(II) [impairment or modification of medical technologies] 

(III) physical injury to any person; 

(IV) a threat to public health or safety; 

(V)[government computers used in administration of justice, national defense, or national 
security]

(g) Any person who suffers damage or loss by reason of a violation of this section may maintain a 
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More on April 8!

• “Code as speech” and First Amendment overlays with source code 
[Leah Gervin] 

• Reverse engineering and “anticircumvention” laws  
[Anastassia Korin] 


