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Cybersecurity Research:
Addressing the Legal Barricrs and Disincentives

Report of a Workshop convencd by
the Berkeley Center for Law & Technology,
the UC Berkeley School of Information
and the International Computer Science Institute
under a grant from the National Science Foundation
Awad No. (FAIN) 151805
s 1459, Sesams

tinkering and modification. While there are arguments that the laws at issue would not be used to
actually prosecute legitimate cybersecurity research, the laws are ambiguous and can be broadly
interpreted, generating uncertainty that has a wide chilling effect.

Background
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The chilling effect of these barriers takes many forms: Academic and other research institutions can
be risk-averse, advising faculty and students to steer clear of research with unclear liability; faculty
may advise students to work in areas less fraught with potential legal and public-relations challenges;
and peer review may look unfavorably upon researchers whose work treads too closely to legal
lines."” Funders may be reluctant to support certain kinds of research. Academic publication venues
are forced to wrestle with questions regarding the legality of research, despite its public value. Papers
have been both delayed and outright pulled due to court intervention, threats of suit by research
subjects, and program committee concerns with potential liability exposure for the committee, the
institution, or the venue.” Independent researchers face an outsized threat of criminal prosecution
and civil litigation. Researchers at corporations face a chill as well, because the questionable legality
of certain security research may raise an appearance of impropriety if another company’s technology
is the subject of analysis.
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The Anatomy of a Subway Hack:

Breaking Crypto RFID's and Magstripes of Ticketing Systems

Zack Anderson Student, MIT
RJ Ryan Student, MIT
Alessandro Chiesa Student, MIT

Want free subway rides for life? In this talk we go over weaknesses in common subway fare collection systems. We focus on the Boston T
subway, and show how we reverse engineered the data on magstripe card, we present several attacks to completely break the CharlieCard, a
MIFARE Classic smartcard used in many subways around the world, and we discuss physical security problems. We will discuss practical brute
force attacks using FPGAs and how to use software-radio to read RFID cards. We go over social engineering attacks we executed on employees,
and we present a novel new method of hacking WiFi: WARCARTING. We will release several open source tools we wrote to perform these
attacks. With live demos, we will demonstrate how we broke these systems.
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The Computer Fraud
and Abuse Act

GREETINGS PROFESSOR FRALKEN

HELLO

A STRANGE GRME.

Roots of the CFAA
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Is it a game, or is it real?
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LET'S CRACK DOWN ON HACKERS

Fred Benner

m Sitting in front of his home computer console, a
teenage boy feverishly types in password after password
in an attempt to access the mystery computer he has
stumbled upon. Although he is somewhat discouraged by
his vain attempts to solve this particular Rubik's cube, he
finally cracks the code and he is "in." Like a kid in a
candy store, he excitedly applies his small amount of
knowledge of computers obtained through a summer course
and "browses" through the system. After a thorough look,
he hangs up the phone, finishes his algebra homework,
and goes to bed, satisfied with his computer safecracking
achievement.

(2) Does this sound like a scene from the popular
movie, War Games? As impossible as it seems, our mental
image of the computer "hacker" (so-named for the ability
to hack-up computer systems) is not so far from reality,
but not as glamorous as it looks. Hacking should be
recognized as nothing more than what it really
is--breaking and entering, invasion of privacy, and in
some cases, theft and destruction of property. It should
also show why there is a need for government regulation
of home computers.




THE CFAA TobpAY

18 U.S.C. § 1030(a)

(1) access a computer without authorization or exceeding authorized access,
and obtain classified or atomic energy information, with reason to believe
that information could be used to injure the United States

(2) access a computer without authorization or exceeding authorized access,
and obtain “information from any protected computer”

(3) access without authorization any nonpublic computer of an agency of the
United States government

(4) with intent to defraud, access a computer without authorization or
exceeding authorized access, and by doing so further the intended fraud
and obtain a thing of value

THE CFAA TobpAYy

18 U.S.C. § 1030(a)

(5) (A) knowingly cause transmission of a program, and intentionally cause
damage
(B) intentionally access computer without authorization, and as a result,
recklessly cause damage
(C) intentionally access a computer without authorization, and as a result
cause damage and loss

(6) trafficking in passwords through which a computer may be accessed
without authorization

(7) with an intent to extort, transmit a threat to cause damage to a computer
or obtain information from a computer without authorization

Tethalosy L Clric Tecmeosy Lo Clrc
THE CFAA TobDAY THE CFAA TobDAY
Putting them fogether Putting them together
(1) the “espionage, but with computers” one
(2) the “obtaining information” one (2) the “obtaining information” one
(3) the access to nonpublic fed. computers one
(4) the “fraud, but with computers” one (4) the “fraud, but with computers” one
(5) the three “damage” crimes (5) the three “damage” crimes
(6) password trafficking
(7) the “extortion, but with computers” one
[BU st [BU b,




(a) Whoever-

(2) intentionally accesses a computer without authorization or exceeds authorized access, and

thereby obtains [...] (C) information from any protected computer

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or
exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains

anything of value [not counting use of the computer, if that use is not worth more th

an $5000]

(5) (A) knowingly causes the transmission of a program, information, code, or command, and as a
result of such conduct, intentionally causes damage without authorization, fo a protected computer;

(B) intentionally accesses a protected computer without authorization, and as a result of such

conduct, recklessly causes damage; or

(C) intentionally accesses a protected computer without authorization, and as a result of such

conduct, causes damage and loss

Schoolof Law shall be punish
Technology Law Clinic

ed as provided[.]

(a) Whoever-

(2) intentionally accesses a computer without authorization or exceeds authorized access, and
thereby obtains [...] (C) information from any protected computer

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or
exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains
anything of value [not counting use of the computer, if that use is not worth more than $5000]

(5) (A) knowingly causes the transmission of a program, information, code, or command, and as a
result of such conduct, intentionally causes damage without authorization, fo a protected computer;

(B) intentionally accesses a protected computer without authorization, and as a result of such
conduct, recklessly causes damage; or

(C) intentionally accesses a protected computer without authorization, and as a result of such

conduct, causes damage and loss

Schoolof Law shall be punished as provided[.]
Technology Law Clinic

CFAA CLAIMS

§1030(a)(4) —

n
Computer fraud access value (except use of
computer, usually)
- obtained
§ 1030(3)(2) “information”
Unauthorized access of protected / _ Profected

e —_— access

“without

Computer damage

§1030(a)(5)(B) 7’ authorization” \ .

§1030(a)(5)(C)

Computer damage

§1030(a)(5)(A)

Computer damage
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intent to defraud
accessed computer

“exceeds authorized — | iher fraud

- obtained a thing of

computer

Cause damage
(recklessly)

cause damage
cause loss

transmit code
intentionally cause
damage “without
authorization”

CFAA CLAIMS

“exceeds authorized
access”

the term “exceeds authorized access” means to access a
computer with authorization and fo use such access to
obtain or alter information in the computer that the
accesser is not entitled so to obtain or alter;
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THE UNITED STATES ATTORNEYS OFFICE
NORTHERN DISTRICT o/ “GEORGIA E=a

HOME ABOUT NEWS MEET THE U.S. ATTORNEY DIVISIONS. PROGRAMS CAREERS CONTACT

U.S. Attorneys » Northern District of Georgia » News FIND YOUR LOCAL
Department of Justice VOTING RESOU’;‘RCES
o

USS. Attorney’s Office

Northern District of Georgia

REPORT
FOR IMMEDIATE RELEASE ‘Thursday, May 3, 2018 COVID-19 CRIME

Former Cumming police officer sentenced to prison for
bribes and p fraud

ATLANTA — Nathan VanBuren, a former Camming police officer, was sentenced to federal prison for
accepting bribes and ly accessing a confidential database.

“VanBuren violated his oath of office and broke the laws he swore to uphold and enforce,” said U. .
Attorney Byung J. “BJay” Pak. “His crimes undermine the hard work of his fellow officers, as well as the
community’s trust and respect for police officers.”

DEPARTMENT o/° JUSTICE
ACTION CENTER

“The actions of VanBuren i to the many men and women in law enforcement,

who work hard every day with integrity and commitment. The FBI will continue to dedicate significant Report a Crime
resources toward investigating anyone who tarnishes their reputation by straying from his or her oath,” GetaJob

said David J. LeValley, Special Agent in Charge of FBI Atlanta. Find Help and Information for
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(e) As used in this section —

(6) the term “exceeds authorized access” means to access a computer
with authorization and to use such access to obtain or alter information
in the computer that the accesser is not entitled so to obtain or alter;
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(e) As used in this section —

(6) the term “exceeds authorized access” means to access a computer
with authorization and to use such access to obtain or alter information
in the computer that the accesser is not entitled so to obtain or alter;

Van Buren: “in the Gov't: “under the
same manner” same circumstances”
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Van Buren’s account of “so”—namely, that “so” references
the previously stated “manner or circumstance” in the text
of §1030(e)(6) itself—is more plausible than the Govern-
ment’s. “So” is not a free-floating term that provides a hook
for any limitation stated anywhere. It refers to a stated,
identifiable proposition from the “preceding” text; indeed,
“s0” typically “[r]epresent[s]” a “word or phrase already em-
ployed,” thereby avoiding the need for repetition. 15 Oxford
English Dictionary, at 887; see Webster’s Third New Inter-
national Dictionary 2160 (1986) (so “often used as a substi-
tute. .. to express the idea of a preceding phrase”). Myriad
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CFAA CLAIMS

§1030(a)(d) ———— "exceeds authorized

e, access' D
§ 1030(:)(2)>< ><
BRI e

§1030 5)(&)7 authorization”
§10306)5)C) \

“without
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Van Buren’s account of subsection (a)(2) makes sense of
the statutory structure because it treats the “without au-
thorization” and “exceeds authorized access” clauses con-
sistently. Under Van Buren’s reading, liability under both
clauses stems from a gates-up-or-down inquiry—one either
can or cannot access a computer system, and one either can
or cannot access certain areas within the system.® And

reading both clauses to adopt a gates-up-or-down approach
aligns with the computer-context understanding of access
as entry. See supra, at 11-12.°
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That reading, moreover, is perfectly consistent with the
way that an “appropriately informed” speaker of the lan-
guage would understand the meaning of “exceeds author-
ized access.” Nelson, What Is Textualism? 91 Va. L. Rev.
347, 354 (2005). When interpreting statutes, courts take
note of terms that carry “technical meaning[s].” A. Scalia
& B. Garner, Reading Law: The Interpretation of Legal
Texts 73 (2012). “Access” is one such term, long carrying a
“well established” meaning in the “computational sense”—
a meaning that matters when interpreting a statute about
computers. American Heritage Dictionary 10 (3d ed. 1992).
In the computing context, “access” references the act of en-
tering a computer “system itself” or a particular “part of a

computer system,” such as files, folders, or databases.t It is
thus consistent with that meaning to equate “exceed[ing]
authorized access” with the act of entering a part of the sys-
tem to which a computer user lacks access privileges.” The
Government and the dissent’s broader interpretation is nei-
ther the only possible nor even necessarily the most natural
one.

CFAA CLaims

§1030(a)(d) ———— "exceeds authorized

“without

e access”
mzsegzz>< ><
—_ access /'
5XB) —— authorization” —_
5%C) / \
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Van Buren’s account of subsection (a)(2) makes sense of
the statutory structure because it treats the “without au-
thorization” and “exceeds authorized access” clauses con-
sistently. Under Van Buren’s reading, liability under both
clauses stems from a gates-up-or-down inquiry—one either
can or cannot access a computer system, and one either can
or cannot access certain areas within the system.! And

reading both clauses to adopt a gates-up-or-down approach
aligns with the computer-context understanding of access
as entry. See supra, at 11-12.9

School of Law
Technology Law Clinic

Van Buren’s account of subsection (a)(2) makes sense of
the statutory structure because it treats the “without au-
thorization” and “exceeds authorized access” clauses con-
sistently. Under Van Buren’s reading, liability under both
clauses stems from a gates-up-or-down inquiry—one either

can or cannot access a computer system, and one e} § can
or cannot access certain areas within the systefg And




CFAA CLAIMS

“exceeds authorized
access”

the term “exceeds authorized access” means to access a
computer with authorization and fo use such access to
obtain or alter information in the computer that the
accesser is not entitled so to obtain or alter;

8 For present purposes, we need not address whether this inquiry turns
only on technological (or “code-based”) limitations on access, or instead
also looks to limits contained in contracts or policies. Cf. Brief for Orin
Kerr as Amicus Curiae 7 (urging adoption of code-based approach).

Per Van Buren v. United States (2021)...

e “so” in “not entitled so to obtain” means “in the same manner”

o should be geared towards “inside hackers” as a “gates-up-or-down” inquiry
o and when Congress uses technical words courts should give them their technical meanings

e but SCOTUS is not saying this has to be “code based,” at least for now.
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“access a computer with “access a computer with

authorization and fo use such RELATED VIDEOS authorization and to use such

access to obtain or alter B access to obtain or alter

information in the computer - - - - information in the computer

that the accesser is not entitled wans cvnune s conune s comne s conne that the accesser is not entitled

so fo obtain or alter” gk'k Lz g“‘ £!E~ 3“3 so to obtain or alter”

e “so"is"in the same - B S - e B - B e “so”is"in the same
manner” 2 2 - . manner”

*  should be a “gates-up-or- CURLING CURLING CURLING CURLING e should be a “gates-up-or-
down” inquiry Men's Round Robin, CAN vs GBR Men's Round Robin, DEN vs USA Men’ NORvs ITA Robin, SWE vs SUI down” inquiry

.

when Congress uses
technical words courts
should give them their
technical meanings

but SCOTUS is not saying
this has to be “code
based,” at least for now.
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password regardless of whether you were the one performing those actions.

3. You must use the University's computing facilities only for the University-related purposes for
{Which they were authorized! As with all University equipment, use of the computing facilities,
including the Campus Network, for private or commercial purposes is prohibited, except as
expressly authorized. You must not use the University’s computing facilities for any unlawful
purpose, including but not limited to the collection, installation or distribution of fraudulently
or illegally obtained media files or software. Use of external networks or services — including
cloud services — must comply with the policies of acceptable use published both by the
University and by the organizations providing those networks or services.

4. You must not access, alter, copy, move or remove information, proprietary software or other

when Congress uses
technical words courts
should give them their
technical meanings

but SCOTUS is not saying

this has to be “code
based,” at least for now.

School of Law
Technology Law Clinic




“access a computer with
authorization and to use such
access to obtain or alter
information in the computer
that the accesser is not entitled

Jort requests, bsé

page = requests.get('http://sites.bu.edu/techlaw/blog')

page.raise_for_status()

pageSource = bs4.BeautifulSoup(page.text, 'lxml')
titles = pageSource.select(’

for i in titles:
print(i.getText())

article h2')

50 fo obtain or alter”

e “so”is"in the same
manner”

e« should be a “gates-up-or-
down” inquiry

o when Congress uses
technical words courts
should give them their
technical meanings

e but SCOTUS is not saying

this has to be “code
based,” at least for now.
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“access a computer with
authorization and to use such
access to obtain or alter
information in the computer
that the accesser is not entitled
so to obtain or alter”

e “s0”is"in the same
manner”

e should be a “gates-up-or-
down” inquiry

o  when Congress uses
technical words courts
should give them their
technical meanings

e but SCOTUS is not saying

this has to be “code
based,” at least for now.
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"A PAC run anti-Trump site putintrump.org is about to launch. The PAC is
arecycled pro-Iraq war PAC. We have guessed the password. It is
'putintrump.' See 'About' for who is behind it. Any comments?"

“Guys 1 got a weird Twitter DM from [W]ikileaks. See below. I tried the password and it
works and the about section they reference contains the next pic in terms of who is behind
it. Not sure if this is anything but it seems like it’s really wikileaks asking me as I follow
them and it is a DM. Do you know the people mentioned and what the conspiracy they
are looking for could be? These are just screen shots but it’s a bully built out page
claiming to be a PAC let me know your thoughts and if we want to look into it. "

‘THE MUELLER MEMOS

BuzzFeed News

REPORTING TO YOU

SIONIN  ABOUTUS

A New Version Of The Mueller
Report Reveals That Mueller
Declined To Charge Donald Trump
Jr. And Roger Stone With

Computer Crimes

The document was released in response to a Freedom of Information Act lawsuit filed

by BuzzFeed News

by ason Leopold by Anthony Cormier
BuizzFead News Reporter BuzzFesd News Reporter

Posted on February 11, 2022, 407 pm

View 49 comments

GOTATIP?  SUPPORTUS  BUZZFEED.COM

2. Potential Section 1030 Violation By Donald Trump Jr.

The Office also considered whether Donald Trump Jr. intentionally accessed a protected
computer without authorization, in violation of 18 U.S.C. § 1030(a)(2)(C) & (c)(2)(A) (providing
penalties for “[w]hoever . . . intentionally accesses a computer without authorization or exceeds
authorized access, and thereby obtains . . . information from any protected computer”). The
conduct at issue was Trump Jr.’s use of a password, supplied to him by WikiLeaks in a Twitter
direct message, to access the website “putintrump.org” in September 2016. See Volume I, Section
1ILD.1.e, supra.

The facts known to the Office likely sufficed to establish each element of a misdemeanor
violation of Section 1030(a)(2)(C). Trump Jr. received the password from WikiLeaks and then
wrote to others that “it worked” when he tried it; that evidence would support a conclusion that he
“ [d] a computer without authorization.” See United States v. Phillips, 477 F.3d 215, 219-
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220 (5th Cir. 2007) (collecting cases holding that use of a guessed password, or one belonging to
athird party, constitutes unauthorized access). That same course of conduct, and Trump Jr.’s email

admissions afterwards, also suggested that Trump Jr. acted “intentionally.” See United States v.

trigger felony punishment under the statute, See 18 U.S.C. § 1030(c)(2)(B). Given that Trump Jr.
did not himself initiate the plan to access the website o guess the password, the absence of
evidence that his acts caused any damage to the website or obtained valuable information, the

technical nature of the violation, and the minimal i that a mi iction could
be expected to carry in these circumstances, the Office decided against pursuing charges.

“access a computer with
authorization and to use such
access to obtain or alter
information in the computer
that the accesser is not entitled
so to obtain or alter”

e “s0”is"in the same
manner”

e should be a “gates-up-or-
down” inquiry

o when Congress uses
technical words courts
should give them their
technical meanings

e but SCOTUS is not saying
this has to be “code
based,” at least for now.
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“access a computer with
authorization and to use such
access to obtain or alter

infor

mation in the computer

that the accesser is not entitled
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obtain or alter”

's0” is “in the same
manner”

should be a “gates-up-or-
down” inquiry

when Congress uses
technical words courts
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technical meanings
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this has to be “code
based,” at least for now.

School of Law
Technology Law Clinic

The Markup

Crime Prediction Software
Promised to Be Free of Biases.

New Data Shows It
Perpetuates Them

The company that makes it sent more than 5.9 million of these crime

predictions to law enforcement agencies across the country—from California

to Florida, Texas to New Jersey—and we found those reports on an

unsecured server.

“access a computer with
authorization and to use such
access to obtain or alter

infor

‘mation in the computer

that the accesser is not entitled

so fo

obtain or alter”

50" is “in the same
manner”

should be a “gates-up-or-
down” inquiry

when Congress uses
technical words courts
should give them their
technical meanings

but SCOTUS is not saying

this has to be “code
based,” at least for now.
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The Markup

Big Tech Is Watching You. We're Watching Big Tech.

Rz
Family Safety App Touting Digital
Security Leaves Its Own Users’
Sensitive Data at Risk

Former employees said Life360 executives knew about security gaps

By Alfred Ng and Jon Keegan
February 17, 2022 08:00 ET

What We Found

Why This Matters

Alack of multifactor
authentication

Multifactor authentication prevents an attacker from
being able to log in to your accounts by having just
your password alone. It usually requires a second
authentication method, which can be a temporary
ode from a text message or an authentication app, o
a physical token like a USB security key.

No log-in attempt limits

Attempt limits prevent attackers from making an
infinite amount of guesses untilthey correctly guess
your password. Hackers will often use bots to do this
and can eventually crack most passwords without
attempt limits. We were able to try the wrong
password 500 times with no warning (after checking
an inital checkbox labeled “I am human”).

Lack of password
change notifications

Password change notifications warn users when their
credentials are altered without their consent. Life360
logs out all other sessions once a password is
changed, but the original owner is never notified when
that happens. If the attacker changes the password
before the real user does, the real user would
effectively be locked out of their own accounts.

“access a computer with
authorization and fo use such
access to obtain or alter

infor

mation in the computer

that the accesser is not entitled
50 to obtain or alter”

“s0” is “in the same
manner”
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down” inquiry

when Congress uses
technical words courts
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technical meanings
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this has to be “code
based,” at least for now.
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HI, THIS 15 OH, DEPR - DID HE
YOUR SON'G SCHOOL. | BREAK SOMETHING?
WERE HAVING SOME

CoMPUTER TROLBLE. | 'V A WAY=

Q)
i

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Studerts;-~ 7

~ OH.YES. UTNE
BOBBY TABLES,
WE CALL HM.

WELL, WEVE LOST THIS
YEARS STUDENT RECORDS.
I HOPE YOURE HAPPY.

AND I HOPE
- YOUVE LEARNED
TO SANIZE YOUR
DATABASE INPUTS.
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The evidence permitted the jury to con-
clude that Morris’s use of the SEND MAIL
and finger demon features constituted ac-

cess without authorization.

While a case

might arise where the use of SEND MAIL
or finger demon falls within a nebulous
area in which the line between accessing
without authorization and exceeding autho-

unauthorized access.

to their intended function.

rized access may not be clear, Morris’s

Morris did not use
either of those features in any way related
He did not send

or read mail nor discover information about
other users; instead he found holes in both




CFAA CLAIMS

“exceeds authorized
access”

the term “exceeds authorized access” means to access a
computer with authorization and fo use such access to
obtain or alter information in the computer that the
accesser is not entitled so to obtain or alter;

Per Van Buren v. United States (2021)...
e “so” in “not entitled so to obtain” means “in the same manner”

o should be geared towards “inside hackers” as a “gates-up-or-down” inquiry

o and when Congress uses technical words courts should give them their technical meanings

e but SCOTUS is not saying this has to be “code based,” at least for now.

School of Law
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(a) Whoever-

(2) intentionally accesses a computer without authorization or exceeds authorized access, and
thereby obtains [...] (C) information from any protected computer

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or
exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains
anything of value [not counting use of the computer, if that use is not worth more than $5000]

(5) (A) knowingly causes the transmission of a program, information, code, or command, and as a
result of such conduct, intentionally causes damage without authorization, fo a protected computer;

(B) intentionally accesses a protected computer without authorization, and as a result of such
conduct, recklessly causes damage; or

(C) intentionally accesses a protected computer without authorization, and as a result of such
conduct, causes damage and loss

shall be punished as provided[.]
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Vulnerability Reporting
Overview

o aur toals or their users. EFF's Vulnerabilty Disclosure Program covers selct software:

. panialy or primsarily written by EFF.
our doud serices.

Reporting Suspected Vulnerabilities Scope: Software Written by EFF

School of Law charges, of the following software:

Technology Law Clinic

« HTTPS Everywhere (for Chrome and Firofox)

SOLUTIONS v PRODUCTS v PARTNERS v COMPANY ~ HACKERS v RESOURCES v

lackerone

Bug Bounty Program
Launched on Feb 2022

() Instacart
]

I 4

Additionally, while hunting for bugs, please refrain from the following activities:

http://instacart.com Managed by HackerOne

Includes retesting (%)
Assetsin scope

Reports resolved Average bounty

* Testing for DoS issues, or any kind of issue which could affect the experience of other Instacart users
* Using automated tools which generate significant traffic

* Accessing another user’s data or other private information

* Attempting to social engineer or spam Instacart employees, shoppers or other users

* Submitting reports from automated tools without any verification

o P

Systems or services which are not owned or maintained by Instacart, such as third-party blogs or micro-sites, are not

eligible, and we can't give you permission to test against. These include (but not limited to):

« brand.instacart.com

« careers.instacart.com and www.careers.instacart.com

« carrotstore.instacart.com and www.carrotstore.instacart.com
School of Law « corporate.instacart.com
Technology Law Clinic

« covidresponse.instacart.com




I1acker0ne SOLUTIONS v PRODUCTS v PARTNERS COMPANY v HACKERS v RESOURCES -

Vulnerability Disclosure
Program
Launched on Feb 2022

UPS VDP

https://www.ups.com
Managed by HackerOne

Reports resolved Assetsin scope
2 1

Policy ~Hacktivity ~Thanks ~ Updates (0)

Disclosure Policy

As this is a private program, please do not discuss this program or any vulnerabilities (even resolved ones) outside of the

.
program without express consent from the organization.
* Follow HackerOne's disclosure guidelines.
School of Law School of Law
Technology Law Clinic Technology Law Clinic
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o T HIGHER ED

Practice Areas People Blog ContactUs Frequently Asked Quest

“News  #Technology print &

Legal Services for Student Research and Creation
Facebook Disables NYU Research Accounts

MIT and BU Students: Click Here for Our Intake Questionnaire

The BU/MIT Technology Law Ci
tesel N Boston Facebook claims the researchers' data collection methods violate its terms of service. The recent
Law tudent
action highights the increasingly fraught relationship between colleges and universities and the big
acadernic i ania ay fraud! P g i TRENDING STORIES

tech companies they research

experiments, and ventures,
Truths about an academic career people

By EmmaWhitord 1 August6,2021 often don' share (opinon)

The TLC i partof the BUAMIT nteectunl Property & .2
L Institute of Colleges must change to better serve
‘multiracial students (opinion)

Technology. Along with its companion clinic — the which provides legal advice to startups coming out of MIT and BU — BU Law.
Servicers prepare for student loan payments
tore

What Will Higher Education Look Like 15
Years From Now? | Higher Ed Gamma

The clinic: the

Advice for how to make courageous
decisions in academe (opinion)

‘Somatimes your innovations need a ttle TLC.
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(g) Any person who suffers damage or loss by reason of a violation of this section may maintain a
civil action against the violator to obtain compensatory damages and injunctive relief or other
equitable relief. A civil action for a violation of this section may be brought only if the conduct

involves 1 of the factors set forth in subclauses (1), (1), (l11), (IV), or (V) of subsection (c)(4)(A)(i).

Damages for a violation involving only conduct described in subsection (c)(4)(A)(i)(1) are limited
to economic damages. [...]

(c) The punishment for an offense under subsection (a) or (b) of this section is—

(4)(A) [with some exceptions,] a fine under this title, imprisonment for not more than 5 years, or
both, in the case of —

(i) an offense under subsection (a)(5)(B), [if a first offense,] if the offense caused [or would
have caused] -

(1) loss to 1 or more persons during any 1-year period [and for criminal cases, loss affecting

1 or more protected computers] aggregating at least $5,000 in value;

(I1) [impairment or modification of medical technologies]

(II1) physical injury to any person;

(IV) a threat to public health or safety;

(V)[government computers used in administration of justice, national defense, or national

School of Law q
Technology Law Clinic security]

(g) Any person who suffers damage or loss by reason of a violation of this section may maintain a
civil action against the violator to obtain compensatory damages and injunctive relief or other
equitable relief. A civil action for a violation of this section may be brought only if the conduct
involves 1 of the factors set forth in subclauses (1), (11), (I11), (IV), or (V) of subsection (c)(4)(A)(i).
Damages for a violation involving only conduct described in subsection (c)(4)(A)(i)(I) are limited
to economic damages. [...]

(c) The punishment for an offense under subsection (a) or (b) of this section is—
(4)(A) [with some exceptions,] a fine under this title, imprisonment for not more than 5 years, or
both, in the case of —
(i) an offense under subsection (a)(5)(B), [if a first offense,] if the offense caused [or would
have caused] —

(1) loss to T or more persons during any 1-year period [and for criminal cases, loss affecting
1 or more protected computers] aggregating at least $5,000 in value;

(I1) [impairment or modification of medical technologies]

(Il1) physical injury to any person;

(IV) a threat to public health or safety;

(V)[government computers used in administration of justice, national defense, or national
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(g) Any person who suffers damage or loss by reason of a violation of this section may maintain a
civil action agair f or other
equitable relief. 1e conduct
involves 1 of the
Damages for a v
o economic dar

’ N
(1) are limited

Dear WGBH Supporter,

We want to make you aware that we were recently notified of a cyber incident involving Blackbaud, a service

provider used by WGBH and nonprofits worldwide for fundraising and donor engagement services. Blackbaud,  than 5 years, or

informed us that in May 2020 they discovered unauthorized activity on their network which resulted in potential

access to certain by Among this ion was an older data

1sed [or would

file (sent to Blackbaud prior to 2015) containing donor information to help us conduct customer relationship
management

es, loss affecting
In addition to an by WGBH is its own

to determine what, if any,
sensitive WGBH data was potentially impacted. This investigation has confirmed that the incident has not
exposed any checking, credit card or other financial account information, Social Security numbers or email
addresses, of WGBH donors. We also determined that the file we provided Blackbaud may have included basic

demographic information of WGBH donors and philanthropic engagement data.

(V)[government computers used in administration of justice, national defense, or national

School of Law q
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t- on ()(4)(A)(D).

The CERT® Guide to
Coordinated Vulnerability Disclosure

Allen D. Householder
Garret Wassermann
Art Manion

Chris King

August 2017

SPECIAL REPORT
CMU/SEI-2017-SR-022

CERT Division

Distribution Statement A: Approved for Public Release; Distribution is Uniimited

hitp:/www.sei.cmu.edu
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The Anatomy of a Subway Hack:

Breaking Crypto RFID's and Magstripes of Ticketing Systems

Zack Anderson Student, MIT
RJ Ryan Student, MIT
Alessandro Chiesa Student, MIT

Want free subway rides for life? In this talk we go over weaknesses in common subway fare collection systems. We focus on the Boston T
subway, and show how we reverse engineered the data on magstripe card, we present several attacks to completely break the CharlieCard, a
MIFARE Classic smartcard used in many subways around the world, and we discuss physical security problems. We will discuss practical brute
force attacks using FPGAs and how to use software-radio to read RFID cards. We go over social engineering attacks we executed on employees,
and we present a novel new method of hacking WiFi: WARCARTING. We will release several open source tools we wrote to perform these
attacks. With live demos, we will demonstrate how we broke these systems.
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THE COURT: Just a moment. They may think that that

was cute at the time that they drafted that up but that’s what

they undertook to do and they have to accept the consequences

of that because as far as I'm concerned if someone does end up

doing this, they are aiders and abettors,

undertaken to provide this information.

chool of Law
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yet, they have

THE COURT: I haven’t made judgment. It’s not before
me. I’'m making a set of observations which inform my judgment
about whether or not somebody else has to exercise some

supervision over these kids.

approach. Sometimes we can’t expect people in their early 20’s
to have sufficient judgment or experience to avoid causing
those clashes of interest between something as broad and as
important as the First Amendment and the need to avoid actual

criminal conduct of which words are the constituent elements.

O CAUPUS AND ATOUNS THE WORLD ISUBSRIBE  vBROWSE  SEARGH NEWS Q

‘ ELECTION 2629

MIT researchers identify security
vulnerabilities in voting app

Mobile voting application could allow hackers to alter
individual votes and may pose privacy issues for users.

Yote on Your
Phone? BU School
of Law Clinic
Helps Expose
Security Flaws in
Voter App

Abby Abazorius | MIT News Ofice
February 13,2020

> You voted!

app research to Homeland:

In recent years, there has been a growing interest in using internet  sHARE

and mabile technology toincrease access to the vating pocess. At (@) (7) (n) @) @) o

the same time, computer security experts caution that paper ballots

are the only secure means of voting. PRESS MENTIONS
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MIT students, working with clinic, bring election|
Security
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FBI investigating if attempted 2018 voting app
hack was linked to Michigan college course

By Kevin Coller, CNIN
Updated 4:23 PM EDT, Sat October 5, 2019
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[¢ ity > C

CYBERSECURITY
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ity Disclosure Process
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Cybersecurity

Cybersecurity Training &
Exercises

Combating Cyber Crime

Cybersecurity Summit 2020

Cyber QSMO Marketplace

Securing Federal Networks

Protecting Critical Infrastructure

CISA COORDINATED VULNERABILITY DISCLOSURE (CVD)
PROCESS

CISA's CVD program coordinates the remediation and public disclosure of newly identified cybersecurity vulnerabilities
in products and services with the affected vendor(s). This includes new vulnerabilities in industrial control systems (ICS),
Internet of Things (IoT), and medical devices, as well as traditional information technology (IT) vulnerabilities. The goal
of CISA's CVD program is to ensure that CISA, the affected vendor(s) and/or service provider(s), and the vulnerability
reporter all disclose simultaneously, to ensure that users and administrators receive clear and actionable information in
atimely manner.
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More on April 8!

e  “Code as speech” and First Amendment overlays with source code
[Leah Gervin]

e  Reverse engineering and “anticircumvention” laws
[Anastassia Korin]
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