Today a/is/zoal
¥ Shamir Secret S\mrmoz lec 3
« Offie Hllman key Qxdo.n%n.

= Secteis ore porameunt in cryptoacaghy -
— Hew do we store a secret securely ?

# A compurer con be compromised , and Yhus the Secvel can leake
» A secvret can be \ost.

Shamir's idea: Shore tne secret aumonoy severa! compudess st.
AT s

even § “somé ore compromised U Secret does rod lem,

and een i "some’. oxre (ot B secredt con be vecovered.

Mo«.formm(, share a secvel S to N ports 84,..,Sa
st. ym more tham t shawes one cn d's-idevtﬂv reconsiruct

S, oand %\vu\ less tham ¢ shaes | 8 & infoc mation
H\eonl-'tcaﬂy hdden .



P_C;_i'- A (n,t) secwl-s\m:-m% scheme cﬁnsts-lsoc 2 wra.\g
( Share, Qearelruct) .

« Share(s) outpwts (syy--,Sn)
- Qeconstruct (I ,§ S-.'S-,e;) oupuds s If TICD) isofske >t
- SecuriM: YIGDO ofsme s ti, (S ,r veveals no informabon

abod s ; ie. ¥s,S' , ¥ISOn) of sae<t
{5173';:.1: = {Sdr
whece (Si.- Su)e&— Share(®) & (S)...S,)e— Share(s’)

Casy cases:
t=1: 9S.=S

t=n: s,,..,Sn random si. 5,0..8S,=S
Ths com be done by deasina ©1;--)Snwy  aF candonm
.4 3‘“‘”3 Shns SO SO, . DS..,

Whak aleowdk | <d<n 2



Shamir Secret Sroring _scheme ("Mb&aeemﬁwer ]¥9)

Suppose S € GFIP) $oc seve prime p.
Shore(S) : « Choose af random Q,,.., et~ GFCP) , ond set a,=s
ek $oo = Eaxt
(g -]

. lat Si=S0Y ¥iern)]
o

i
Recot\sirud' (I ) fSG‘;‘t) ! Vie iw'h'”h'ﬁaﬂ s

Given t evalution points on a des t~ polynomial £, ame can
eWc.‘«evf\H compude 4, and n pacticulan computr $().
Formaly, aiven (x,4) lsist (wlog)

let J )\ = Z i xxax;

;; ) = .g.‘ C:C.-:C-:D & ta"ox'ﬁ are
M &%) distinct
i

£ is o Jeb'wﬂ- £- P’ynm\q.a )
+
Jst f&) = IPZ' 5,004,
t
Nole twet  $(xi)= 32.__';3(:‘;)\53 =W Vielt)

Output  s=5(0)



Cocvecness followos Srom tue Sact twak thwere eXisls o
unique de,% < 44 po\\lm\aﬂ £ ot ‘:F(J"—Z\-’%; viert].

(T\\\s IS twe aase dince ©.w. 3J dogy = £ eolymm\aﬂ co'ﬁ'k%‘)
roots  — condradiction.

Thm: Shamic's screme s (information t\eo«.-\lcamaﬂ secure

(I.e., an adv w. <t shares has ne iMormation albout S)

Proch: Pin any 5, and any non-ero .., % & GFLA).
For tandom Qu,..,G., & GFLA
let €= hf:a;:x}-ﬁ-s
Tham Yy, Yo Ore Tandom .
Folowos Srom knear alagbea
et @-(s,a.,...,aes) € GFLA®
¥ic 1o, t43 | led

Vi s (1.::.-...... x¥') e crn®
wWhane Xo=O

Vo ) \9“ .- ,U.‘-‘ e \\V\&r\ﬂ iv\dcperdmﬁ
( Vandermonde ma&rlx)

= "Wad,.--; Uy oxe randowm in GFLp)
L} »
G, o

since Q,,...Ae4 Oxe Taandom n GFLP)
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- We discussed secred Nu1 u‘x'p\o%mpk\, , olows Alice
LBds o snd WS Securely (privects & authenticaled)
assumin t\w-l share o secret kvf

Q: How can tay establish a shared seccet key in the
presence o‘ o (possive) eavesdroppec 2

A: Usmo o key-exchange protowol, a precurser 4o
Public key cryplogyraghy.

ket G be o fimie cyclic group with generader %

IGI-I

G: {\33.-;3

G"'ﬁ are fixed andpulahc

A B

CUncte o condonn checse o tandom
secreh xe- fou),..,10H13 secret Yo 10,0101}

The shared secretis K= 3"'3

The cavesdroppan Eve only learns (3‘: 35)



Assumption . Decisionall Diffie Hellmon (DOH)

(390 9% = (5. 9% 9)

x,\a,r & {on‘n--) l‘l"ls

Thm : DH Ww‘ Exduu%p. 1S Secwe against passive atlocks
under the DDH assumption.

A weakan (insuficient) assumptrion:
Computotonod Diffie -Hlellman (cdH):

Given &, 9 iis had to compute F2.

Formaly , ¥PPT_ A Jnexl 4 s+

Pl AL, 90 = 3731 < plK)
lc%lel



