6. 857 3/1R)is Lo, |

A dmin g Pset #2 due -I-mg‘«t
Poet 3 ot *""‘.‘j\"“'
Reyect proposds due “3/a3

ety ExponenticWn oy pepeated Squiring
Mulkiphes Hoe {nverses med p
Finding \arge. primes
Eudidh 420 4\3 (ectended)
Orders of e\ements
Genenors

Re&(linS : Ferausmon
‘M-Q/L:ndeﬂ all have 3°n=\'\‘m\~mf
Pddt‘ /Pe\?—\

ghﬂa P'\'



L12.9
uRQéca\'&A sq%ﬁﬁ:)“ 4o compu\e qh in €ield
(Nere Vo s o ﬁocn-neaqkw. fn&jcr)

1 i b=0
qb = (gbg’a)‘ fF L7OJL even
Qe qb.i i b OJA

Requiﬂﬁ £ Qe lﬁ (b) Muh\'P\\'ub‘ohs W RC\J (C‘?Fmenﬂ
% a fow mlyeunds Gor a®(madp)  103%bit inbegers
¥ B(’) time for kbit fmputy

Computing (multiphrctive) inverses 2
Theorem ¢ (Fr 6F6) called “Fermts Lible Thooren ™)
Tn 6F(g) (VatGF(3)*) a¥ =1
Corollaryz  (Yae GF(g)) ab=a
Corllany: (Vo £CFEH) ot = B
Example s 37 (mod 7)
= 3% (mod 7)
= 5 (md?)



L 19, 1D
* How to fhind large (k-bit) random prime # 7
Genernte & fects do P& random k-bit infeger
gnf_il P s prime

o wprks Me;q«){ Pr.‘mes ave “a\ehst" ;

about ?.kﬂn(ak) k-bit primes (Prime Number Thearen)
D one of every & 0,69k  k-bit inteses & prime.
o To test it a \qwje. Candomly- chogen  |r-bit iniqcr is

prime, it swbfices tvo dect
?
2

-

= 1 (mod P)

= This works with high peobebility (o) or Aindown p 5
doesn't wo for adversarislly chogen p.

~ See CLRS for Wller-Rabin pamility fect (candomized)

= Teduniully, above gives “base-2 pseudoprime”, but thiy
v$ q\most a\wa\/s Pl‘ﬁme

= 3 delminatie pytime primty et (Rgmonl Ko, St

Tt (x-8) = X -a (med p) X variable
whidh is e B0 D B prime

Test mod p K mod %4 Bor small r £ srallals
(vrage roquiremeds 7 See handout )



L13.5
Order of elementy (in 2 p"' or & n*)-_

Dt('i;pt : order, (a) = order o a, modulon”
= least £70 st a®=1 (med n)
Recall Fermotls Litle Thoorem
TE $ prime, then (Va 52;") P =1 (ned P)
For general N, we heve Euler's Theorem
(V) (Vo €Y - 1 (i )
whee 2% = §a: 3ca|(a,n3=1}
= multipldive grouip medulo n
Ay
Example: 2¥ = §1,37,9%
¥ (10)= 4

3'-': 1 (an IO)

Thus Ph) i w:\}-&kne:l'&r all n ) R
order, (a) 1 dlso well-defined.

Can we sq; mote,




_ alfs L13.2

,“J divides a " (ev:nlﬂ
| (IK) a=d.k
Oa‘ is a diviser of a if d2o &e\la

(Vch dlo

(;Vq) 11:4

Tf d is d diviser ot a 8 o divisor o b,

Bhen d 15 o commo divior oF & & b.

® T\}e La“ts'\' Covjmmn alw»yor & a &b I's

Divisors °d|a

L__l"-——“l

|pr3Cs of ‘\'\\e\r Commen davrsors
'[Bu't' gcd o, 03‘= 0 by Jn{:m.h’on]

o E.x«mg]es* 3tdL(|9‘-l, 30) G
ged (s,0)=5
[ g¢d (3 3,13)=3
_i : r &b are r‘e «'hae prime
% 3“\ (b \:) 1




L13,3
® Eucld's algorithm for computing 3@0\ (4,%) [ab20])"
a it b=o
d(ab) =
i (q ) { gcd(b, amdb) else

. E%amg& ) 3cd ('{, 5)

= gdd (5,3)
= 9cd (‘2,1)
= gcd (:L) 0)
= 1
@ Running time s \3(.:). (3(5) bt operations
CPdymomial cumning time  |ike m«H-.‘P\yinj)



L13.Y

M (Vn,P (3x,y) ax +\:y =ged (a,b)
RLoF \:y GMFA‘ a=7, b:.;]

) 7I+5-O“{“\ ‘
5 = H-O FE.1 INial values

V=T +i (~1) fsd»h#':-qns]
1= 7.(-2)+5 73
| =axXx + b y
This u‘i Hhe "eikno\.?(fversipn o Eudid’s algorithn ",
Computing toduldr weibpledive inveses with Buddids extedalely 2
Suppose. a :EPJ‘ (5o 1%a<p & 3¢J(Q,P)=:1, p prim!(?)S
How to gmpite o™ (med p) 7

I p orime ¢ Qf'= QP.a (r?otl p)
Otherwie: |
F\Lo\ ERY st. ax+ ﬁy i
To ax =1 (mo pB
L qnd X = (MC;Ar P)

E;ng! (9 =3(rno¢l7[)




13,6
E}\qmp\az mu_l P ="

Il a 3 4 5 6 1
W@ .'.F\.‘."' OR
Bl ]l
-?i Ia H a ' " g =
2] 3.3 6 M S[@)] 3 oteld)=6
1 ECIRCINO MUY B R RSO B
518 4 6 3 3\M]5x eels)y
el e @ e‘ 1 6 |1/ 6o onele)2d

N Beemr

: Ca) = ffa‘: ivol= Subgoup gth\yq
ez (A= 934,18  (w 2F)
T\*\éwm" ortlcréa) ‘<“7|

o |
Theorems It P prime ¢ oralerp (‘D, (P""L) b

k&jﬁr | <o) \ 2]

?f‘% ;oruer‘n(q\‘ Y’(N) Cqm‘m\en“&/.




Li3,77
Generdtors
!
Def: If odgrP(3)=9-1
t\\-en 9 is a 3enena‘ror of Z-P*'
(\"\el <3>= -E:')

Theorems T p i a prime and
q is a 3en-e¢‘4’wr‘ mod P, then
g =y (mod p)
has a unique seluhon x (p&x¢p-1)
for each g e E:',
;.DE.'E—-E X s the “diserete l%qﬁ’r\w"

Op‘ YJ bqse 3) MOA\A\D P'

X = 1 & 3 4 5 4§
3x=3uc,~|5:|.
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Thebrem's F:: \Qa]sé generator
| Cie. 25 c_lze-‘s‘c\
N s
1 La "") P J of aP
L { for some prime p A M2 1,
I‘hlgﬁ.m'. I¢ F j‘s P |m€ ‘THQ numFd‘
T , of 3%:5%1- mt& P is "f’(P 1)
IEMMEKA p=11
E,f hes P (10) =Y qenentors
('W‘f are a,6,7, and 8),

How to 'F«'na\ a qenerai_‘m rL)oA a_prime _E?

ITn 3ejr fms to {qu?m kno\.,ledf of
 corieition J’ p-4, |

W\\s\e_ 'Flei‘vr‘?n’ {s \urJ) we con Crecle
I I -
pﬂmds for whih 'Facﬂbn‘na f-li & _trivial,




L13,9
Def; Tf 2 3 9 ae both Pr?mes 8

P = 'az +1
T‘M,h P is a"‘sqk Pr?me'rancl

i
L

g % a Sophic Geemain prime
Exampless  p=33, g =1l p=N, =5
p= 59, 2 =29
Theorem: T p iy a safe prime
then p-1 = 3-3
so (lae2?) order, ()€ 11, a,ﬁ, 23,
I% is not herdd Yo find sofe primes, (Prebebilit,

’H'\o’rc. Prme P 5 Sa(t s % 1/10(9)) GNPW"‘“V.)

Can Yo if g 15 o 3enm"nr mod P = Qg+l ewsily:
c.\'\eék ﬂ\at 3 ’4"-‘-1 (MA PB J b’ Ferfmt'
£ g #1 (medp)  [onkenlydda)

A gbgl (medp)  [oder(g)eg)
then orﬂtrp(gsf-—'ﬂ‘ig



LV3. 10
We con use “genente & tet” agquins (e 'k pier " p’
do & EP*
u?'m ol'ier‘, (3) = P- 1

Generators are quite commen ¢
Theorems T P=g+) b a “sofe prime’
Then £ genentos med p
= ?(p-1)
= $-1 (o Jmost Mc‘ﬁoﬂﬂwmj)

(Tn geren !
Theorem s Tf P prime, then
# genenion med P
= ¢ (p-2)
> p-4
(:‘n 'n (P’jr)

)

Se 3gnem\e & ey wodts well for ~H'\ml\\n9
6&'\cm¥m fbsAu\o a s;;(-e. ?ﬁm P) or moéu\o

am’ Pr\ha P 'fvr whith o *now ‘10(‘)—1‘)_



