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Dfa i'n) srqnqhus

e Def o Jn‘d\'h\ sijm\w-t. scheme
see nai\:s
® De; o(' th/’:’hng ex\“s\'en'h‘s‘ un‘fvn,ea\:f\u' ty

Under aAap*\'v'{ c_\qoSev\ eslge a HTAL\"-,

fom lot lechre

Ha s\r\ 3« Si‘g'\:

For efficiency reasons, usually besr to sign
Crypiogaphic hash b (M) oF message, ruther
than Stgning M, Moduler exporedmihons are
slow compartd 1o (say) SHA-5 6,

Hash funchon |l shald be collision-resishant
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Staning with RSA — PKCS
¢ PKCS = “Rubla key cnyplogaphy stnded
(early tndusing Standard )
Heh siyn methad, Let W be €,R. hath {n.

Given mewage M fo siyn
Let m = H(M)
Define pad(m) =
Ox 00 01 FF FF,.FF 00 || hah-name || m
where # EF byjes enoyh o male [pad(m)] = [n] 1n bytes,
whane haeneme 15 given in ASM.L <ynhax (ughy!)
¢ Seems secuve, but e prosts (even arsuming H 3 CR
and RSA & hoed fo inert)
6*(!"\3 = (pad (M\)J (mod n\

®
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?SS -~ ?fbhl&\\\}\\l 5\' :,m\we Gc\une [Be \\qﬂ & Rosqw | 119 fo]
¢ Rﬁﬂ - b ajye A

" ‘Pm\gq\a\'\\'%h‘f." = ramiwn\'lee\ [ou M has Many 5.‘35]

™ r
[r ]
= o, %
e L —AL g r% ;:(wi/
Y
<
RSA__|
6‘(“\3'-"- ya(mq]ﬂ)
Sign(M): B 0,3
wée—h(Mll) |w|=X,
r¥e—o,M®Tr Ir¥l=k,
y — oliwlie*]la, () Wi 1al

oulpu & (W) = 4 (mad )
Needy (1,0) 2y 4= 6% (mod n)
Farse y as bllwllet|lY
v «— *®q,()
(ehuen Trewe # 1o=0 & (W)= & 4, (W)=Y



ITOP\Cr

"HI'E'UNDER: - lPAEET L '-" 6

1‘ _ ] ° W#CAn:l’htbﬂtH h ) 7“-_4_“_&_‘_0;}% as r+h¢!LOW1 dif'ﬁg\'CL,

'A_LP

PSS s (weddy) e.&\‘s\m\*tq\v; unt !ec}i

] I z
invertibl on @n:]:M'fh )uk‘

e
LT _
T i
HE )
| ____i.._ i
j - ‘1 . |
HEEEREE
I O O I B
| | | ‘
EENEERENE
:—; S E— ! ‘ — 4




LIT7.6

El Gamd Ajg‘{{'ﬁ\ Sianetures
Publie syskm quunc"-crs: pPrime "
3enera¥or g o '&P

Heyaens x <=—701,.,p-33 SH = x
Yy ¥ 3" (med p) PK=Y
S\‘qn (M ) o
m = had (M\ CR hathfn into EP"
ket 2% Lgedli, p-1) =1]
C = 3\" E\r\am\ work is Fpﬁaf‘ M]
= (M=rx)  (mod p-1)
Kk
¢ (M= (r3)

Veri{-i (l"l,yJ (rs)):
Chedh ¥t O4rép (else reject)
Chedh vhat yrrs ='-3m (mod p)
whee m=hah (M)
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Theorem: E\ Game) SFJM'\MNS are ex%\cﬁﬁa\\y 'FoqttL\Q
C\vi\'\'aou‘t ‘n, or h= ?Aen\‘iw (no\t'- this 3 CR .'))
Pocts Let e —— ENR

Then (r,9) 3 valid E) Gamd sig. for mescage m=ze:s (med p-1).
Chedes y"r" = 3m
3xr(3ey)-r= g.erz 9:5___ i 7
Bul s Tk i easy 4o Fin,
Modified B\ Gamal (Pointcheve\ & Steen 1494
Sign (M) 2 k(—B—ZP*'
r=q° (mod p)
m = (M) &= #x%
S= (m-rxYk (mmed p- 1)
& ()= ()
Veetfy ¢ Cheek O¢rep A y“r‘=3“ wheve m=hn ( M\\r\.
Theorem s, Modihed EI Gamal & extiedrially ungorye_eb|e
againdt adsphive dhoren message athele, 1y ROM,
assuming DLP 3 \ard .
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Disjta) Signehwe Stndard (Ds$- NTST 19941)

?ﬂb\"" pqut*ﬂ'S (same 'ﬁarmryona%

g prime ‘%\ = 160 bits

p =n$+! prime \F\'= 102N bits
%o generates Eff'

3 = ﬂ: 3¢'ﬂ¢f‘ﬁ\‘¢5 wbjfblﬂl? 6b ef ?'.P* o@ Of‘Jlf‘ﬁ.

l'(qgen %
X ¢ 2 sK Ix)= 160 bits

N
y «—g° (mdp) PK  ly|= 1031 bits

ka2t (e 1¢h<q)

%
r= (3"‘ mod P) (mocl %3 \r |= 16O bits
m=h(M)

= (m+exd/k (mod ) |s)= Lo brts

redo F r=0 or s=o

s(M) = (rj,s§



LI7,10

\/er\‘vFi'.
Cheek O<r<¢b A 045 <9,

r/s m
Chedk y 5‘3 5" (mod p) (mod %\ = r
where m=h (M)
Eom;*nﬁ&%

6(r~x+mV5 ; r'(m“\ P\(m"""b)
a"‘ = (mod ps (mod ab\ v

As it s'hv\b, ex\'«;\en’ml\y ‘erae-b\e "D" \1'= \\A-ch'\‘f‘\\r.
Provibly gecuve (a3 wirh Modifred B) an\\
W we l't?\ace. m=h (M) by m:—h(M ”r\) o before.

Note: Asg with E) Ge.m,J secrecy A UNTquness of k
s essentie| Ao s'ecuri‘\'y.



