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LI5. %

?ub\\‘t - key enu\,p'ttbn "

Let A\ = "gerurih, qume\w" (i.e. “lﬁ,y size”’
Theh | 372 31| | % |S| o) o robw] Lendth|< )
j

Need thrre algorithms:
D Kcyacn (1’“) — (PK, S K)

3 E(PK,m)— ¢
Encrgpgtion tekes m e message space M
to ¢ € ciphdet space C
(wwirk given publiz key Pl)
Encnyphbn mey be Qandomized
@ D( SK,c) —>m
Decryptivn i éﬂ-‘l‘erm:nrsht
st (Correctness conditon)

(W (pK, s K0 (¥m) D (5K E(PK ) = m




L1353,
El-Gamal PK encrypton | (Toher 1 Game), 198Y)
Let G = 43) be a eyele group with generhe g,
( Key gen mey outpul Jascrtp’h‘on of g & &, given L)
Piek x oF random fwom [0.,.]6]-1]
Let SK =x,
Let PK = 3"
Output (PK,SK) ( 8 destighn of G, ;¥ reedad )
Eneryptions
Candomited | Pik & at andom From [0, 16]-1]

Assume messege m represented o5 element of G,

Let y=9° be PK of recippent

Output ¢ = (3“, m.yk) as c?PHfr-",'ex't'
Decnf?'\‘\‘bn:

Let' ¢= (a, b) be received c?P\nerkxT

Let m=1 /a®, Outpit m,
@foed‘n-ess Llows [sin(E [af = 3‘“-:(3*“":),“.]
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= (qug\ ehcryp'han m\q\'\‘-cl Yo DH \ru,y ert fmje,:

AI\I'C. Y rax (Viq PKI?) Bolo
‘)
INEELL
DH ey = (o) DH Key
- 3\“ =(3x)k= 3lm
ih - T
< b=m. (D\'Ikcy)

EncryP{‘ Ly th‘s‘P"ch Ly DH kcy,
Decryp‘\' by c'\'vfej?ng loy DH key,



L|%.5
How 4o define sccwi’ry for PK encryptron?
We'll see two cefinitions:
@ \\Semanﬂc SCCuri}'y i (Go“was‘»!r' aMt't.c,-')

@ “adap“'we chosen cfp)wri-ex‘t‘ aﬂ‘qcl( " (ACCA) Secure
(f‘v’ Y IND-CCA we saw for s)rmmdh‘c encryp‘h‘en)

“G“"“e ) A{‘{'\‘hi\‘s‘ﬂ\__o{‘ Semanhc securiby ¢
Phase T ("Find "):
* Examiner jenera’res (PK,SK ) using h’eyjen ( 1)‘)

* Examiner sends PK o Adversary
* Advevsary compues for polynomia (in X) +ime, then
outputs two messages M, m, of same length,
and “shte tnboemeon” s, [ my#m, requird]
Phage IT (“Guess™:

R
* Examiner Pl'ths b(— iol%, cO”‘P""}"" C.: E(PK; mk)

« Examiner sends c'.(s to Aa\\lersary

i AAVBTS‘W wm‘au\es '(:I»‘ Polynom.‘a\ ((v\ A\ +ime,
then ou'\TM‘s % (his "guess” for k).
AAversqryr"wins“ qame i B=b,




LIS, &

A PK encryption scheme s sementally secure
o Pro\o[Ao\v win;J £ '!‘é.' + neg\q'j}la\e

Facts Tn order for a PK encwrp*‘\‘on scheme to

=

be Svemm‘ﬁenn, seeure, E musth nccessqr{ly

be ("ano\om‘u?,ecl, (Ram‘omiiec\ encryp’n‘m D)

Necesery but ot 5uF'f~[c\'ent Lor semantic secwiiy,)
Is El éawl PK encyp'h'on s'emrm'}'.‘ta"y sec-m:“:



L5, T
DDH (Dcc.i.s\‘w\ D;q;ﬁ—”enm&n A.Shmp‘hon)'.

Given a qpup G with 3enern\'bf‘3 w
Tt i harJ/ infeasible to decide whether
a given 'Erﬁp\e o elements wag 3enen.-|cc|
as

(3°) 3‘"’1 3c ) [q,\o,c rqnalum]

o aJs

(3q : 3" ) :;L) [a,k Fanolom]

That 33, i€ DDH hdds i a gwup, you can't
even ecopize the DH key o when it
given 1o you ! (You can't dlitingudh - Fom «
Cundom element;)

Theorem: DDH = CDH
Pocks T€ "CDH , +hen —DDM (t:o“\'npos'nﬁuc).
IF' you Caun c.ompu\'ﬁ 30\9 ‘Fyom 3“ anJ 3h (l‘\e—ICDH)

Fren \fou cam Jzuﬂ_e ks given Fhicd e|ement 0y 3"1”
(ie. =DDH), V7



Theorem (TSiwnis & Yt.mj) L
El Gamal 55 semunttally cecwe in &

=
D'DH ‘no\als In G-

& Semantic Security may not be enouh for some apphzetrons,
0 B\ Gama\ s malledble s
Given E(m) = (3“1 m-yk)
it is easy to produce E(am)= (jk; (2em)ey ™)
wirthodt Knowing mn
© More 3e\ncn\|y, El Gamal 13 }EMoMordm‘c:

Given ¢, € E(m,) = (3"‘} m,.y')
bgiven e eElm) = (g° myey)
tan produce € 0Cy = (ﬁ”’) (ml"“a)')’

e E(mem,)
o Product of d(\«*&‘? yfe\c\s an encrystmn of
Pr‘oc‘wﬁ' of p\q?&e{\l .
0 S(Jeci.\ Caye % mu\\\'lp\\,in, by E (:1): (js) ys)
(e-andomized enceygtion,

045 )
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® What s s"hrbnjcr nStTon af‘ scc-..rify -Fnr PK encvyp'h*»n ?
(e‘j‘ one T\ne."f exo\ucles MG“CC\OHEW.HS

o IND=CCAR secure” (ACLA sceure = seeure
under adephive choen ctphertedt alfecle)
~ IND-CCA secure detn we saw for Symmelrx enc.,
o Similar to sementiz securily defn, eAcept Hhet
Adv allowed aceass + Jedryp'hbn »racle , to,
( He hay PK so aceess to encryphon oracle aleady there,)
(Rs before, may ot use orzicle o decrypt
c‘qe)\enje crp\rrkx't Aun“nj “jqess" p\we.)
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TWD-CAR (ACCA) Secirity games
Phate T ("Find™) ¢
- Examiner genentes (K SK) sy Keygen (17
» Examiner sends PK o Adversary

v Aa'\lersafy cgmpu%s Lon fa)ynmia, ( in )\\ time,
new —=> bqv.‘nq aceess 1o a a\ecwp'h‘bn Eﬂlck D(SK;‘)

then outpuly two messeges mo , m, of same length,
ard “shle inbormetion’' s, fm,;l-m, feqq:m{-_l
Phase T (" Guess™)
¢ Examiner Prclcs b (-R—§O,\?} a,npuk.s,_gf E(PK, ms)

¢ Buaminer sends ¢, s Jo Adversary
e Adversary computes far polynomid (in )) Fime ;
new =3 3 , hm/ing actess to a Jccryph‘bn omc\c D( SK_,o)
except on inpul ¢,
then outputs B (hi Gues " for b)),
Adversary wins if b =b.
E PK encfyp\‘&n method i TIND-CCAQ secure
(ACCA-seeure) M
Yrob [AAv wins | € &+ neg\rjb)e
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How %o mdte Bl Gawel  TND-CCAR secuve?

® Cramer~ S“\ou\o method ¢ such an extension oF B Gamsl.
o Let 63 ke o group o pri me order %
(€9, Gy = @y, where pzagsl, p&y prime),
® Keijcn".
R

3'1'33(—_6

3
Xy X2, Y1, Ve, B B

ci= 3:( 3):'7-

d=gq'q"

Lh = %Fj E6-
BK|= (‘3'J31; ¢, d, )
H = hosh §n M4 pping G; to
SK = (x,,x,_/y,)ya)})

¥

%
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o Enc(m) [Where me G 1

= %
R

' — Z E&-
K.Hl = 3r 24€,
Uy = 6{

e =1 mJ Bt

- H(u.)u;)e)
v = crdrol
C?P\'\Cr‘t&t - (UJ)u?_} EJV) E &

e Decrypt (“yﬁz) e,v)s
X = H(u.,u-,,)e.)

X, +y,X P
Check $ u,x‘”'“ az va =V

TIf not equa\) ﬁe‘)eci‘

e,\se: ou'\'ru't m = E./JFI EG|

No‘h-. un o 3!:)‘& 9rx1_ - Cr

: -

\“J il =

u| uY'I g
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,Iheomm“ Cramer- S\'\Q\AP is IND=-CCAR

secure (i.e. secure ajqfns'\' adephive choyen
c?p\rw\-cxt5 N

@ ODH hods in G‘B’
® H gahshes o cerfain condition

(% \\+ﬂﬂ)e+ c.o\\\‘s?on res\‘dznc:)

Thu) , our sh'bngcs'\' notion o{' security e PK
encryp*\‘on i N ‘Fﬂr."‘ qclo?emb\g_ ) ql\ne\'\' at

some Cth T terms o{' spceal 8 Comp\-exify.



