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Admine Poet 3 due \"\or\e\q\« (3/)‘:\

Form your fnajer,’( 3mups! Choose o Popic .

* Hash fn applicdrions (continued)

Hash £ condhruction (MeileDamgird )

* "Meclde-Davgird Revrsitd" (Coon, Dodis, Mclinewd, Puniya)
* Flaydy "Two-F:njer Algorithe " for 'F-cnal:ag

Todey?

collrions,



Ll
@ Comm'l*mcvv\'&

Alice has value x (e.q. auchvn bid)
Rlice computes C(x)  ("commitment o x")
R submits C(;g) as her “Ngealed bid”
When bidding hes closed, Alie should be able
+o “o[:tn” [?(x) to reveal X
Binding property : Abie should net be able %o
' opeh G(X) n more +han ong wa .’
(éhe i commited + j-n.s"oru X, <
68"“‘)’ (‘4?4;0‘5\5 Auch‘mccr‘ (or‘ anyone el_\e)
il 5€ein (‘.'(x) 9\qou\d not 'eqrn
any"gﬁna about x ,
Non-m”cabfln'fy': Govven d(x)/ it shouldn'# be
Po;,s{lnk v Pmducc C(XH\) .{qy,..

Clxy= n(rllx)  reS5o}

To open : reveal r & x

e Note thd thd method 1 rundomized (as i+

wusk be for Secreey,

°

]

o How ¢ 256

* Need: oW, CR NM

((\o_.“y n-eea‘ mere, ‘Fgr secrer.y) a) C{:() SLmld(

N ot nem) quﬁﬂ, fnﬁafm}\'bv\ abou} Xl eucw.)
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@ To authenhtele a collechon & n ob;)cc._b_‘.

Build a tree with n Jeaves iy X2y X
&compu}e aui‘\‘m:hh'}“br nok al 'Fn o Vqlqcs

ar chi\dren .. Th & = "Merkle Tree’:

oot 1
f% A
4

Va'ue. ak X

lﬂ (Va]uc 4*})//% ue of ?')
Roo‘l‘ 1% au'}"’\mh“_ﬂ-%f 'va' a“ 4] Vﬂlq‘f X')X‘v ~--,Xn
To aurhentiche Xi, 3Ne— 5‘“\"\9 5 X, 5\

Xy XN

5iuin9 0('4” hd ancestors up R ot
App)\; fo 2 Hime- shumping dala
authenfizding vhole Llc Sysfem
Need 5 CR
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Has\q ‘Func.h‘on Cons’rmd‘mn (“Mex‘l&-_lt" D‘"‘"_‘j""‘:‘ ? S-t‘f Ie)

Choose output site d (e.g. d =256 bits)
Choose "c\nqaninj varidh)e” size ¢ (8.3. ¢= 512 bits)
[Musk have evd s beller i cyaed ,..]
Choose “messege block size” b (e.g. b=5)2 bits)
Desiqn “campression fundnn" £
£i o} x {o,%b—-» io,\}c
[ € shodd be oW, CR, PR,nM, TCR ... ]
V\crk\c-quaerJ ) essentally & “mode of o‘)ef'a'h‘on"
allowing for Vqr:.\a\e—\ena’t\\ tnpuls s
* Chosse a c-Bit initiaktehon vechr TV ¢,
[Note thet ¢, & fixed & puble,]
¥ [P.AJ;nﬂ Given message, append
- 10" bits
- “'.‘xee"|euj'\"\\ repregentetion of lenyth o input”
so fesult is a mulliple of b bifs in leng th
M-—:'M, Myeee My (0 bebit blocks)

=
S
bl O

,/ \
i—_ m looo--ougu
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Thens
" M3

Mo Ma
LN b L
I\I-c:-b 'F' T??LB—Q 000 = e

h(m)= ¢, truneeted to d bits
Theorems TF £ i CR, them g0 i h,
gn:o_f_:_ Given collision for I con Find ome for
£ oy working badewards thowh chain,
Thm:  Similely for OW,

Common A“El“ patieen for £

$le, M) =CLoE(M,C.,)
where E (Iv(, M) 55| an encryption function
(lode eipher) with b-bit ey and
¢-bt inpu’f/o\atpu‘\ blocks,
( Davies - Meyer Construce Hoh)
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“Meckde~ Damadrd Revisited” (Comn, Dodis, ta linaud, Puniya)
Ts MD a “goed" method”
What does +hiy mesn?
SUPPDSQ that F is a random oracle (Rined input \«3-}\\\
£2 o} "> 0,3
Then is MD® jndiskinguichile fom o VIL Ro?
(NIL = "vertdde inpst |¢h3H\")
Adversary has access to:
® MDY L W e F (£ is FIL)
RO and ahotoq  (h BVELE 4 FIL)
where 4 iy condtucked to beer same rlehon
to h as £ does 1o MD.F (" simalitor" )
T
£ RO
MDD —F h «— 9

VRV

A bnfu 6 M,rlJ

Note: g mey aull b bt doesn't see Adv's alls 4o b,
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Standard nshwidion MD L) (br e=d):

Can't bouild simelor 9 o bewr n‘)H- rekhon o h

(ie. $0 et h cppees v be mD® )
Example & prblem (mescaye extenson)s (slateh)

h & o shed safvby

MD°( m.“mz\ =h (m.lM= 9 (3 (I‘/, M.), ”z)

Adv ; [ecomputes U= h (m,)

Compules V = 3(“, mz) (s\‘)

Compules W = h(m,,m,_\

F V=W ' answer “A wor\d P
| elses arswee “R world
Adv always Aight in A world, avdl almest alweys riyht

in & world; sinte Simuletor o doan't know
how o answer query (#), [T+ dide't cee
quen for U, so even thowl iF e arcens b,

it doesn't have dbi)iy to Fgure oub o, and
%o r*ep\n Yo (%) in wey Fhat mehes i+
consishert with b (m, ,m) ]
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But it is not hard o Fix MD conshruction so it
becomes "indistimguihcble From RO (aiven ETL ROF)
Trechoully tha & called “indHerenticbility " 1
Bur methodss (any work to Fix MD)
(D Encode m 1o be “pnfic- free” before
4ppMng MD 8
o ol
ot L‘t- [ENEN/ESER

len,\'\\ o"‘ MELage in 53‘5
iy padded wirh 10%

(®) Drop outpet biks:
Let d=¢/2. Drp oo bily of outpu,

@ NMAC constuetion
9 ( MD‘F( 'v\)) [3 inkp.'&m'ﬁu«

@‘“MN-CD Mwchion ! fom fo”?‘”?o"?d]

ws* (Mot (1))

X Witk guch methods, 1+ 3 then Usife 4o tnest (modified)
MDF a a RO (assuminj £ 06 inditpinde dom o FIL R,a,}
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Floyd‘s “Two-ﬁnqer'" a\jori‘\'\\m for {‘\'Mliml co\lnions
Let £: 5008 =30 Qn

Pl‘ck fa ne\om Xo |,
Let Rin "4"-‘()(;) fr (= ), 2, -y
eventruall, lDoPs‘:

XO —%xl =B X?.-’"'-. xt-' '-th_ -5**‘" . '"'xd%"'xz_*c_‘
e v — L T —

tail of \cnji-ls for cYc\e o \-tnjf'l\ ¢

T¢ € i Tandom;

EW)=E()=6(F)-0") s

Twe F:m_.er "\‘L
Fhmjcr 1. X, X 3 X;) g (s'msk :Pecal)
(almb\t specal)

[Lemm: d =0 (md c)]

F:\'\’tf 33 XQ, Xt) X",) sl

_‘4“\':\ Xo\ = xa‘\
T\nen.'

rﬁw'r L shh et g A RIS ; both s\‘vﬂte
F:noj-cra. te | el XO, xl} 591::
Ant \'\'47 eo\lde oF xt

Lva?ous Skep 9ives ‘F(Xt_')::'F (xm_l) collzion!




