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Abstract

Voting systems have been the subject of much recent controvey. Due to the
di culty of securing and auditing electronic voting system s, a variety of di erent paper-
based cryptographic voting schemes have emerged. Ronald Wist has proposed a
purely paper-based system called ThreeBallot, which stries to achieve the same level of
security as cryptographic systems without using cryptogrghy. Although ThreeBallot
has been subject to academic criticism, it has not been testkin the eld. This paper
describes a paper-based and a computer-aided implementat of ThreeBallot. Any
successful voting system must be usable, must be secure, antlst preserve the secret
ballot. To test usability, we held mock elections and obsered voters. To test security
and privacy, we executed attacks against these mock electits.

In one mock election, 20% of voters successfully sold theirote. One student, when
given control of tallying the votes, was able to throw the entire election. In our usability
studies we con rmed voter di culty in using ThreeBallot. We found that about 10%
of voters didn't understand ThreeBallot well enough to ched another's ballot, and in
one mock election more than 30% of voters failed to cast a vali ballot on their rst

try.

1 Introduction

Voting systems fail for many reasons. They can be too compldar the average voter to
use, they can be run by corrupt voting o cials, or they can conpromise voter privacy. A
modern voting system must avoid these pitfalls under the pssure of a real-world election if
it is to be a feasible replacement for current voting technogy. Professor Ronald Rivest has
proposed ThreeBallot [1], a paper-based voting system thataims to be private and secure,
with a small usability trade-o .

ThreeBallot has been subject to academic criticism, for ergle by Appel [2] and Strauss [3],
but it has not been used in an actual election environment. \ih the goals of usability, secu-
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rity, and privacy in mind, we conducted several mock electis designed to test ThreeBallot
with actual voters, and to discover where the system succeednd fails.

We tested the usability of the system by running elections @m to the public in Building
32 and the East Campus dormitory. We anticipated usability ppblems with the vanilla
ThreeBallot system, so we implemented a computer-based HaBallot machine with an
interface similar to a touch-screen electronic voting maate. We recorded our interactions
with voters, the number of inaccurate ballots that were subiitted, and users' understanding
of the system as measured by a quiz after their vote was tallie We found that voters
were initially skeptical about the system. We found that a shistantial number of voters
experienced di culty using paper-based ThreeBallot for tle rst time, with more than thirty
percent of voters having their ballots rejected on submigsi. After voters had successfully
completed one election, they were familiar enough with theystem to distinguish correct
and incorrect ballots.

In order to test the system's robustness against electioegling, we ran a mock election for
students familiar with the system, and provided incentivegor any student able to produce
substantially skewed election results that were not subseently repudiated by the class.
One student successfully mounted an attack, combining arnais of all submitted ballots
with spying on other voters' receipts. His attack was able tehange the winner of all three
races in the in-class election.

In order to test ThreeBallot's robustness against privacyampromises, we provided incentives
to voters in the in-class election for proving to us how theyoted. We also implemented
a proposed privacy attack, which we discuss in Section 2.4&nd attempted to prove how
voters voted, assuming we were able to coerce them into giginis their receipts. We were
able to reconstruct one-third of the ballots cast in the indass election and ve-sixths of the
ballots cast at the Stata Center election, but could not reawstruct any of the ballots cast in
the East Campus election.

2 Background

2.1 Design Criteria

Seemingly contradictory criteria must be satis ed by any sccessful voting system. The ideal
system is transparent enough to inspire complete public tst, yet hides enough information
to ensure the secret ballot requirement. Designs that safysboth of these requirements
typically sacri ce usability and/or scalability.

Privacy A voter's choice must be kept secret, even if he or she may wighdivulge it. If
the secret ballot requirement is not held, voters may sell #ir votes, or the powerful may



force other voters to select a particular candidate.

Veri ability A voting system should be publicly veri able. Voters shouldbe able to de-
termine, to a very high probability, that their votes were acurately recorded and tabulated.
An audit trail should be available so that the count can be vered.

Usability A voting system should be usable by the voting population. Goplicated, hard
to use, or error-prone systems may disenfranchise some vste

Scalability  The voting system should scale well to large numbers of vogerThis includes
not only handling a large number of total voters, but also a ke number ofsimultaneous
voters, to maintain a short waiting times throughout the eletion day. Ideally, any extra
resources required to handle a larger number of voters shddde cheap and easy to procure,
and large elections should not compromise election secwrit

2.2 Cryptographic voting schemes

An ideal voting scheme allows an election to be auditable byng voter, but protects the
security of every voter's ballot. Several ideas have beengmosed that use cryptography and
zero knowledge proofs to provide privacy and veri ability.

David Chaum proposed such a scheme [4] employing visual dggraphy and mixnets. His
scheme allows a voter to take home a receipt. The election aa publishes copies of all
the receipts on a web site, where voters can check that theeaeipt appears and is identical
to the physical receipt. This receipt does not reveal who theoter voted for. In fact, the

receipt is information-theoretically secure.

The tabulation process then begins with these receipts, angroceeds through stages of
decryption, each of which is auditable by the public to enserthat there is no foul play.

Chaum's scheme su ers from the fact that the decryption praess is di cult for the average
voter to understand. Chaum uses an analogy with Russian nexj dolls to help clarify his
explanation, but even so, it is not a particularly simple syim. The voter's receipt is also
somewhat di cult to verify, as it consists of a very large nunber of \pixels," and the voter
must check that all pixels match the published receipt.

Chaum's \Punchscan" [5] and Adida and Rivest's \Scratch & Vae" [6] provide further
examples of recently-proposed cryptographic voting schesy With regards to the complexity
of the involved cryptography, Chaum asserts, \Just like thdittle padlock in the corner of
browser windows, users benet without having to understandhe inner workings of the
crypto, especially where the software is public as with Puhscan” [7]. Furthermore, Chaum
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believes that the cryptography behind Punchscan is much spter than that of the scheme
we described earlier, and that it may be simple enough to beught in advanced high school
classes.

2.3 ThreeBallot

Rivest's ThreeBallot system [1] is an attempt to satisfy thedesign criteria we discussed
earlier, protecting the secret ballot in a cryptographicdy secure manner, but without the

use of cryptography. This arguably simpli es the processncreasing its transparency, and
therefore bolstering voter con dence in the system.

2.3.1 The Procedure

To vote using ThreeBallot, each voter receivesm@aultiballot. The multiballot consists of three
ballots. This may be implemented any number of ways, but we Wimagine, as Rivest does,
that a multiballot is a single piece of paper with perforatios, allowing it to be separated
into three parts. Each of the three ballots is identical, exapt for a unique ID number. (See
Appendix A for a sample multiballot.)

To vote for a candidate, the voter marks that candidate's nam on exactly two of the three
ballots. The two may be chosen arbitrarily. Otherwise, the ater marks the candidate's
name on exactly one of the three ballots, again chosen arlaitily. The voter may choose
not to vote for any candidate by simply marking every candid@'s name exactly one time.
Once nished voting, the voter runs the multiballot through a checker which veri es that
the ballots have been lled out according to these constrais.

After the checker has validated the multiballot, the voter § given the option of keeping a
copy ofone of the three ballots (including the ID number) as a receipt. Mbody except the
voter should know which one was copied. Once the voter has gt a receipt, and checked
to ensure that it is, in fact, a copy of one of the ballots, the mitiballot is separated into

the three separate ballots, all of which are then cast. Fromhis point on, the ballots have
no association to each other; nobody should be able to determa which three ballots were
originally part of one multiballot. As a result of the voting constraints, the voter has cast
one vote for every candidate, and (possibly) a second vote &bme candidate.

There are now 3 ballots in the ballot box, wheren is the total number of voters in the
election. Election o cials tally the votes from all 3n ballots, then subtract n votes from
each candidate to obtain the nal tallies. All 3 ballots are posted publically on thepublic
bulletin board so that anyone may verify the o cial tallies.



2.3.2 Properties

Because all ballots are available to the public, any indivigal or group may tally the election
results and audit the o cial totals.

Each voter can use his or her receipt to audit the election aneerify that his or her vote

was counted correctly. To do so, the voter looks up his or heratbot ID number on the

public bulletin board. The ballot displayed on the bulletinboard should match the voter's
receipt. If it does not, somebody has tampered with the elaon in some way, and the voter
complains to the appropriate authorities.

However, the receipt does not prove how any voter voted, asdlother two ballots in the
voter's multiballot could have been lled out in any pattern, independently of the contents
of the receipt. Thus, the receipt does not violate the secrdiallot requirement.

ThreeBallot, as presented, has the same requirements, irrmes of voting machinery, as an
optical scan machine; all of the selection and recording obtes is done by paper. As a
result, ThreeBallot is scalable; higher throughput can bedchieved by increasing the number
of voting booths and writing implements available. Additimal checkers may be added to
avoid bottlenecks at the ballot box, but the number of checks needed is low, since the
checking process should be relatively quick.

2.3.3 Renements and concerns

Stateless Checker The machine that veri es that submitted multiballots are legal sees
all three ballots together, and therefore \knows" the votes intent. It also will \know"
which ballot the voter requests a receipt for. Retaining ths information would allow corrupt
election o cials to subvert the public veri ability of the e lection. So, it is vitally important
that the checker be designed to purge any information abouhé prior checked ballot before
accepting the next ballot.

Vote-selling attack Rivest notes that voters may sell their votes by simply remebrering
all three ID numbers from their multiballot, and revealing them to another party after casting
their ballot. This links a speci ¢ set of three ballots to thevoter, thus violating the voter's
privacy and allowing vote-selling.

A potential solution to this problem is to use the \Shamos cheker,” described in Rivest's
paper. In this case, no ID numbers are printed on the blank bals. Instead, the checker
prints the numbers on the ballots after validating the votels multiballot, and then creates
the voter's receipt and deposits the ballots into the ballobox without allowing the voter to

see the printed ID numbers (except for the one on the receipdf course).



2.4 Criticisms of ThreeBallot
2.4.1 Complex and unfamiliar interface

To a rst-time user, ThreeBallot can seem intimidating. It requires that the voter make
many marks on the ballot, following a strict set of rules. Thesystem, being unlike most
other voting systems, is outside the experience of the tygicvoter. The bene ts gained
from the added complexity are not immediately obvious to theintrained eye, and as such,
some voters may be skeptical that the added complications their voting experience are
necessary.

2.4.2 Inability to handle write-in votes

Charlie Strauss [3], of Veri ed Voting New Mexico, assertshiat write-in votes are di cult,
if not impossible, due to the design of ThreeBallot. He notethat straightforward imple-
mentations of write-in votes are likely to violate the law inmany jurisdictions. Voters could
cast overvotes for write-in candidates in jurisdictions wére voter intent laws require that
written-in names be counted as votes, regardless of whettmrnot the bubble is lled in.

Additionally, there is the problem of how to represent writein votes on the public bulletin
board without facilitating vote-selling. Ballots containng write-in votes for uncommon or
peculiar names can be easily identi ed on the public bulleti board, compromising ballot
secrecy.

2.4.3 Cannot accomodate other election systems

Rivest acknowledges that ThreeBallot cannot be easily extded to preferential voting sys-
tems, where voters rank their preferences on the ballot fromghest to lowest. While most
elections in the United States still use rst-past-the-pofs plurality-wins balloting, some lo-
calities, such as Cambridge, MA, use Single Transferable téosystems for some races. The
desire to keep these arguably superior systems would hindbe adoption of ThreeBallot.

2.4.4 Strauss's privacy compromise

Strauss [8] has contended that due to the constraints poseg the ThreeBallot system, it
may be possible to reconstruct complete triples of ballot$ the number of cast ballots is far
fewer than the number of legal ThreeBallot votes. If a third prty could coerce voters into
revealing their receipts, he could then determine how the ter voted, and potentially use
intimidation to in uence elections.



Each ballot has a number of bubbles equal to the total numberf @andidates running in all
elections. Thus, a ballot can be represented as a bit stringghere \1" is a lled-in bubble and
\0" is an empty bubble. Strauss found that when 100 voters weraggregated onto a bulletin
board, 25-bit ballots were su cient to reconstruct 90% of cat votes. At an aggregation
level of 1,000, 35-40 bits was the threshold, and at 10,000exs, 45-50 bits were su cient.
This poses signi cant problems, as aggregating beyond 1(D0oters is likely to be di cult,
asne can only aggregate over sets of identical ballots. Thests a hard limit on the level
of integration at the level of the state legislative distrit. Strauss also found that party
a liation tended to exacerbate the problem; straight-ticket voters' ballots were cracked far
easier than random voters.

3 End User Testing

We conducted and observed sample elections in order to teketusability of the ThreeBallot
system. We observed voter interactions with both computerral paper-based systems. We
noted how many times the \scanner" rejected ballots, and weobk notes on which parts of
ThreeBallot were the most di cult to explain. Overall, we found that although ThreeBallot
was the subject of suspicion initially, most voters were ablto competently use the system
after one election.

3.1 Methodology

Users approached the voting booth and were assigned to thengmuter voting station or
paper ballots, depending on which station was free at the tien

Computer Implementation We implemented a ThreeBallot voting application and bal-
lot renderer using Tkinter and Python. Voters received a qek explanation of the Three-
Ballot system and were told that the computer would generata valid multiballot for them.
Voters selected their candidates much as they would on a tduscreen machine. Voters then
reviewed their ballot, and either cast it, or discarded it ad started over. The application
then generated a LaTeX le and converted it to PostScript, with was displayed on the
screen. The voter was given the opportunity to review his ordr ballot one more time,
before sending a print command. At this point, a person simated the checker, and lled
out a receipt for a column of the user's choice. In this casené in the paper ballot case,
voters were made aware that in an actual election, the checkand receipt printer would be
implemented by machines.

Paper Implementation The paper voters were given a similar description of the sysh,
and handed a paper multiballot (a blank version of the one déged in Appendix A). After
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Figure 1: User interface of computer-aided ThreeBallot

they completed the multiballot, they handed it to a person wb was simulating the checker
machine. After the checker machine validated the multibadit, the person lled out a receipt
by hand and cast the multiballot.

Survey We surveyed each voter after his or her ballot was cast. Thersey asked voters
about their voting experience, and measured their understding of the ThreeBallot system.
It also asked voters how con dent they were in the security ofhreeBallot, and whether or
not they would approve of its use in a federal election. The bk side of the survey contained
a quiz that asked voters to interpret multiballots. Our quizcontained one valid multiballot,
one overvoted ballot (all three Pat Buchanan bubbles were léd out), and one abstention
(all candidates had one bubble lled out). Please see AppeixdB for the full text of the
survey.

3.2 Comparison of Systems

Accuracy By and large, voters were able to cast votes for their intendecandidate(s).
Our post-vote survey asked voters to write down what they inded to vote for in each
race. Most complied, and there were no cases where a voteraldit did not match their
survey response. Computer-based and paper-based ballgtiwere both accurate systems in
our study.
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Figure 2: One voter crumpled up his voided ballot and threw it the poll workers before
leaving in frustration

E ciency For paper balloting, there was a large incidence of the chexkinitially rejecting
ballots. In the two elections run in Building 32 and East Camps, fty-one voters voted on
paper ballots. Of these, sixteen ballots were initially reicted by the checker. Twelve of the
sixteen voters got it right on the second try. One voter subrttied to the checker four times
before nally submitting a valid ballot, and another voter became frustrated after his second
rejected submission, ultimately leaving without casting aote. For computer voters, one
voter mis-clicked and had to re-do her ballot. The computerid not print out any receipts
that were rejected by the checker. Thus, the computer was mere cient in terms of votes
cast per poll worker time and in terms of total time taken to vee.

Transparency  Unfortunately, using computers to assist voters negates my of the ad-
vantages of paper-based ThreeBallot. Computers are verysaeptible to tampering. In order
to attain the same level of security as paper-based ThreeBa| computer-aided ThreeBallot
relies on each voter to read and check his or her receipt fortgo and computer error (or
malice). Thus, the hope that computers will ease the learngncurve for ThreeBallot must
be tempered with the knowledge that the security of the syste still requires every voter to
understand the underlying principles behind ThreeBallot.

Computer-based systems may also exacerbate throughputuss. Whereas optical-scan
OneBallot and paper-based ThreeBallot require only papemd pens at the bottleneck point

in the voting process, computer-aided ThreeBallot requisesone computer per voter through-
out the entire voting process.

Prior experience with existing direct-recording electran voting systems may confuse users of
this computer-based ThreeBallot implementation. One voteescaped the polling place with
a ballot, which we discovered 24 hours later when one of us moatd a complete computer-
generated multiballot away from the polling place. When we sked the voter why she had
the ballot, she said that she thought that she only had the rexpt, and that the computer
had recorded her tally.
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Figure 3: An actual bullet-voted multiballot from our mock dections
3.3 Implementation details

Terminology can be a problem; during the Building 32 electig the ballots instructed voters
to \vote for at most one candidate”. Many voters interpretedthis to mean that they should
only Il in one bubble per race per ballot. When we removed ths instruction, voters still
treated the election as \vote for at most one", but were abled Il out the paper ballots
much more easily.

In both of the mock elections we conducted, two voters rece receipts but left them at
the polling place. An adversary that obtained these receiptcould have changed these votes
with impunity, in the worst case adding a vote for the prefered candidate and subtracting
one from the leading candidate in every race. Because theatien o cials at the polling
site have the easiest means of accessing the ballots, it istmaularly worrisome when voters
leave their receipts at the polling place, within easy reaabf potentially corrupt o cials. We
imagine that dumpster diving near the polling place would ab be rewarding, although we
did not attempt it during our mock elections.

3.4 User Reactions

The rst reaction we received from many voters, upon explaing ThreeBallot for the rst
time, was a look of disbelief, usually followed by a commenthat the ballot was more
complicated than they were expecting. Others questioned ¢hneed for such a complex
system. In order to help address these concerns, we made siarexplain the motivation
for using ThreeBallot. In particular, we made sure to mentio that each voter would get to
keep a copy of part of the ballot as a receipt, and to show eacbter a blank receipt as an
example.

Despite these e orts, many voters still appeared to be ovetvelmed by the complexity of
the instructions on the ballot itself, as well as by the shodr, more intuitive directions given
orally by poll workers.
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Further evidence of voter frustration lies in the large numbr of observed \bullet votes"|
races for which the voter marked just the desired candidaten itwo of the columns, and
marked all the remaining candidates in the third column (se€igure 3 for an example), or
voted in a similar pattern.! Several voters became impatient with the large number of mies
to be made and simply drew vertical lines through entire cotans.

In the East Campus mock election, fourteen multiballots, duof thirty-eight paper ballots
cast, exhibited a bullet vote in at least one of the two racesith ve or more candidates.

Many voters were noticeably relieved when told, after havinlistened to our explanation of
ThreeBallot, that they would be voting with computer assisance, although a few insisted
that they would have done just ne with a paper ballot.

Question Yes Total Percentage
Secret 61 81 75%
Secure 53 82 65%
Would Share Receipt with a Third Party | 69 84 82%
Would Use in Federal Election 44 82 54%

Figure 4. Results of survey regarding voter con dence in TeeBallot

About forty percent of survey respondents said they would ndeel comfortable with insti-
tuting ThreeBallot as the primary voting method in a federalelection. We did not ask these
voters to explain their reasons for saying this, but many vahteered a response. The most
popular reason, given by about a quarter of these voters, wése feeling that ThreeBallot
would be too confusing for many voters, especially the eldgr The next most popular vol-
unteered reason was a lack of con dence that ThreeBallot hdmeen thoroughly tested and
examined, since it is So new.

Three-quarters of survey respondents were con dent that TleeBallot preserves the secrecy
of a voter's ballot.

3.5 User Understanding

The results from the \pop quiz" we gave to voters are summarg in Figure 5. It appears
that most voters had a basic understanding of ThreeBallot &r using it once; the vast
mayjority were able to recognize a valid ballot and a basic omete. However, more than half
of voters did not recognize that marking each candidate's n@e exactly once is a legal way

IMore speci cally, we de ned a \bullet vote" for ThreeBallot to be one of two voting patterns. One case
is described and depicted above. The other case is where a wastvoted for every candidate on one ballot,
voted for no candidates on the second ballot, and chose a silgcandidate on the third. Furthermore, the
term only applies to races with four or more candidates, sine in cases with three or fewer candidates, these
patterns are very common.
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Question Accurate Responses Total Percentage
Identi ed Valid Ballot 58 64 91%
Identi ed Triple Vote 59 64 92%
Identi ed Abstention 19 49 39%

Figure 5: Pop quiz on multiballots

of simply not casting any vote in that parcticular race. 2 Voters failed to recognize this,
despite an explicit instruction on the ballot explaining hav to abstain from voting in a race,
as well as a sample ballot at the polling site demonstratingow to do so.

This indicates that voters can quickly pick up the basics of fireeBallot and begin using
it e ectively. It also indicates, however, that voter intuition will not help the voters when
presented with novel ThreeBallot scenarios.

Further anecdotal evidence that users can quickly adapt tche system comes from our third
mock election; one non-expert had gained enough familigritvith the system by his second
time voting to explain the system and check the ballots of vevoters.

3.6 Recommendations

Sample Ballots  Our experience strongly suggests that sample ballots areryes ective in
helping voters to understand how to correctly vote using TheeBallot. However, even when
given access to a sample ballot, some voters still had troebtasting a valid ballot unless a
poll worker walked through the sample ballot with them and pmted out how each vote on
the ballot was cast.

In creating our sample ballot, we simply took a blank ballotom the election and lled it

out, creating a valid multiballot. However, in an actual eletion, this would be illegal in

many, if not most, jurisdictions (including the state of Flaida [9]), as the mere mention of
a candidates name at a polling place is considered to be eleneering. While this problem
is easily solved by creating a mock-up of an actual ballot ctaining false names, it is an
additional concern that election administrators should kep in mind.

Clear Terminology Ballot designers and elections o cials must be very carefuio avoid

any confusing terminology. Among the problems we encoungst during our mock election
was the multiple senses of the word \vote." Some interpreted single vote as being the
act of casting a multiballot and registering one vote for e&crace, while others interpreted
each mark on the ballot as a vote, and so a multiballot contaed at least one vote every

2We only took the East Campus results for this survey question After the Building 32 election, it was
clear that there was a substantial amount of voter confusionregarding abstention. We modi ed the sample
ballot presented in the East Campus election to contain an \@stain" vote, and we added \Abstain" to the
computerized voting machine, in order to make voters aware lhat abstention was legal.
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candidate, and two total votes for some candidates. As a rdguirections such as \Vote for
at most one candidate" caused confusion, and we imagine thsimilar instructions in the
context of multi-seat elections, such as city council eleéons, would only result in further
confusion.

Shading Rows A common error made by voters was accidentally skipping a rowhile
lling out the ballot, thus failing to mark any bubbles for th at candidate. To solve this
ballot design issue, one voter suggested shading every othmv to make it easier for voters
to check over the ballot at a glance.

Training Sessions for Poll Workers While it should be common sense that poll workers
need to be trained for the introduction of any new voting sygm, we want to stress the
importance of allowing election o cials to operate a mock @ction, in order to help ensure
that everything moves smoothly on election day. Despite odamiliarity with ThreeBallot,
our second and third mock elections ran much more smoothlydh the rst, demonstrating
the power of just a couple hours of experience.

ThreeBallot is a more complex system than the current \OneBit" system, and so we
would expect that most voters will require more time to vote.In this sense, it is particularly
important that poll workers have had some practice in orderd avoid any further delays in
the system.

Fortunately, our experience tells us that it should not be to di cult to train poll workers.

As mentioned above, one voter had gained su cient experiercto act as a poll worker after
having experienced the voting process only twice. While thiis an exceptional case, we
believe that it indicates that training is not excessively dcult.

Gradual Introduction of System On a similar note, any introduction of ThreeBallot
should begin with a smaller-scale election, such as a pringaor an o -year when no high-
pro le national races are on the ticket, and be accompaniedyba large voter education
movement. The gradual introduction of the system over the ecwse of a couple years should
ease the transition.

Handling Unwanted Receipts There will be some voters who do not want receipts.
Perhaps the voter trusts the system, or is apathetic towardthe voting process. Whatever
the reason, these voters should not simply leave their repts, unguarded, at the polling

site, since this allows corrupt election o cials to tamper wth votes, as mentioned earlier.

Several courses of action could be taken here. The voter magdiven the option of simply not
receiving a receipt at all. The receipt is either never prodied, or is destroyed immediately
after it is produced. A similar strategy would be to provide gpaper shredder at the polling
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site, so that voters may easily destroy unwanted receipts. u® preferred solution is to use
one of these two strategies, and additionally to strongly eourage voters to surrender their
receipt to a trusted third party, in lieu of destroying it.

4 6.857 Test

We challenged students in 6.857 to compromise the securitgcaprivacy properties of Three-
Ballot. Students were able to prove how they voted, openinché door to vote selling and
voter coercion. One student acting as a corrupt voting o cid was able to tamper with the
results of the election.

4.1 Methodology

We held a mock election in the 6.857 lecture. Each student wascouraged to try to
compromise ThreeBallot in one of two ways. Students could Iséheir votes, by proving to

us how they voted before the complete tally was posted. The ei®f digital cameras was
forbidden.

We also allowed students to play the role of a corrupt electioo cial by submitting to us

a fraudulent public bulletin board. We then published the faudulent bulletin boards and

allowed other students to try to use their receipts, or othemeans, to prove that each bulletin
board had been tampered with. We considered such an attack b@ successful if the student
changed 20% of the ballots cast.

The procedure was as follows. On Sunday afternoon, we e-radithe class informing them of
the mock election, and of these procedures. On Monday morgimat the beginning of lecture,
we held the election, then publically posted the results at idnight, 12 hours after the lecture.
On Wednesday evening, we sent the fraudulent bulletin boasdo the class. Proofs of votes
and repudiations of faked results were due by Friday at 11:33M. All attempts to sell votes
or submit fake bulletin boards were to be sent to a special eaih address that we created
for this purpose.

4.2 \Vote Selling

Because the ballot IDs were pre-printed, attackers could mmeorize their ballot ID numbers
(or write them down) and provide them to a third party before \ote totals are posted. Thus,
the third party can reconstruct the three ballot in question and be reasonably certain that
the vote they are paying for (or are coercing) was accuratetast.

Four students successfully sold their votes using this att&. One suggested that voters write
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ID Race 1 Race 2 Race 3

746159408 +1 Red, -1 O, G, I, Bk. | +1 W, -1 PS3. +1 Brf, -1 Bxr, Buch.
905778831 +1 O, G, BI, Br. +1 PS3. +1 Bxr

285952325 +1 XBox, PSP, DS. +1 Brf.

765500665 +1 Red. +1 W, -1 XBox, PSP, DS, Ot | -1 Buch.

908907354 +1 Red. -1 BI. -1 XBox.

997495774 +1 Wii.

534252307 +1 Wii. +1 Brf, -1 Buch.

Figure 6: Compromised Ballots

their ballot numbers somewhere on their body, not only to mak detection more di cult,
but also to prevent election o cials from con scating the evdence.

4.3 Election Throwing

One student (Yoyo Zhou) combined Strauss's reconstructioiechniques with spying on oth-

ers' receipts: during a break in the lecture, he wandered anod the classroom, spying on
students and copying down their receipt ID numbers. He therrass-correlated known triples
with known receipt numbers, yielding pairs of ballots whicthe knew to be uncheckable. In
other cases he was only able to establish a unique pair, butdum which ID was issued for
the pair, and yielded a single uncheckable ballot. He then rdoed the uncheckable ballots,

secure in the knowledge that no receipt existed. By doing she was able to swing every
race in the mock election.

This attack is particularly worrying, given Rivest's intent that helper organizations be per-
mitted to have copies of the receipt, so that large-scale m&@pt veri cation may be performed
by a trusted third party [1]. Over eighty percent of voters inour post-vote survey indicated
willingness to provide a third party, such as the League of Woen Voters, with a copy of
their receipt. An attacker posing as the League of Women Vatg or other well-known,
trustworthy organization, could easily collect receipt nmbers with which to carry out this
attack.

Yoyo was able to identify six unique triples, including hiswn vote, and he ended up changing
seven ballots total. By adding votes to his preferred candide and subtracting votes from

the leading candidate, he was able to throw the election withut leaving behind evidence of
ballot-box stu ng.

In total, Yoyo added three votes for Red, subtracted one froBlue and Indigo, added a vote
to Brown, added four votes for the Wii, subtracted one eachdm the XBox and Other, added
three votes to Briefs, and subtracted three from Buchanan. Ais was su cient to change

the winner of all three contests. We were reconstructing Hats at the same time, and found
the triples that he had. We ran our reconstruction code agast his results to see if there
was evidence of impossible vote totals (more votes cast thaoters, ballots with no possible
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complements, etc.) We couldn't nd any evidence of tamperig using these methods. Yoyo
added votes, but he also subtracted them to keep each racetster total under 18. He also
modi ed more votes than he needed to, in order to ensure thateh ballot still formed part
of a valid triple.

4.4 Recommendations

Race-wise split  The more information that is encoded onto one ballot, the sntlar the
probability that a voter's intent will be disguised by other similar ballots that will form a
valid three-ballot triple. We suggest splitting the ballos apart, and then assigning each
individual race an ID number and splitting those. This vasy increases the di culty of
reconstructing triples, as the number of bits one will havea work with is the number of
candidates in a given race. This method will make verifyingeceipts more tedious, but as
the bulk of this work will be done by receipt aggregators in oke elections, the impact will
be minimal.

No pre-printed 1Ds Pre-printed ID numbers led to 25% of the class successfullglling
their votes in the in-class mock election. Unfortunately,tiwill be virtually impossible in
practice to prevent information from leaking out of the votng booth, given that one would
not only have to ban camera phones, but writing utensils as WelLong or complex IDs have
troubling implications from a transparency perspective; fireeBallot is a system designed to
be simple enough for voters to understand and verify. A barde or encrypted ID number will
add complexity to the checker, and make it impossible for vets to check the functionality
of the checker/receipt printer. We believe that the Shamoshecker, or a similar mechanism,
is an absolute necessity for a practical ThreeBallot eleot.

Guarding receipts closely While voters should still be encouraged to share their reqges
with trusted third parties, so that large-scale receipt vercation can take place, they should
also be warned against sharing their receipts with suspicie persons. In particular, voters
should be cautioned about leaving their receipts in publiclaces where untrusted parties can
view them, or even steal them.

5 Reconstruction

We implemented a ballot matcher based on Strauss's reconsttion attack and ran it on the

Building 32, in-class, and East Campus results. Our implemtation used the naiveO(n®)

algorithm. For each pair of ballots, the matcher searched tbugh all other ballots to see if
the resultant triple is a legal multiballot.
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For the Building 32 election, we were able to reconstruct 25f @0 ballots, each of which
contained 3 races, with a total of 18 candidates. For the inlass election, we were able to
reconstruct 6 of 18 ballots, each of which contained 3 racesith a total of 19 candidates.
We also discovered that one voter submitted a multiballot tht contained a \zero vote"
for a candidate, i.e. the voter had not marked any of the threballots for that candidate.
Somehow, this ballot had slipped through the checker unnaotd. For the East Campus
election, 58 ballots were cast, each with 3 races and a totdl13} candidates. We were unable
to reconstruct any valid triples, although we were able to naow down several ballots to 4
possible companions.

The elections we ran consisted of very small ballot sizes (e races, with at most nineteen
total candidates). ThreeBallot bulletin boards would be mah more reconstructable for
elections using longer ballots.

The size of the ballot for our in-class election was similabtthat of the Building 32 election,
and fewer ballots were cast in class. We would have expectdtht ballots from the class
election would be more easily reconstructed. This turned bto be false. We believe that our
relative di culty in reconstructing in-class results is due to the prevalence of \bullet voting";
the numerous bullet votes resulted in many ballots with sinlér patterns being cast, making
it more di cult to nd combinations which had to be unique. On e possible explanation
for the high number of bullet votes is that every voter had beeencouraged to try to sell
his or her vote, and voting in an easy-to-remember pattern €ditated the most common
vote-selling attack.

6 Receipt Veri cation

Providing voters with receipts is useless if the voters faib verify them against the posted
election results. In order to determine if voters do, in fagtverify their receipts, we analyzed
the webserver logs from our public bulletin board website.

For our rst election, in the Stata Center, there were twentynine ballots cast. The only way
to check a receipt for this election was to type a ballot numlvento a form on the results

website. The logs from the election results server show thahly two receipts were checked
in the two days following the election.

For the other two mock elections, voters had the option of dier typing their ballot number
into the form, or simply looking at the list of all ballots and nding their ballot number
manually.

Out of eighteen ballots cast in our in-class mock electionhtee receipts were checked using
the form. However, the logs reveal that form submissions ca&rfrom only two unique IP
addresses, so either two students shared a computer to asctee website, or the form was
used by an attacker who had stolen receipt numbers from othgoters. We believe that the
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former is more likely, since many students taking the classnkw each other, or even live
together.

Seven unique IP addresses, including the two mentioned alepwaccessed the full listing of all
ballots for the in-class election. This was expected, sine& encouraged the class to create
fraudulent bulletin boards, and doing so with any success wil almost certainly require
access to the original unspoiled results.

More interesting results come from the mock election held @ahe East Campus dormitory.
Fifty-eight ballots were cast in this mock-election. Sevemnique IP addresses checked a
total of eight di erent ballot numbers within the two days after the election was held. Two
additional IP addresses accessed the full ballot list withud submitting a form, so we estimate
that a total of ten voters checked their receipts online?

Certainly, in a real election where voters are motivated toate and have a vested interest
in the outcome, a somewhat higher fraction of voters would k& the time to verify their
ballots, especially in situations where the outcome may ba guestion.

Additional measures to increase voter motivation could inade o ering a bounty for receipts

proving election fraud, but as Appel [2] notes, this permitinsiders to make a lot of money
by changing ballots, even if they can't change the electioresults. A random drawing for
monetary rewards may also encourage voters to check theirlloés, but voters may be put

o by the idea. An initiative proposal for such a voter rewardin Arizona was defeated by a
nearly 2-to-1 margin [10] in the November 2006 general eleet, with many critics arguing

that rewarding voters would cheapen democracy's most sadrastitution.

7 Conclusion

In this project, we provided a proof-of-concept for computebased ThreeBallot. We tested
the demands of ThreeBallot on poll workers in a real-world ettion and found that users
require several minutes of interaction with a poll worker ere they are comfortable with
the system. We assessed voters' attitudes towards ThreeBd) and found that they were
suspicious of the complexity, but understood the desirality of secret veri able elections.
We tested users' understanding of the system after having teml, and found that greater
than 90% of voters understood ThreeBallot well enough to cble another person's ballot.
We tested ThreeBallot's robustness against vote selling drelection tampering, and found
that pre-printed ID numbers and long ballots will pose signcant challenges.

Overall, there are reasons for both optimism and pessimismitiv regards to ThreeBallot's
viability in real-world elections. Although there is a de nite start-up cost to introducing

31t should be noted that we were working on analyzing the mock &ection and writing this paper in
dormitory lounges, in front of several voters. It is quite possible that this prompted several of them to check
their results.
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ThreeBallot, the learning curve does not appear to be as sfe@as we feared; once voters
understood the system, they were able to accurately cast tindallot in the vast majority of
cases. ThreeBallot's usefulness will strongly depend onvhanuch of an over improvement
the current system it is, weighed against the problems adapy it will cause. Ultimately,
ThreeBallot is a method that trades usability and voter thraighput for secrecy and veri a-

bility.

The need to make such a tradeo will vary depending on local odlitions, but it is notable
that the three biggest US election controversies in recenegrs have been regarding usability
(2000 Palm Beach ballot), throughput (2004 Ohio electionsand usability/voting machine
issues (2006 Florida-13). Although corrupt election o cids exist and have been at the
forefront of previous election controversies, recent Amean voting irregularities have cen-
tered on subtler issues. Voting o cials should be very wary tintroducing complex systems
without evidence that they are resolving a signi cant probém.
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Appendices

A Sample Multiballot

INSTRUCTIONS

Fach candidate or choice on this ballot is duplicated three times. For each office or ballot issue:

e To vote for a candidate: fill in exactly two of the three ovals next to that candidate’s name.

e Fill in exactly one of the three ovals for every other candidate in that race.

e To abstain fill in exactly one of the three ovals for every candidate in that race.

Be sure to fill in ovals completely, and avoid making any stray marks outside the oval.

WARNING! You must mark at least one and at most two ovals in every row. A ballot on which any row has zero
or three marks is not valid and will not be accepted.

Once you have finished voting, bring your ballot to the Checker to verify that your ballot has been filled out correctly,
and to obtain a receipt. You may use this receipt to prove that you voted, and to ensure that your vote was correctly

recorded and counted.

—CUT ALONG THIS LINE WHEN DONE VOTING—

What is your favorite

*® Red

o Orange
o Yellow
*® Green
o Blue
O Indigo
o Black
O Brown
o White
® Other

What is your favorite

o Red

o Orange
® Yellow
*® Green
*® Blue
O Indigo
L Black
O Brown
L White
O Other

What is your favorite
color?

Red
Orange
Yellow
Green
Blue
Indigo
Black
Brown
White
Other

0000000000

What is your favorite

video game system?

What is your favorite
video game system?

What is your favorite
video game system?

o Playstation III *® Playstation III o Playstation I1T

® Nintendo Wii O Nintendo Wii O Nintendo Wii

o XBox 360 L XBox 360 o XBox 360

O PlayStation Portable O PlayStation Portable L4 PlayStation Portable
o Nintendo DS L Nintendo DS o Nintendo DS

® Other ® Other O Other

Best baseball team? Best baseball team? Best baseball team?

o Yankees o Yankees ® Yankees

*® Red Sox
o Pat Buchanan

L Red Sox
*® Pat Buchanan

o Red Sox
o Pat Buchanan

Ballot ID: 212010336

Ballot ID: 240232886

Ballot ID: 623451381

END OF BALLOT

END OF BALLOT

END OF BALLOT
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B Survey

Post-vote survey

What did you vote for?

Would you be comfortable with giving a copy of your receipt to a third party, such as the League of Women
Voters?

Yes No

Are you confident that this system preserves the secrecy of your ballot?

Yes No

Are you confident that this system is secure and accurate?

Yes No

Would you feel comfortable if this voting system was used in your precinct for a federal election?

Yes No

How well do you feel you understand how this system works? (1 = Not at all, 10 = Perfectly)
1 2 3 45 6 7 8 9 10

Do you have additional comments about your voting experience?

22



23



