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7.1. The Object Contract

Every class extends Object, and therefore inherits all of its methods. Two of these are
particularly important and consequential in all programs, the method for testing equality:

public boolean equals (Object 0)
and the method for generating a hash code:
public int hashCode ()

Like any other methods of a superclass, these methods can be overridden. We have
seen in our lecture on subtyping that a subclass should be a subtype. This means that it
should behave according to the specification of the superclass, so that an object of the
subclass can be placed in a context in which a superclass object is expected, and still
behave appropriately.

The specification of the Object class is rather abstract and may seem abstruse. But
failing to obey it has dire consequences, and tends to result in horrible obscure bugs.
Worse, if you don't understand this specification and its ramifications, you are likely to
introduce flaws in your code that have a pervasive effect and are hard to eliminate
without major reworking. The specification of the Object class is so important that it is
often referred to as 'The Object Contract'.

The contract can be found in the method specifications for equals and hashCode in the
Java API documentation. It states that:

* equals must define an equivalence relation -- that is, a relation that is reflexive,
symmetric, and transitive;

» equals must be consistent: repeated calls to the method must yield the same result
unless the arguments are modified in between;

» for a non-null reference x, x.equals (null) should return false; and

» hashCode must produce the same result for two objects that are deemed equal by
the equals method.



7.2. Hashing

To understand the part of the contract relating to the hashCode method, you'll need to
have some idea of how hash tables work.

Hashtables are a fantastic invention -- one of the best ideas of computer science. A
hashtable is a representation for a mapping: an abstract data type that maps keys to
values. Hashtables offer constant time lookup, so they tend to perform better than trees
or lists. Keys don't have to be ordered, or have any particular property, except for
offering equals and hashCode.

Here's how a hashtable works. It contains an array that is initialized to a size
corresponding the number of elements that we expect to be inserted. When a key and a
value are presented for insertion, we compute the hashcode of the key, and convert it
into an index in the array's range (e.g., by a modulo division). The value is then inserted
at that index.

The rep invariant of a hash table includes the fundamental constraint that keys are in the
slots determined by their hash codes. We'll see later why this is important.

Hashcodes are designed so that the keys will be spread evenly over the indices. But
occasionally a conflict occurs, and two keys are placed at the same index. So rather
than holding a single value at an index, a hashtable actually holds a list of key/value
pairs (usually called 'hash buckets'), implemented in Java as objects from class with two
fields. On insertion, you add a pair to the list in the array slot determined by the hash
code. For lookup, you hash the key, find the right slot, and then examine each of the
pairs until one is found whose key matches the given key.

Now it should be clear why the Object contract requires equal objects to have the same
hash key. If two equal objects had distinct hash keys, they might be placed in different
slots. So if you attempt to lookup a value using a key equal to the one with which it was
inserted, the lookup may fail.

A simple and drastic way to ensure that the contract is met is for hashCode to always
return some constant value, so every object's hash code is the same. This satisfies the
Object contract, but it would have a disastrous performance effect, since every key will
be stored in the same slot, and every lookup will degenerate to a linear search along a
long list.

The standard way to construct a more reasonable hash code that still satisfies the
contract is to compute a hash code for each component of the object that is used in the
determination of equality (usually by calling the hashCode method of each component),
and then combining these, throwing in a few arithmetic operations. Look at Joshua
Bloch's book Effective Java for details.

Most crucially, note that if you don't override hashCode at all, you'll get the one from
Object, which is based on the address of the object. If you have overridden equals, this
will mean that you will have almost certainly violated the contract. So as a general rule:



Always override hashCode when you override equals.

(This is one of Bloch's aphorisms. The whole book is a collection of aphorisms like it,
each nicely explained and illustrated.)

Last year, a student spent hours tracking down a bug in a project that amounted to
nothing more than mispelling hashCode as hashcode. This created a method that didn't
override the hashCode method of Object at all, and strange things happened. Another
reason to avoid inheritance...

7.3. Element and Container Equality

When are two containers equal? If they are immutable, they should be equal if they
contain the same elements. For example, two strings should be equal if they contain the
same characters (in the same order). Otherwise, if we just kept the default Object
equality method, a string entered at the keyboard, for example, would never match a
string in a list or table, because it would be a new string object and therefore not the
same object as any other. And indeed, this is exactly how equals is implemented in the
Java String class, and if you want to see if two strings s1 and s2 contain the same
character sequence, you should write

sl.equals (s2)
and not
sl ==5s2

which will return false when s1 and s2 denote different string objects that contain the
same character sequences.

So much for strings -- sequences of characters. Let's consider lists now, which are
sequences of arbitrary objects. Should they be treated the same way, so that two lists
are equal if they contain the same elements in the same order?

Suppose I'm planning a party at which my friends will sit at several different tables, and
I've written a program to help me create a seating plan. | represent each table as a list of
friends, and the party as a whole as a set of these lists. The program starts by creating
empty lists for the tables and inserting them into the hashset:

List t1 = new LinkedList ();
List t2 = new LinkedList ();

Set s-; new HashSet ();
s.add (t1);
s.add (t2);



Think of the hashset as a hash table with no values. At some later point, the program will
add friends to the various lists; it may also create new lists and replace existing lists in
the set with them. Finally, it iterates over the contents of the set, printing out each list.

This program will fail, because the initial insertions will not have the expected effect.
Even though the empty lists represent conceptually distinct table plans, they will be
equal according to the equals method of LinkedList. Since Set uses the equals method
on its elements to reject duplicates, all insertions but the first will have no effect, since all
of the empty lists will be deemed duplicates.

How can we solve this problem? You might think that Set should have used == to check
for duplicates instead, so that an object is regarded as a duplicate only if that very object
is already in the set. But that wouldn't work for strings; it would mean that after

Set set = new HashSet ();
String lower = "hello";

String upper = "HELLO";
set.add (lower.toUpperCase());

the test set.contains (upper) would evaluate to false, since the toUpperCase method
creates a new string.

7.4.The Liskov Approach

In our course text, Professor Liskov presents a systematic approach to dealing with this
problem. You provide two distinct methods: equals, which returns true when two objects
in a class are behaviorally equivalent, and similar, which returns true when two objects
are observationally equivalent.

Here's the difference. Two objects are behaviorally equivalent if there is no sequence of
operations that can distinguish them. On these grounds, the empty lists t1 and t2 from
above are not equivalent, since if you insert an element into one, you can see that the
other doesn't change. But two distinct strings that contain the same sequence of
characters are equivalent, since you can't modify them and thus discover that they are
different objects. (We're assuming you're not allowed to use == in this experiment.)

Two objects are observationally equivalent if you can't tell the difference between them
using observer operations (and no mutations). On these grounds, the empty lists t1 and
t2 from above are equivalent, since they have the same size, contain the same
elements, etc. And two distinct strings that contain the same sequence of characters are
also equivalent.

Here's how you code equals and similar. For a mutable type, you simply inherit the
equals method from Object, but you write a similar method that performs a field-by-field
comparison. For an immutable type, you override equals with a method that performs a
field-by-field comparison, and have similar call equals so that they are the same.



This solution, when applied uniformly, is easy to understand and works well. But it's not
always ideal. Suppose you want to write some code that interns objects. This means
mutating a data structure so that references to objects that are structurally identical
become references to the very same object. This is often done in compilers; the objects
might be program variables, for example, and you want to have all references to a
particular variable in the abstract syntax tree point to the same object, so that any
information you store about the variable (by mutating the object) is effectively
propagated to all sites in which it appears.

To do the interning, you might try to use a hash table. Every time you encounter a new
object in the data structure, you look that object up in the table to see if it has a
canonical representative. If it does, you replace it by the representative; otherwise you
insert it as both key and value into the table.

Under the Liskov approach, this strategy would fail, because the equality test on the
keys of the table would never find a match for distinct objects that are structurally
equivalent, since the equals method of a mutable object only returns true on the very
same object. You need to wrap the key with an object whose equals method is the
similar method on the key, or write your own class.

7.5.Java Approach

The designer of the Java collections API did not follow this approach. There is no similar
method, and equals is observational equivalence.

This has some convenient consequences. The interning table will work, for example. But
it also has some unfortunate consequences. The seating plan program will break,
because two distinct empty lists will be deemed equal.

In the Java List specification, two lists are equal not only if they contain the same
elements in the same order, but also if they contain equal elements in the same order. In
other words, the equals method is called recursively. To maintain the Object contract,
the hashCode method is also called recursively on the elements. This results in a very
nasty surprise. The following code, in which a list is inserted into itself, will actually fail to
terminate!

List | = new LinkedList ();
l.add (1);
int h = l.LhashCode ();

This is why you'll find warnings in the Java APl documentation about inserting containers
into themselves, such as this comment in the specification of List:

Note: While it is permissible for lists to contain themselves as elements, extreme
caution is advised: the equals and hashCode methods are no longer well
defined on such a list.

There are some other, even more subtle, consequences of the Java approach to do with
representation exposure which are explained below.



This leaves you with two choices, both of which are acceptable in 6170:

* You can follow the Java approach, in which case you'll get the benefits of its
convenience, but you'll have to deal with the complications that can arise.

» Alternatively, you can follow the Liskov approach, but in that case you'll need to
figure out how to incorporate into your code the Java collection classes (such as
LinkedList and HashSet).

In general, when you have to incorporate a class whose equals method follows a
different approach from the program as a whole, you can write a wrapper around the
class that replaces the equals method with a more suitable one. The course text gives
an example of how to do this.

7.6.Representation Exposure

Imagine a variant of LinkedList for representing sequences without duplicates. The add
operation has a new specification saying that the element is added only if it isn't a
duplicate, and its code performs this check:

void add (Object 0) {
if (contains (0))
return;
else
/I add the element

}

We record the representation invariant at the top of the file saying that the list contains
no duplicates:

The list contains no duplicates. That is, there are no distinct entries el and e2
such that el.element.equals (e2.element).

We check that it's preserved, by ensuring that every method that adds an element first
performs the containment check.

Unfortunately, this isn't good enough. Watch what happens if we make a list of lists and
then mutate an element list:

List x = new LinkedList ();
List y = new LinkedList ();
Object 0 = new Object ();
x.add (0);
List p = new LinkedList ();
p.add (x);
p.add (y);



x.remove (0);

After this code sequence, the representation invariant of p is broken. The problem is that
the mutation to x makes it equal to y, since they are then both empty lists.

What's going on here? The contour corresponding to the representation invariant that we
can draw around the representation actually includes the element class, since the rep
invariant depends on a property of the element (see the left object model in the figure
below).

Note that this problem would not have arisen if equality had been determined by the
Liskov approach, since two mutable elements would be equal only if they were the very
same object: the contour extends only to the reference to the element (right hand side
object model) and not to the element itself.

A more common and insidious example of this phenomenon occurs with hash keys. If
you mutate an object after it has been inserted as a key in a hash table, its hash code
may change. As a result, the crucial representation invariant of the hash table -- that
keys are in the slots determined by their hash codes -- is broken.

Here's an example. A hash set is a set implemented with a hash table: think of it as a
hash table with keys and no values. If we insert an empty list into a hash set, and then
add an element to the list like this:

Set s = new HashSet ();
List x = new LinkedList ();
s.add (x);

x.add (new Obiject ());



a subsequent call s.contains(x) is likely to return false. If you think that's acceptable,
consider the fact that there may now be no value of x for which s.contains(x) returns
true, even though s.size() will return 1!

Again, the problem is representation exposure: the contour around the hash table
includes the keys.

The lesson from this is: either follow the Liskov approach, and wrap the Java list to
override its equals method, or make sure that you never mutate hash keys, or allow any
mutation of an element of a container that might break the container's rep invariant. This
is why you'll see comments such as this in the Java API specification:

Note: Great care must be exercised if mutable objects are used as set elements.
The behavior of a set is not specified if the value of an object is changed in a
manner that affects equals comparisons while the object is an element in the set.
A special case of this prohibition is that it is not permissible for a set to contain
itself as an element.



