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Computing square roots

• To compute an approximation to the 
square root of x:
– Let g be a guess for the answer
– Compute an improved guess by taking the 

average of g and x/g
– Keep improving the guess until it’s good 

enough.
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def sqrt(x):
def goodEnough(guess):

return abs(x-square(guess))< .00001
def improve(guess):

return average(guess, x/guess)
def iter(guess):

while not(goodEnough(guess)):
guess=improve(guess)

return guess
return iter(1.0)
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def fastexp(b,e):
if e==0:

return 1
elif e % 2 == 1:

return b * fastexp(b,e-1)
else:

return square(fastexp(b,e/2))



6.801 lecture slides Sept. 12, 2006

14

Order of growth

for n sufficiently large

Modular arithmetic

1
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0

6 + 5 = 3 (mod 8)
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Math Quiz

mod 11=2 x 6 x 5

mod 7=2300

mod 7=23

mod 11=2 x 6 1

1

5

1

= (23)100 = 1100 = 1

def expmod(b,e,m):
if e==0:

return 1
elif e % 2 == 1:

return (b * expmod(b,e-1,m)) % m
else:

return square(expmod(b,e/2,m))% m
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Expmod lets you compute powers modulo 
m in order log n steps 

• Problem: Given a and p and x, find y such that 
ax  = y (mod p)

• Use expmod
• Example: If x is a 500-digit number, we can compute 

ax (mod p) in about 1700 (= log2 10500) steps.

There’s no shortcut for computing 
logarithms mod p

• Problem: Given a and p and y, find x such that 
ax  = y (mod p)

• As far as anyone knows, there are no shortcuts.
– The only way to do this is essentially by brute-

force search among all possibilities for x.
• Example: If p is a 500-digit number, finding x so that

ax  = y (mod p)
requires about 10500 steps.
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Secret communication on public channels

• Alice and Bob want to create a shared secret number 
that they can use as a cryptographic key.  But all of 
their communications can be overhead.

• There is a great idea
• Alice and Bob can create a shared secret key, even if 

they have never met before and have made no prior 
arrangements, and even if everyone can eavesdrop 
on all their communications …

• … including eavesdropping on the communications 
Alice and Bob use to establish the key!

Public-Key Cryptography

• Whit Diffie and Marty 
Hellman, New Directions in 
Cryptography, 1976

• Clifford Cocks and Malcolm 
Williamson, secret work in the 
British GCHQ, 1973-74, 
revealed only in 1997
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Diffie-Hellman Key Agreement
Start with public, standard values of p and a

Pick a secret number SA

paP BS
B mod=Compute 

Shout out PA

Compute pP AS
B mod Compute pP BS

A mod
Main point:  Alice and Bob have computed the same number, because

( ) pPaaaP BBAABABA S
A

SSSSSSS
B mod)()( ====

Eve

But going from these to pa BASS mod requires computing logarithms mod p, 
as far as anyone knows

Alice and Bob can now use this number as a shared key for encrypted communication

Pick a secret number SB

Shout out PB

BobAlice

PA PB

paP AS
A mod=Compute

Eavesdroppers know and  paP AS
A mod= paP BS

B mod=

Basic result of Diffie-Hellman

• As a consequence, someone eavesdropping 
on Alice and Bob would require exponentially 
more computer power to break the system, 
than Alice and Bob require to establish a key.
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??

??

lists

numbers, strings

DataProcedures

???Capturing 
common patterns

defMeans of 
abstraction

if, while, …
composition, e.g., 
can write 3*(4+7)

Means of 
combination

+, *, ==, …Primitives

END
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